
DOI: 10.4018/IJRCM.2020040101

International Journal of Risk and Contingency Management
Volume 9 • Issue 2 • April-June 2020


Copyright©2020,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



1

Smartphone Confrontational 
Applications and Security Issues
Abhishek Kumar, Chitkara University Research and Innovation Network (CURIN), Chitkara University, Punjab, India

 https://orcid.org/0000-0003-4161-508X

Jyotir Moy Chatterjee, Lord Buddha Education Foundation (Asia Pacific University of Technology & Innovation), 
Kathmandu, Nepal

 https://orcid.org/0000-0003-2527-916X

Pramod Singh Rathore, ACERC, Delhi, India

ABSTRACT

In today’s society, there isahighvolumeof smartphones,withAndroidbeing the
most popular and most commonly used smartphones. In the last few years, the
Androidmarkethasbeenbooming,makinglotsofdevelopersjointheindustrysoas
tocreatevariousmobileapplications thatareabenefit topeople’s lives.However,
its over-popularity has brought many crime issues, including security. One of the
majorcommonincidentstomobileusersishavingtheirmobilephoneslostorstolen.
Sincemostmobileuserswanttofindtheirlostphones,theyarelookingforthemost
reliablefeaturesthatcanhelpthemlocatetheirsmartphones.Luckily,therearesome
developedapplicationsandservicesthathavebeendesignedtotrackdownandlocate
lostorstolensmartphones.Inthiswork,theauthorstriedtoidentifyacollectionof
theseapplicationsandtheinformationtheysendtotheuser inaidingthemtofind
theirphone.Sincesomeapplicationsareabletosendlocationinformationoraphoto,
thisworkwilllookatwhatmetadataisusuallysentwiththemessage.
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INTRodUCTIoN

Inpresentdays,thequantityofsmartphoneswasexpandingdrasticallybecauseof
thesignificancetheyhaveonindividuals’daytodaylives.Itsubiquityisdeveloping
quickeverysingledaycontrollingahugenumberofclientsinexcessof200countries
(Zhangetal.,2017).Clientsareintroducingmorerecreations,appsandotheradvanced
substance on their cell phones. Accordingly, it is expanding trustworthiness and
dependabilitytonumerouscellclientsinnoteworthyzones,forexample,web-based
banking,business,informationstockpiling,andinallspacesofhumanservices.Inany
case,practicallyallcellphoneclientsareterrifiedoflosingsignificantinformation
orrecordswheneverthedevicesgetlostorstolen.Insightsweregatheredfrompower
fromCell towersdemonstratespracticallymore than12,000,000deviceswere lost
eachacademicyearwith700,000ofdevicesgottheft(Broida,2011).

Therefore, this situation causes clients to endure a great deal financially, yet
additionallytheygetthechancetolosesignificantinformationincorporatingcontact
subtleties put away over the devices as well as memory card storage. Because of
this, itendsupcritical foracellphoneclient togetback theirsmartcells.Nearly
everybodymayhaveencounteredlostorstolencellphones.Alongtheselines,itis
principaltohaveanapplicationinthegadgetthatcanhelpdistinguishastolenphone.
Thispaperhighlightsdifferentappswithparticularhighlights,forexample,discovery,
callchecking,areabringingthroughGPS,emailnotice,SMSnoticesandsoonwhich
helpsinidentifyingtheaccuratelocationofthelostphoneortheftphone.

Dominantpartofcellphoneclientsforalltimelosestheirsmartcellsaswellas
theirowninformation.Asacure,thereasonfortheexpositionistofeatureaportionof
thedefinitegatheringofappswhichhelpscellphoneclienttoidentifythesmartcells.
Thehugenessscenarioofthisconceptistoreuseengineersingrowingincreasingly
powerful andproductiveapplication frameworks forAndroidgadgets.Likewise, it
willenablecellphoneclientstobeassociatedwiththemostrecentinnovationthatcan
enablethemtofollowtheirstolenorlostphones.Whichunmistakablehighlightsin
anapplicationhelpsinidentifyingthelostorstolendevice?Thegeneraltargetofthis
thesisistofeatureaportionoftheappsthatcanhelpserveindividualsviablywhenever
thesmartcellsaretheftorlost.Theappsareloadedupwithdifferenthighlightsand
theobjectiveofthethesisistobringupdifferenthighlightsoneveryapplicationand
howsuccessfultheycanbeontrackinggadgetsandindividualinformation.Android
phonesOperatingSystemhascaughtover75%oftheall-outpieceofthepie,leaving
itsrivalsiOS,WindowsPhoneandBlackberryalongwaybehind.Despitethefact
thatcellphoneswereutilizedintheearlierdecade,dispatchofiOSandAndroidhas
changedthescenebycreatingaconnectivityfascinationgloballyamongshoppersand
engineersalike.Cellphoneshaveturnedouttobeomnipresentbecauseofwidescope
ofnetworkalternatives,forexample,GSM,CDMA,Wi-Fi,GPS,BluetoothandNFC
(G.Inc.,2013)demonstratedanexpansionof42.3%incellphonedealsfrom2012.

Android does not prescribe, however permits establishment of outsider apps
on gadget, which has worked up many territorial just as global application stores
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