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ABSTRACT

Thefollowingarticleconsiderstheresultsfromtwodifferentstudies,aEuropeanoneinvolvingover
20,000respondentsandanAmericanoneclosingon1,000,toillustratehowonlineplatformssuchas
FacebookandGooglecanbedefinedasregrettablenecessities.Wedefineregrettablenecessitiesas
thosewhoseconsumptionprovidesadirectdisutilitytoconsumers.Thatis,otherthanthestandard
utilityderivedfromtheaccesstoagivenservice,adirectdisutilityintermsofprivacylossesand
preferencemanipulationresultsfromtheiruse.Inaddition,usersacknowledgethisfactandareaware
ofthedisutilitysuffered,thoughnotnecessarilyofitsintensity,highlightingthefundamentalstrategic
roleplayedbytheseplatformsincurrentvotingenvironments.
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1. INTRoDuCTIoN

ThecapacityofonlineinformationproviderstomanipulatethepreferencesanddecisionsofInternet
usershasrecentlybecomeatrendytopicgiventhesocialemphasisplacedonfakenewsandthe
increasing interest inbigdata analysis (Schneier, 2018).Thishasbeen the casedespite the fact
that the Internetwas initiallyconsideredby itsmost radicalsupportersasa freeandfrictionless
informationallocationmechanismmatchingperfectlysupplierswithdemanders(Golumbia,2016).
Itscapacitytoprocessenormousamountsofinformationandfreelydistributeitacrossusersledthe
mostoptimisticofthemtoexpectavirtuallyperfectexchangeofinformation.However,itwasthe
extractionofinformationfromtheuserswhatbecameoneofthemainpillarsoftheresultingonline
marketinsuchawaythat“bythemid-2010stheaveragereaderonnewssiteslikeBostonGlobe’s
bostom.comwouldbesubjectedtoextraordinarysurveillancemethods,withonlythebarestdegree
ofconsent”Wu(2016,p.321).

The online interactions taking place between information providers and Internet users has
generatedasubstantialamountofempiricalliteratureillustratingthat“therankingsofsearchresults
providedbysearchenginecompanieshaveadramaticimpactonconsumerattitudes,preferences,
andbehavior”(EpsteinandRobertson2015,p.E4512).Thesebiasesareseemlyduetothetrustwith
whichusersendowthecompaniesinchargeofthesearchenginestoranktheresultsaccordingto
theirsubjectivepreferences.Thisisthecasedespitethefactthat“usersgenerallyhavenoideahow
resultsgetranked”(EpsteinandRobertson2015,p.E4512).Thetrustplacedonanabstractalgorithm
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–designedandupdatedbyhumanengineers–appliesalso toFacebook,despite thedecrease in
satisfactionlevelsexperiencedbyitsusers(Kourouthanassisetal.,2015).

Oneofthemainconsequencesderivedfromthestrategicprocessofinformationcollection(and
transmission)hasbeentheemergenceoftheFacebook-Googleduopolyofinformationproviders,
whosedominanceoverthemarketisexpectedtocontinueincreasing

GoogleandFacebookaresettoattract84percentofglobalspendingondigitaladvertising,
excludingChina,in2017,underscoringconcernsthatthetwotechnologycompanieshavebecome
adigitalduopoly(Garrahan,2017).

TheuseofFacebookandGoogleissowidespreadandroutinizedthatthedataretrievedfrom
theirusersisbeingusedtogenerateincreasinglyaccurateprofilesofthepopulation(Schneier,2014).
Thisfactisgenerallyacknowledgedbytheusers–particularlywhendealingwithprivacyconcerns
(DeWolfetal.,2017)–,whoneverthelesscontinuetousesocialnetworksitesandsearchengineson
aregularbasis.Inevolutionarytheory,aroutineariseswheneveragivenbehavioralpatternissocially
acceptedamongthepopulation.1Inthecurrentcontext,suchadefinitionimpliesthatwheneverthe
useofanonlineplatformbecomeswidespreadandacceptedaspartofthestandardbehaviortofollow,
thecostsarisingintermsofprivacylossesandpotentialmanipulabilityareacceptedandassimilated
bythepopulation.Thatis,usersarewillingtoprovideonlineplatformswiththeinformationrequired
onadailybasisdespiteknowingthatitcanbeexploitedinanontransparentway.

Among the theoriesproposed to justify suchabehavior, the scopophiliaapproachofDavid
Lyon(2006)hasgainedconsiderablemomentum.Thewillingnesstocompetebydisplayingprivate
informationcouldbeconsideredoneofthemainincentivesdrivinguserstosharepreference-related
datainexchangeforfreeaccesstothedifferentproductsofonlineplatforms.Thisfeaturelinksthe
behaviorofusers to thepositionalcompetitionconceptdevelopedbyFredHirsch(1977),where
individualscompetewithinthesocialspectrumforincreased,thoughmarginal,recognition.Within
suchaframework,“potentialcustomersarechoosingtoenterintothesequasi-feudaluserrelationships
becauseoftheenormousvaluetheyreceivefromthem”(Schneier2014,p.60),sincetheservices
providedbyonlineplatformsconstitute“thetoolsofmodernlife”

they’renecessarytoacareerandasociallife.Optingoutisn’taviablechoiceformostofus,
mostof thetime;(…)andchoosingamongprovidersisnotachoicebetweensurveillanceorno
surveillance,butonlyachoiceofwhichfeudallordsgettospyonyou.(Schneier2014,pp.60-61).

AsimilarconceptualpathisfollowedbyWard(2014),whodescribeshowonlineinteractionscan
leadtosituationsofsocialtyrannywherethebeliefsandinterestsofagroupofvirtualcommunity
members are imposed on the other members of the community. In this regard, it has also been
empiricallyillustratedthatonlineplatforms,namely,searchengines(EpsteinandRobertson,2015)
andsocialnetworksites(Liberinietal.,2018),areabletomanipulatethepreferencesand,therefore,
thesubsequentbehaviorofusers.Kosinskietal.(2013)utilizedtheinformationavailableonlineto
predictwithconsiderableprecisionthemainpsychologicalattributesofusers.CambridgeAnalytica
appliedtheirfindingstogeneratepsychogramsofthewholeadultpopulationofU.S.citizens,asits
CEOboasted

We’reabletoidentifyclustersofpeoplewhocareaboutaparticularissue,pro-lifeorgunrights,
andtothencreateanadvertonthatissue,andwecannuancethemessagingofthatadvertaccording
tohowpeopleseetheworld,accordingtotheirpersonalities.(Burleigh,2017)

Thedirectconsequencesderivedfromthestrategicuseofonlineplatformshavebeenanalyzed
byLiberinietal.(2018),whoestimatedthatthepoliticaladvertisingofFacebookincreasedTrump
turnoutbyalmosttenpercentintheelectionsof2016.Moreover,EpsteinandRobertson(2015)
illustratedempiricallythecapacityofonlineinformationproviderstomanipulatethepreferencesof
usersinvotingenvironments.Afundamentalimplicationthatfollowsfromtheabilityofsuppliersto
manipulateinformationisthefactthatusersdonotgenerallyacknowledgetheseverityoftheeffects
thatmayarisefromanypotentialmanipulationoftheirpreferencesandchoices
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