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ABSTRACT

Raising awareness on social engineering is becoming more essential. When we are connected to the in-
ternet, we are at the risk of becoming victims of numerous attacks. It is very difficult to protect ourselves 
from all of these threats, but the least we could do is not jeopardize our own safety. In order to achieve 
this, the need to have substantial knowledge on social engineering techniques and how to safeguard one 
from being victimized are mandatory. This research presents the overview of social engineering attacks. 
This plays a crucial role in supporting victims of cyber assaults.

INTRODUCTION

Security threats, when users surf the internet is growing exponentially. Vulnerabilities that are present in 
the internet can be exploited by skilled hackers or performing well-crafted social engineering techniques. 
Breach in cyber security has had massive repercussions in the past in terms of business, liability, reputa-
tion staining, customer confidence and productivity (Bradshaw, 2015). Such catastrophic consequences 
have led to governments and corporations to invest in many resources to build a secured cyberspace thus 
protecting themselves as well as their users. In terms of social engineering, these resources in training 
has to be poured unto the employees of the organization especially key personnel as they may poses some 
vital information of an organization. Leaking of such information can be detrimental for the particular 
organization in question. Therefore, people with such sensitive information, has to be well versed of 
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the risks they may be of being victims of social engineering as well as other cyber threats. Understand-
ing these risks and knowing how to protect themselves from such scenarios may save an organization 
secrets. Orhan Sari and Karyda (2017) found that in the first half of 2018, over more than 4.5 billion of 
records have been breached. Based on Figure 1, most of the breaches (about 56%) occurs in the social 
media platforms due to the overwhelming usage and also the sophistication of social media attacks. So 
Orhan Sari and Karyda (2017) stated that these data breaches mostly happen due to human factor and 
lack of security practices. In addition to that, employees should possess a distinct and clear mind set in 
order to be able to distinguish potential threats from legitimate contents and their source of originality 
(Karyda, 2017). Immature perception of employees may lead to massive breaches within the organiza-
tion (Karlsson et al.,2013). It has to be said that despite stern efforts up to this point, it is quite eminent 
that knowledge on cyber security still lacks competence. That is the reason why basic security breaches 
using simple social engineering techniques are still happening to this very date. Adequate knowledge 
regarding this problem would have seen some improvements of late. However, evidence collected up 
to this point suggests otherwise. All these factors reflect on how important it is to foster cybersecurity 
governance in organizations and on social engineering threats.

Problem Statement

Ever since the emergence of social engineering, about 272 criminal cases using social engineering attacks 
are reported from January to September 2017 in Malaysia (Yuen, 2017). People are becoming aware of 
social engineering attacks but the actual technique of social engineering attacks to get confidential data 
are still unknown. As seen in Figure 2, social engineering is the second common attack after malware at-
tacks. The attackers exploit human vulnerabilities to take advantage from the victims. The major problem 
why people are easily falling into the trap of social engineering is due to lack of education on the various 
types of social engineering attacks as well as the techniques the attackers are using. Social engineering 
comes in diverse form of reaching the target victims and also purposes. The easier the people’s emotion 
get manipulated, the higher the chances of falling into social engineering attacks. Majority of the social 
engineering victims are the elderly because the elderly community is less familiar with the technology 
knowledge. Another problem of social engineering that exists in the society is the oversharing of per-

Figure 1. Number of records breached by industry first half of 2018
source: Karyda (2017)



 

 

25 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/cybersecurity-governance-on-social-engineering-

awareness/245983

Related Content

Citizen Participation in Public Administration: The Impact of Citizen Oriented Public Services on

Government and Citizens
Hein van Duivenboden (2005). Practicing E-Government: A Global Perspective  (pp. 415-445).

www.irma-international.org/chapter/citizen-participation-public-administration/28105

Human Factors in Public Information Systems
K. W. Sandbergand Y. Pan (2007). Encyclopedia of Digital Government (pp. 940-946).

www.irma-international.org/chapter/human-factors-public-information-systems/11615

LiveCity: The Impact of Video Communication on Emergency Medicine
Camilla Metelmann, Bibiana Metelmann, Michael Wendt, Konrad Meissnerand Martin von der Heyden

(2014). International Journal of Electronic Government Research (pp. 47-65).

www.irma-international.org/article/livecity/120259

Challenges in Government Inter-Organizational Information Integration in the Context of Measles

Rubella Vaccination in India
 Jayan V.and Sreejith Alathur (2022). International Journal of Electronic Government Research (pp. 1-21).

www.irma-international.org/article/challenges-in-government-inter-organizational-information-integration-in-the-context-

of-measles-rubella-vaccination-in-india/289946

John Stuart Mill's On Liberty in the Digital Communications Age: Transparency, Participation,

and the Challenges of the 21st Century
Diogo Santosand Mylla Maria Maria Sousa Sampaio (2020). Digital Transformation and Its Role in

Progressing the Relationship Between States and Their Citizens (pp. 26-47).

www.irma-international.org/chapter/john-stuart-mills-on-liberty-in-the-digital-communications-age/250996

http://www.igi-global.com/chapter/cybersecurity-governance-on-social-engineering-awareness/245983
http://www.igi-global.com/chapter/cybersecurity-governance-on-social-engineering-awareness/245983
http://www.irma-international.org/chapter/citizen-participation-public-administration/28105
http://www.irma-international.org/chapter/human-factors-public-information-systems/11615
http://www.irma-international.org/article/livecity/120259
http://www.irma-international.org/article/challenges-in-government-inter-organizational-information-integration-in-the-context-of-measles-rubella-vaccination-in-india/289946
http://www.irma-international.org/article/challenges-in-government-inter-organizational-information-integration-in-the-context-of-measles-rubella-vaccination-in-india/289946
http://www.irma-international.org/chapter/john-stuart-mills-on-liberty-in-the-digital-communications-age/250996

