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ABSTRACT

WiththeadventoftheparadigmoftheInternetofThings,manycomputingelementsneedmany
modificationstopromoteQualityofService(QoS).QualityofServiceisapillarthatpromotesreal-
timereactiontotime-criticaltasks.AnyimpedimentstoQoSshouldberesolvedandhandled.In2012,
fogcomputingwasimplementedtoenhanceQoSincurrentsystemsinabidtotackleQoSproblems
encounteredbyusingcloudcomputingalone.Currently,theprimaryfocusinfogcomputingisnow
onenhancingQoS.Theprimarygoalofthisstudyis, therefore, tocriticallyreviewandevaluate
theliteratureontheworkdonetoimproveelementsofQoSinfogcomputing.Thisstudybeginsby
examiningtherootsofhistory,characteristics,andadvantagesoffogcomputing.Secondly,itdiscusses
theimportantelementsofQoSparameters.Finally,openproblemsthatstillaffectfogcomputingare
identifiedanddiscussedinordertoachieveenhancedQoS.
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INTRodUCTIoN

TheInternetofThings(IoT)isdefinedasavibrantworldwidedatanetworkcomposedofinternet-
connectedobjectssuchasradio-frequencyidentifiers,sensors,andactuators,aswellasotherdevices
andsmartdevicesthatarebecominganessentialpartoftheInternet(Perera,Liu,Jayawardena,&
Chen,2014).ThewordIoTcanbetracedbacktotheearly1990swhenKelvinAshtonintroducedit(S.
Albishi,Soh,Ullah,&Algarni,2017).Overtheyears,IoThasreceivedconsiderableattentionduetothe
capacitytointeractandexecutesometaskstogetherorreacttoincidentswithoutspecificinstructions
(Perera,Zaslavsky,Christen,&Georgakopoulos,2014).Intelligence,Connectivity,DynamicScale,
Enormous Nature, Sensing, Heterogeneity, and Security are the key fundamental characteristics
whichdriveIoT(Ericsson,2011).Theabove-mentionedfeatureshavecontributedconsiderablyto
thesuccessfuladoptionplustheuseofIoTincurrentinformationsystemsandapplications,creating
valueandsupportforhumanoperations(Perera,Liu,etal.,2014).Collectedworksdemonstratethat
IoThasbeenimplementedinvariousfields,leadingtothedevelopmentofsmartcities,intelligent
energy,andelectricalgrids,intelligenthomes,smartbuildingsandinfrastructure,intelligenthealth
justtomentionafew(Saadetal.,2017).This“smartworld”haschangedthemannerinwhichpeople
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liveandworkbysavingtimeandorganizationalresourceswhilstbringingnewopportunitiesfor
knowledgeformation,innovation,anddevelopment(Capossele,Cervo,Petrioli,&Spenza,2016).

Aftertherealizationthatthe“things”thatmakeuptheIoTecosystemhavelimitedprocessing
power and storage, cloud computing was introduced and integrated into IoT to provide scalable
storageandprocessingservicestomeetIoTdemands(Atlam,Walters,&Wills,2018).Inspiteof
cloudcomputingadvantagesintermsofstorageandprocessingservices,itstillsuffersmostlyin
providing low latency (Satria,Park,&Jo,2017).This isbecauseof itsgeographical location to
thedevicesitwantstoofferservices.HighlatencycompromiseQoSwhichcausecommunication
delaysduetounstableandintermittentnetworkconnectivity.Explicitly,theunprecedentedamount
ofdataproducedbyIoTdevices(Dastjerdi&Buyya,2016)burdenthenetworkresultinginnetwork
transmissiondelays.Additionally,sendingsuchhugedatatoandfromthecloudrequiresexceptionally
highnetworkbandwidth(Atlametal.,2018).

Withtheanticipated50billionintelligentinterconnecteddevicedeploymentsservingvarious
verticalmarketsby2020,QoSisprobabletobecompromisedwhichinturnaffecttime-sensitive
functionswhichhavebeenbackedbycloudcomputing.Assuch,thishastriggeredaconcertedeffort
tocomewithadaptiveanddecentralizedcomputationalparadigmsthatcomplementthecentralized
cloud computing model serving IoT networks. To fill this technological gap, new concepts and
technologieshavebeendeveloped tomanage thisgrowing fleetof IoTdevices.Specifically, fog
computing which was introduced by Cisco has gained much attention (Bonomi, Milito, Zhu, &
Addepalli,2012).OpenFogConsortium(theIEEEstandard)definedfogcomputingas“ahorizontal,
system-levelarchitecturethatdistributescomputing,storage,control,andnetworkingfunctionscloser
totheusersalongacloud-to-thingcontinuum”(OpenFogConsortiumArchitectureWorkingGroup,
2017).Fogcomputingarchitectureconsistsoffog(physicalorvirtual),residingbetweensmartend-
devicesandcentralized(cloud)serviceswhichfacilitatesminimizationoftherequest-responsetime
from-tosupportedapplications,andprovides,fortheend-devices,localcomputingresourcesand,
whenneeded,networkconnectivitytocentralizedservices(Iorga,Martin,&Feldman,2018).These
areachievedthroughfogcomputingabilitytosupport:i)Lowlatencyandlocationawareness;ii)
Extensivegeographicaldispersal;iii)Mobility;iv)Verylargenumberofnodes,v)Predominantrole
ofwirelessaccess,vi)Strongpresenceofstreamingandreal-timeapplications,vii)Heterogeneity,
thussupportingcriticalIoTservicesandapplicationstohaveimprovedQoS(Atlametal.,2018).

Since its inception in2012,fogcomputinghasgainedmuchattention inbothacademicand
industrial spacebecauseof its advantages in supporting the InternetofThings technologiesand
providingimprovedQoS.Severalsurveyswhosemaintopicscoverfogcomputingkeyfeatures(Vaquero
&Rodero-Merino,2014),platformandparadigm(Xu&Helal,2014),architecturedesign(Simonet,
Lebre,&Orgerie,2016),security,andprivacy(Osanaiyeetal.,2017)hasbeendoneandin-depth.
However,tothebestofourknowledge,therearenoexistingrelatedsurveypapersoffogcomputing
whosemainperspectiveisonQoS.Theprimarypurposeofthisstudyis,therefore,toreviewand
criticallyevaluatecurrentliteratureontheworkthathasbeendonetotackledifficultiesandenhance
QoSelementsinfogcomputing.Conclusively,openresearchesareasandfuturere-scopesforQoS
offogcomputingwillbeunderscored.

BACKGRoUNd

Providing satisfactory QoS is a fundamental goal in networking, cloud services or in general
information systems. Depending on the perspective, QoS can have several definitions. From a
networkingperspective,QoSreferstoanytechnologythatmanagesdatatraffictoreducepacketloss,
latencyandjitteronthenetwork(Cisco,2014).Ingeneralinformationsystems,QualityofServiceis
thecapacitytoprioritizedistinctapplications,customersorinformationflowsortoensureacertain
levelofinformationstreamefficiency.Incloudcomputing,QoSis“non-functionalpropertiesofcloud
services,whichdescribehowwellaserviceisperformed,suchascompliance,availability,reliability,
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