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ABSTRACT

Alongwithtrueinformation,rumorsspreadinonlinesocialnetworks(OSN)onanunprecedented
scale.Inrecentdays,rumoridentificationgainsmoreinterestamongtheresearchers.Findingrumors
alsoposesothercriticalchallengeslikenoisyandimpreciseinputdata,datasparsity,andunclear
interpretationsoftheoutput.Toaddresstheseissues,weproposeaneuro-fuzzyclassificationapproach
calledtheneuro-fuzzyrumordetector(NFRD)toautomaticallyidentifytherumorsinOSNs.NFRD
quicklytransformstheinputtofuzzyruleswhichclassifytherumor.Neuralnetworkshandlelarger
inputdata.Fuzzysystemsarebetterinhandlinguncertaintyandimprecisionininputdatabyproducing
fuzzyrulesthateffectivelyeliminatetheunclearinputs.NFRDalsoconsidersthesemanticaspects
ofinformationtoensurebetterclassification.Theneuro-fuzzyapproachaddressesthemostcommon
problemssuchasuncertaintyelimination,noisereduction,andquickergeneralization.Experimental
resultsshowtheproposedapproachperformswellagainststate-of-the-artrumordetectingtechniques.
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1. INTRODUCTION

Recently,onlinesocialnetworks(OSNs)arebecomingaconvenientandpopularsourceoflatest
newssinceOSNsmakepeer-to-peercommunicationeasier,open,andinstant.Suchanopenand
unmoderateddiscussionhasledOSNsafertilelandforunverifiedinformationspreadonalarger
scale.Thisunverifiedinformationisotherwisecalledasunconfirmedinformationorrumor.Rumors
permeatedateverycornerofsocialnetworkingapplicationdue to large-scaledissemination ina
brieftime.Thiskindofhugecirculationofrumorsleadstopotentialdamagesandelevatedsocietal
harmsacrossonlineandofflinesocialcommunities.Detectingrumorsandcontrollingattheearliest
isimperativetominimizethedamagestothenetwork.Consequently,theaccurateidentificationof
rumorsinOSNsishighlybeneficialanddesirable.

Inthesocialpsychologyfield,therumorisdefinedasapieceofinformationwhosesourcecannot
beverifiedastrueorfalseatthetimeofcirculation(Allport&Postman,1947).InOSNterms,a
rumorisastoryorclaimthatisunverifiedandbeingpropagatedamongparticipantsinthenetwork.
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Researchtaskinthisareaofstudyistoidentifyandcontroltherumorsusingvariousfeaturesof
everyinformation.Theprominentfeaturesthatdeterminetheveracityofrumorsarethetemporal,the
linguistic,andthestructuralaspectsoftheinformation(Kwon,Cha,Jung,Chen,&Wang,Prominent
featuresofrumorpropagationinonlinesocialmedia,2013).Currently,arichsetofprincipledrumor
detectionmethodsareproposedforonlinesocialnetworkswhichusecontent,temporalandstructural
featuresoftheinformation(Castillo,Mendoza,&Poblete,Informationcredibilityontwitter,2011)
(Kwon,Cha,&Jung,Rumordetectionovervaryingtimewindows,2017)(Liu,Nourbakhsh,Li,
Fang,&Shah,2015).Fewtypesofresearchleveragethewisdomofusers(Liu,Nourbakhsh,Li,
Fang,&Shah,2015)(Zhao,Resnick,&Mei,2015),propagationnetwork(Ma,Gao,&Wong,Rumor
DetectiononTwitterwithTree-structuredRecursiveNeuralNetworks,2018)andsoon.However,the
fundamentalproblemssuchasinputuncertainty,inputnoise,datasparsity,and,outputinterpretation
ofthisdynamicandcomplicatedinformationpropagatingnetwork,OSNs,arenotwelladdressedby
thesestate-of-the-artmethods.

OSNsaredrivenbyinformationsharingacrosstheparticipantsinanuncontrolledenvironment.
Participantscaninterpretandsharethesameinformationindifferentsemanticaldirectionswhich
introducesuncertaintyandinconsistencyininformationinitsfurtherspreadsinthenetwork.Such
impreciseinformationneedstobehandledwhileidentifyingrumorstoavoidmisleadingclassification
results.Apartfromthis,whenrumorneedstobeidentifiedearlierinitspropagation,thecommon
problemwouldbesparsityofinputwhichin-turncontainsmorenoiseindata(Haufeetal.,2014)(Ma
etal.,2016).Suchaveryless,noiseincorporated,dataoftendoesnothelpinrumoridentification.
Thissituationcausestheearlierdetectionjobafailure.Also,machine-learninganddeep-learning
classifications are commonly having the problem of output interpretation (Lipton, 2016) (Lou,
Caruana,&Gehrke,2012).Theoutputgeneratedbythesemodelsdoesnothaveaproperinterpretation
astohowtheresultsarrive.Thisleadstotheproblemofnotknowinghowthepresentedmodelworks.

Thispaperisaimingtodealwiththesefundamentalproblemswiththehelpofdeep-learning
andfuzzyapproaches.Impropergeneralizationanddatanoisecanbecarefullyomittedwithdeep
learningapproaches.Therearefewdeep-learningrumorclassificationapproachesproposedsofarfor
suchtasks.Thoughsuchmethodsprovideautomationandhigheraccuracyofoutputs,theapproaches
havesomeproblemslikenoclearinterpretationofoutputs,uncertaininput,noisyandlesserinput
data.UncertaintyandimprecisionofdatacanberesolvedwiththehelpofFuzzylearningandthis
alreadybeenaprovenapproachformanypracticalproblemssuchasportfoliomanagement(Atsalakis,
Protopapadakis,&Valavanis,2016)(Hadavandi,Shavandi,&Ghanbari,2010)(Boyacioglu&Avci,
2010),imageprocessing(Kwan&Cai,1994),etc.,Alongwithlinguisticinput,semanticaspectsof
theinformationalsohelpstoreducetheambiguityduetoimpreciseinputdata.

1.1. Objective
Typically,oneormoreusersofOSNpoststoriesaboutaneventoraclaim,basedonwhattheyhear
frominternalorexternaltotheOSNplatform.Otherscanresharesuchpostsinthenetworkwhich
enablesittopropagateinOSN.Ifsuchinformationisnotatruthfulclaim,thenitmaycausedamage
totheplatformandthesociety.Thispaperaimstoclassifytheunderlyingeventofasetofposts/
storiesinonlinesocialnetworksisarumorornot.

AnonlinesocialnetworkhavingN setofuserswhocanpostastoryaboutasetofunverified
eventsorclaimsE e e e
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Rumor-Identification:GivenanonlinesocialnetworkingsiteG consistsofE events,thetaskofrumor
identificationistoclassifywhethertheeventisarumorornotusingthesetofpostsrelatedtotheevent:



 

 

17 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/a-neuro-fuzzy-approach-to-detect-rumors-

in-online-social-networks/245309

Related Content

UML-Based Support for Designing and Validating Web Service Descriptions
Juanjuan. Jiangand Tarja Systa (2006). International Journal of Web Services

Research (pp. 101-120).

www.irma-international.org/article/uml-based-support-designing-validating/3081

On the Current State of Privacy Risks in Software Requirement Elicitation

Techniques
Zartasha Saeed, Shahab Haider, Zulfiqar Ali, Muhammad Arshadand Iftikhar Alam

(2023). Protecting User Privacy in Web Search Utilization (pp. 160-185).

www.irma-international.org/chapter/on-the-current-state-of-privacy-risks-in-software-

requirement-elicitation-techniques/322590

Metadata-Based Information Management Framework for Grids
Wie Jie, Tianyi Zang, Terence Hung, Stephen Turnerand Wentong Cai (2007).

Modern Technologies in Web Services Research (pp. 147-166).

www.irma-international.org/chapter/metadata-based-information-management-framework/26917

Management of SME's Semi Structured Data Using Semantic Technique
Saravjeet Singhand Jaiteg Singh (2019). Web Services: Concepts, Methodologies,

Tools, and Applications  (pp. 1812-1835).

www.irma-international.org/chapter/management-of-smes-semi-structured-data-using-semantic-

technique/217917

Big Data Predictive Analysis for Detection of Prostate Cancer on Cloud-

Based Platform: Microsoft Azure
Ritesh Anilkumar Gangwal, Ratnadeep R. Deshmukhand M. Emmanuel (2019). Web

Services: Concepts, Methodologies, Tools, and Applications  (pp. 933-952).

www.irma-international.org/chapter/big-data-predictive-analysis-for-detection-of-prostate-cancer-

on-cloud-based-platform/217871

http://www.igi-global.com/article/a-neuro-fuzzy-approach-to-detect-rumors-in-online-social-networks/245309
http://www.igi-global.com/article/a-neuro-fuzzy-approach-to-detect-rumors-in-online-social-networks/245309
http://www.igi-global.com/article/a-neuro-fuzzy-approach-to-detect-rumors-in-online-social-networks/245309
http://www.irma-international.org/article/uml-based-support-designing-validating/3081
http://www.irma-international.org/chapter/on-the-current-state-of-privacy-risks-in-software-requirement-elicitation-techniques/322590
http://www.irma-international.org/chapter/on-the-current-state-of-privacy-risks-in-software-requirement-elicitation-techniques/322590
http://www.irma-international.org/chapter/metadata-based-information-management-framework/26917
http://www.irma-international.org/chapter/management-of-smes-semi-structured-data-using-semantic-technique/217917
http://www.irma-international.org/chapter/management-of-smes-semi-structured-data-using-semantic-technique/217917
http://www.irma-international.org/chapter/big-data-predictive-analysis-for-detection-of-prostate-cancer-on-cloud-based-platform/217871
http://www.irma-international.org/chapter/big-data-predictive-analysis-for-detection-of-prostate-cancer-on-cloud-based-platform/217871

