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ABSTRACT

Digitalforensicsisanemergingresearchfieldinvolvingcriticaltechnologiesforobtainingevidence
indigitalcrimeinvestigations.Severalmethodologies,tools,andtechniqueshavebeendevelopedto
dealwiththeacquisition,preservation,examination,analysis,andpresentationofdigitalevidence
fromdifferentsources.However,newemerginginfrastructuressuchasservice-orientedarchitecture
has brought new serious challenges for digital forensic research to ensure that evidence will be
neutral,comprehensive,andreliableinsuchcomplexenvironmentisachallengingresearchtask.
To address this issue, the authors propose in this article a generic conceptual model for digital
forensicsmethodologiestoenabletheirapplicationinaservice-orientedarchitecture.Challengesand
requirementstoconstructaforensicallysoundevidencemanagementframeworkfortheseenvironments
arealsodiscussed.Finally,theauthorsshowhowdigitalforensicsstandardsandrecommendations
canbemappedtoservice-orientedarchitecture.
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INTRODUCTION

Digital forensics is theprocessofemployingscientificprinciplesandprocesses todealwith the
acquisition,preservation,examination,analysisandpresentationofdigitalevidencefromdiverse
sources.Thejoboftheforensicexamineristoanalyzethedigitalinformationandreconstructatimeline
ofeventsthatdescribes,asbestaspossible,whathappened,whenithappened,andwhodidit.Digital
forensicshasbecomeaprominentpartofmanycriminalinvestigations.Itisanimportantbusiness
andresearchareaforsolvingcomputercrimesaswellastheretrievalofevidencethatresidesina
digitalformat.Thepastdecadehaswitnessedsignificanttechnologicaladvancementstoaidduring
adigitalinvestigation(Raghavan,2013).Alotofmethodologies,tools,techniques,andapproaches
havebeendesignedanddevelopedtoacquireandanalyzedigitalevidencefromdifferentsources.

Inrecentyears,theexponentialgrowthoftechnologiesandtheappearanceofnewemerging
paradigmshasbroughtwithitnewseriouschallengesfordigitalforensicresearch.Existingdigital
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forensicsstandardsandregulationsshouldbeextendedtocopewiththeincreasednewrequirements
andexigencies.However,despitesignificanteffortsinthisfield,littlehasbeenwrittenaboutthe
applicability of forensics to open environments and new infrastructures. The service oriented
architecture(SOA)isoneoftheseopenenvironmentswhichsupportswebservices(WS)technology
toimplementanddesigneverydaysensitive,mission-criticaloperationalapplicationsandbusiness
processes.Today,businessprocessesareincreasinglyimplementedbydynamicallycomposingweb
servicesseenasthemaincontributionthattheSOAsbringtoenterprisebusinessprocessautomation,
thusenablingthecreationofcomplexsystemsthatareinteroperable,composable,extensible,and
dynamicallyreconfigurable.Complexdependenciescanbecreatedbetweenwebservicesofferedby
differentorganizationsusingcompositionaltechniquessuchaschoreography,orchestration,dynamic
invocation,andbrokering.However,theSOAnatureoforchestratingservicessuppliedbydifferent
vendors indifferentgeographic locationsmakes itharder for regularsecuritymeasures todetect
maliciousactivities.Manyattractivefeatures thatwebservicesoffer, likegreateraccessibilityof
data,dynamicapplication-to-applicationconnections,andrelativeautonomy,conflictwithtraditional
securitymodelsandcontrols.Indeed,thecomplexinterdependenciesmaybeexploitedbyattackersto
findsomelocalizedorcompositionalflaws.Suchattackscanaffectmultipleserversandorganizations,
resultinginfinanciallossorinfrastructuraldamage.Furthermore,itisdifficulttoinvestigatesuch
incidentsbecausethesedependenciesshouldberetainedinaneutralandsecuremanner.

Aforensicinvestigationframeworkforthistypeofapplicationshouldenablethereconstruction
oftransactionsspanningmultipleorganizations.Investigatorsshouldbeabletoidentifyscenariosof
webservicesbeingmisused,exploited,orotherwisecompromised,whichhelpsinredesigningWeb
servicestomitigateidentifiedrisks.However,despiteitsimportance,literatureaddressingtheneedfor
suchframeworkisveryscarce.Also,compositionofwebserviceshasbeenanactiveareaofresearch
andseveraleffortshaveledtothedevelopmentofplatformsandlanguagestosupportcompositionand
deploymentofservices.However,theseapproachesfailtorecognizethatevenoptimizedstrategies
forserviceselection involve theexchangeof largeamountsofpotentiallysensitivedata,causing
potentiallyseriousforensics leaks.Consequently, forensics isstillamongthekeychallenges that
keephamperingservicecomposition-basedsolutionsandforensicsbreachingincidentsontheWeb
continuetomaketheheadlines.Astandardizedframeworkwouldmakeforensicinvestigationsmore
efficientandraiseconsumerconfidenceinSOAsecurity(Marrington,Branagan,&Smith,2007).

In this context, we propose in this paper to review and analyze existing digital forensics
methodologies tostudy theirapplicability inwebservices-based infrastructures. Incontrastwith
several existing studies surveys about digital forensics (Sansurooah, 2006; Pollitt, 2008; Hall &
Davis,2005;Cohen,Lowrie,&Preston,2011;vonSolms&Louwrens,2006),wedrawourstudy
fromatechnicalpointofviewbasedonagenericconceptualmodel.Afterdiscussingchallenges
andrequirementsofapplyingdigitalforensicsforSOA,weproposeamappingofdigitalforensics
standardsandrecommendationstotheseopenenvironments.Theaimistoconstructaforensically
sound evidence management framework to accurately account for the global behaviors of Web
services-basedapplicationsinasecure,participant-neutral,andnon-refutableway.

Themaincontributionofthispaperresidesonthedefinitionofnewforensicstaxonomyforweb
servicesenablingtheunderstandofallrequiredforensicsinformationtobepreservedandconsidered
duringanyinvestigationcaseorevenduringthedesignofnewrecordmanagementsystemforany
purpose.Webasedourresearchandtaxonomyonexistingstandardstofulfillinternationalforensics
requirements.Weextendthosestandardstocopewithwebservicesrequirementssincewebservices
technologyarisesnewforensicschallengesdiscussedinthispaper.

The remainder of this paper is organized as follows. Section 2 discusses the background
aboutdigitalforensics.Insection3,wedepictanddetailourconceptualmodeltoprovidegeneric
understandingofdigital forensicsconcepts,properties,and requirements.Section4explores the
requirements of a framework to perform effective forensic examinations in web services-based
infrastructures.Wediscusschallengesinforensicinvestigationsinvolvingwebservices,describehow
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