
DOI: 10.4018/IJeC.2020010104

International Journal of e-Collaboration
Volume 16 • Issue 1 • January-March 2020


Copyright©2020,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



45

Permissioned Blockchain Model 
for End-to-End Trackability in 
Supply Chain Management
Tejaswi Khanna, Sharda University, Greater Noida, India

Parma Nand, Sharda University, Greater Noida, India

Vikram Bali, JSS Academy of Technical Education, Noida, India

ABSTRACT

Supplychainmanagementorlogisticsisacrucialaspectofanybusiness,beitagriculture,food,
healthcare,andmore.However,italsoinvolvesacommunicationamongahostofactorsperforming
differentrolesinthechain.Integrationoftheseactorsinatransparentyetsecurewayisneeded,
whichblockchaintechnologyhasthepotentialtodoso.Inthisarticle,differentmodelsofblockchain
applicationinlogisticsarediscussedandhowthepermissionedblockchainscanbeusedinrealizing
thebusinesscase.Anoverviewofdifferentframeworkswhichenablepermissionedblockchainsare
discussedinthisarticle.Basedonthis,theauthorsproposeanassettransfermodelwhichcanbe
employedtoenhancesupplychaintrackabilityusingpermissionedblockchain.
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INTRodUCTIoN

Blockchainispoisedtobeadisruptingtechnologyinmanybusinessusecases,likeinfinance,identity
management,intellectualproperty,landtitleregistrationandsupplychainmanagementtonameafew.
SupplyChainisoneofthemostcomplexprocessesforanyenterpriseandislikeabackboneforthe
business.Foraglobalenterprise,thesupplychainbecomesincreasinglycomplexduetoanetworkof
retailers,distributors,transporters,warehouses.Anymishapcanimpacttheproductionordeliveryof
productsandservices.Alltheparticipantsinthesupplychainhavetheirownrecordsanddatabases
oftransactionsthathavehappenedbutthereisalackofintegrationamongthem.Thereisverylittle
knowledgeofhow,whenandwheretheseproductsweremanufacturedandtransportedviawhich
channelsbeforetheyfinallylandinthehandsoftheconsumer.Insimplerterms,thereisalackof
traceabilityandrealtimevisibilityoftheproductswhenittravelsinthesupplychain.

Infinance,bitcoin(Nakamoto,2008),ripple,stellararesomeexamples.Formanyotherbusiness
use cases, privateblockchainplatformsand frameworkshavebeendeveloped,viz.Hyperledger,
Ethereum,andCorda,usingwhichtrackabilityandtraceabilityinsupplychainmanagementcanbe
implemented.

Thepaperisstructuredin5sections.First,weintroduceblockchainanditsneedinsupplychain
inSection1.DifferentdesignsandmodelswhichhavebeenproposedshallbediscussedinSection
2.Alltheactorsandtheirrolesinthesupplychainshallbediscussed.Section3isareviewofthe
three blockchain frameworks, which are currently enabling business use cases via permissioned
blockchains.Section4discussestheproposedpermissionedmodelofblockchainforsupplychain
trackability.Psuedocodeofthesmartcontractisalsodiscussedinthesection.Section5concludes
thepaperwithgapsandthefuturescopeofthisresearch.

BACKGRoUNd

According to Dobrovnik et al., (2018), application of blockchain in logistics and supply chain
managementcanprovideanedgeoverconventionalsystems.Theserelativeadvantagesarebased
on the inherent features of the blockchain technology, namely, immutability, transparency, and
decentralisation.

Blockchain as an amalgamation of different fields of Computer Science and Information
Technologyprovidesimmutablerecordsoftransactionscalledasblockswhicharechainedtogether
usinghashalgorithms.Thesechainsofblocksrepresent thepublic ledgerwhich is transparently
sharedoverthenetwork.Sincethedataandthebusinesslogicusingsmartcontractsissharedtoallthe
participantsofapeer-to-peernetwork,itenablesthesystemtohaveahigherorderofdecentralization.
Eachoftheparticipantinthenetworksharesthesamedataandthechangesarealsoreflectedinreal
time,whichwasnotpossibleinlocalcopiesofcentralizeddatabeingfetchedfromtheconventional
centralizedserver.Beingasinglepointoffailure,relyingonthecentralizedserverforstorageand
managementofsensitivedataquestionsthetrustofthewholesystem.

Supply chain management, as a vital pillar of businesses, involves multiple parties for the
producttotravelfrommanufacturertotheendconsumer.Incaseoffoodsupplychain,visibilityand
transparencycanhelpcreateadifferentflowoffood,startingfromthefarmerstotheendcustomer,
via thewhole chain of intermediaries. All actors in the conventional supply chain, like, farmer,
distributors,wholesalers,retailersandconsumersbecometheparticipantsoftheblockchainnetwork,
allofwhichhaveaccesstothepublicledgeratalltimes.

Thisend-to-endsupplychainfunctionsbecauseoftransactionsbetweenanytwoparticipants
atanystage.Forexample,whenawholesalertransportsthegoodstodistributor,bothofthemmust
cometoanagreementoverthepriceandthequantity.Thisagreementisenforcedusingacontractin
theconventionalsupplychain.Now,thiscreatesapointofvulnerabilityinthewholesupplychain,
asoneofthetwopartiesofthetransactionmightnotadherewhatiswritteninthecontract,and
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