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ABSTRACT

SecurityisacrucialprobleminCloudcomputing.StoringandaccessingthedataintheCloudis
verypopularnowadaysbutthesecurityofdataisstilllaggingbehind.Secretsharingschemesare
widelyusedtoimprovethesecurityofdata.Inthisarticle,athresholdsecretsharingschemeusing
Newtondivideddifferenceinterpolatingpolynomial(TSSNIP)isproposedinadistributedCloud
environmenttoenhancesecurityofkeysusedforencryption.TheproposedmethodusesaNewton
divideddifference interpolatingpolynomialforkeysplittingandkeyreconstruction.Athreshold
valueisusedtoreconstructthesharesinsecretsharingschemes.Theproposedworkmadeuseof
dynamicandrandomthresholdgenerationmethodtoensuresecurityofkey.Theexperimentaloutput
showsreducedexecutiontime,bettersecurity,efficiency,androbustnessintheproposedscheme.
Furthermore,theproposedschemealsooutperformedothersecretsharingschemes.
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INTRodUCTIoN

Thedevelopmentofcloudcomputingledmanypeopletostoretheirdataonthecloud.Cloudcomputing
isrelativelylessexpensiveandeasierfordatastoragewhichmakesitprogressivelypopular.However,
leakageofdatasensitiveinformationcanbeasignificantthreat.Whentheusersuploadtheirdataon
thecloud,theylosecontroloftheirinformationtoresourceproviders.Encryptionisthebasicmethod
usedforpreventingtheresourceproviderstoretrieveplaintextdata.Ifthekeysusedforencryptionis
hacked,thenthewholedataislost.So,themainquestionishowtoprotectthekeysusedforencryption
process?Secret-sharingschemes(SSS)areusedtoalleviatetheriskofkeymanagement.Adi-Shamir
(Shamir,1979)andGeorge-Blakeley(Blakeley,1979)proposedtheideaofSecret-sharingschemes
SSS”s.Insecretsharingschemesthedataispartitionedintoseveralsharesandstoredondifferent
resourceproviders.Athresholdvalueiscalculatedtoretrievetheoriginaldata.Inordertoreconstruct
theoriginalsecret,thenumberofdatasharesmustbesmallerthanthresholdvalue.Shamir’Secret-
sharingschemes-SSSusesLagrangeInterpolating-PolynomialandgeometryisusedinBlakeley’s
SS.Differenttypesofsecret-sharingareproposedbyvariousresearchers.

In the given paper a threshold Secret-sharing scheme is proposed using Newton divided
differenceInterpolatingPolynomial.Theproposedmethodismadesecurebyusingdynamicthreshold
generation.Thepapercomprisesoftheintroductionofcloudcomputingfollowedbytypesofsecret
sharingschemesandLaGrangeinterpolatingpolynomial.Next,theproblemstatementisdiscussed
andtheproposedalgorithmThresholdSecret-SharingusingNewtondivideddifferenceInterpolating
Polynomial(TSSNIP)isdescribed.Furthermore,thepaperalsodiscussestheexperimentalresults
oftheproposedTSSNIPmethodandalsocomparestheproposedmethodwithexistingmethods.
Finally,thepaperhighlightstheconclusionwithfuturework.

SySTEM dESIGN

ThissectiongivesthedetailofvariousSecret-SharingScheme’s.

Secret Sharing Scheme
Adi-Shamir&George-Blakeley(Shamir,1979;Blakely,1979)developedSecret-SharingScheme’s.
TheShamir-Secret-sharingschemesmakesuseofpolynomialinterpolation.Shamir(k,n)threshold
schemestates that ‘k’-pointsare required tocreateapolynomialof [k-1]degree. In thisscheme
Lagrange’ Interpolating polynomial is used. The Secret is partitioned into several shares(n) and
minimumkthresholdvalueisrequiredtore-assembletheoriginalsecretdata.Eachuserwillhave
ashareofsecret.Toreassemblethesecretdata,asufficientnumberofsharesshouldbecollected.
Thissufficientnumberofsharesaredeterminedbythresholdvaluek.Ifuserscanhaveknumberof
shares,theycanre-assemblethesecretdata.TheSecret-SharingSchemes(SSS)canalsobeusedto
securethedatain‘multi-clouds’(Muhiletal.,2015).Theencrypteddataisstoredonmultipleclouds.

definition
Thegivenmethodiscalled‘k-n’thresholdscheme.Thealgorithmpartitionsthedataintonnumber
ofsharesshare1,share2,-----,sharensuchthat:

1. Collectingkpiecesofsharewillretrievetheoriginaldata;
2. Collectingk-1orlesserpiecesofsharewillnotbesufficienttore-assembletheoriginaldata;
3. Collectingk=npiecesofsharewillretrievetheoriginaldata.

TheaimofShamir-SSSistodefinethat(k)pointsarenecessarytodescribeapolynomialof
degreek-1i.e.,alineisconstructedusing2pointsandaparabolaisconstructedusing3points.
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