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ABSTRACT

Inthepresentstudy,amultimodalbiometricauthenticationmethodispresentedtoconfirmtheidentity
ofapersonbasedonhisfaceandirisfeatures.Thismethoddependsonmultiplebiometrictechniques
thatcombinefaceandiris(leftandright)featurestorecognize.Theauthorshavedesignedandapplied
asystemtoidentifypeople.ItdependsonextractingthefeaturesofthefaceusingRectangleHistogram
ofOrientedGradient(R-HOG).Thestudyappliesafeature-levelfusionusinganovelfusionmethod
whichemploysboththecanonicalcorrelationprocessandtheproposedserialconcatenation.Adeep
beliefnetworkwasusedfortherecognitionprocess.Theperformanceoftheproposedsystemswas
validatedandevaluatedthroughasetofexperimentsonSDUMLA-HMTdatabase.Theresultswere
comparedwithothers,andhaveshownthatthefusiontimehasbeenreducedbyabout34.5%.The
proposedsystemhasalsosucceededinachievingalowerequalerrorrate(EER),andarecognition
accuracyupto99%.
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1. INTRoDUCTIoN

Asthesecurityissueincreasesinmodernsocieties,humanrecognitionusingbiometricshasgained
anincreasingattentionoverthelastyears.Biometricsliterallymeanstoalltechnologicaltechniques
utilizedtoauthenticateoridentifypersonsrelyingontheirphysicaland/orbehaviouralcharacteristics.

Biometricsappointtechnologiesthatinvestigateandmeasurehumanbodycharacteristicsjust
asirisesandeyeretinas,facialpatterns,DNA,fingerprints,voicepatterns,andhandmeasurements
asshowninFigure1,forauthenticationpurposes(Liao&Chiu,2016).

Biometricsmaybecategorizedasphysiologicalorbehaviouralbiometrics.Thephysiological
biometricarerelatedtotheshapeofthebodylikefacerecognition,irisrecognition,fingerprint,and
DNA.Otherwise,thebehaviouralbiometricarealliedtothebehaviourofapersonsuchasvoice,
signature,gait,andkeystroke(Sangetal.,2018).

Multi-biometricsystemisabiometricrecognitionsystemwhichcollectsthebiometricinformation
throughmultiplebiometricresourcestoverifyaperson’sidentity.Theprocessofcombingthecollected
informationisknownasinformationfusionprocess(Howard,2009).
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Generally, the limitations of unibiometric system have directed the attention of researchers
towardsmulti-biometricsystemsbecauseofwherethebiometricsourcemaybecomeunreliabledue
toasetofreasonswhichincludessensororsoftwaremalfunction,noisydata,non-universality...etc.
Moreover,manyapplicationshavestringentaccuracyrequirements,suchasUS-VISITsoftware,which
cannotbemetusingunibiometricsystems(Jainetal.,2004).Multi-biometricsystemsdependon
demonstratingeachclientbymultipleevidencesthatcanbeindependentlyusedtoidentifyaperson.
Basedontheadoptedwayinrepresentingeachclient,multi-biometricsystemscanbecategorized
intosixclassesincludingmultimodal,multi-algorithm,multi-sample,multi-instance,multi-sensor,
andhybridsystems(Aryetal.,2012).

Multimodal system is a common method used to build a multi-biometric system in which
severalbiometrictraitsareusedsuchasface,iris,finger,andpalm.Buildingamorepowerfuland
effectivebiometricsystemcanbedoneviafusingtheinformationgottenfromvariousbiometrictraits
throughmanipulatingthestrengthsofeachtraitforachievingbetterauthenticationaccuracy(Wang
etal.,2009).Inmultimodalbiometricsystems,thefusionprocesscanbeoperatedthroughdifferent
approachesincludingfeaturefusing,matchscores,anddecisionfusing.Applyingthefusionateach
levelhasitsadvantagesanddisadvantages.However,featurelevelfusioncantakeadvantageofthe
mostdistinguishedinformationandremoveanyredundancyand/oradverseinformationfromthe
rawbiometricdata;therefore,fusioninfeaturelevelisexpectedtoachievebetterperformancewhen
comparedtootherfusionlevelsasmatchscores,anddecisionfusing(Prasadetal.,2017).

Therearemanydistinctbiologicalmethodsusedtoachievethetaskofidentification.Faceand
irisarethetwomostwidelyadoptedbiometrictraitscurrentlyusedinmanyapplications.Meeting
thesecurityrequirementsofmanyapplicationsatthepresenttime,withtheamazingprogressinthe
identificationofpatternsbycomputer throughfaceandirisrecognition, isamotivatingresearch
topicduetoitsapplicabilityinmanyactualapplicationssuchasairportsecurity,bankingtransaction
authentication,andLawEnforcement.Inthepresentstudy,amultimodalbiometricauthentication
methodispresentedtoconfirmtheidentityofapersonbasedonhisfaceandirisfeatures.

Figure 1. Common biometrics traits (Liao et al., 2016)



 

 

15 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/fusion-time-reduction-of-a-feature-level-

based-multimodal-biometric-authentication-system/242937

Related Content

Learning-Supported Decision-Making: ICTs as Feedback Systems
Elena P. Antonacopoulouand K. Nadia Papamichail (2004). Social and Economic

Transformation in the Digital Era (pp. 271-288).

www.irma-international.org/chapter/learning-supported-decision-making/29040

The Role of Information Technology in Quality Education
G. David Garson (2000). Social Dimensions of Information Technology: Issues for the

New Millennium  (pp. 177-197).

www.irma-international.org/chapter/role-information-technology-quality-education/29117

User Experience of Mobile Internet: Analysis and Recommendations
Eija Kaasinen, Virpi Roto, Kristin Roloff, Kaisa Väänänen-Vainio-Mattila, Teija Vainio,

Wolfgang Maehr, Dhaval Joshiand Sujan Shrestha (2011). Human-Computer

Interaction and Innovation in Handheld, Mobile and Wearable Technologies (pp. 175-

194).

www.irma-international.org/chapter/user-experience-mobile-internet/52415

A Meta-Analysis of the Direction and State of Sociotechnical Research in a

Range of Disciplines: For Practitioners and Academics
Elayne Coakesand Jim Coakes (2009). International Journal of Sociotechnology and

Knowledge Development (pp. 1-52).

www.irma-international.org/article/meta-analysis-direction-state-sociotechnical/2779

Location Guided System of Training Solutions and Learning Itineraries

Based on Competences Adapted to Users’ Needs: The UOC eLearning GPS
Jose López-Ruiz, Pablo Lara-Navarra, Enric Serradell-Lopezand Josep Antoni

Martínez-Aceituno (2011). International Journal of Knowledge Society Research (pp.

37-46).

www.irma-international.org/article/location-guided-system-training-solutions/55263

http://www.igi-global.com/article/fusion-time-reduction-of-a-feature-level-based-multimodal-biometric-authentication-system/242937
http://www.igi-global.com/article/fusion-time-reduction-of-a-feature-level-based-multimodal-biometric-authentication-system/242937
http://www.igi-global.com/article/fusion-time-reduction-of-a-feature-level-based-multimodal-biometric-authentication-system/242937
http://www.irma-international.org/chapter/learning-supported-decision-making/29040
http://www.irma-international.org/chapter/role-information-technology-quality-education/29117
http://www.irma-international.org/chapter/user-experience-mobile-internet/52415
http://www.irma-international.org/article/meta-analysis-direction-state-sociotechnical/2779
http://www.irma-international.org/article/location-guided-system-training-solutions/55263

