
DOI: 10.4018/IJSKD.2020010102

International Journal of Sociotechnology and Knowledge Development
Volume 12 • Issue 1 • January-March 2020


Copyright©2020,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



24

A Robust and Blind 3D Mesh 
Watermarking Approach Based on 
Particle Swarm Optimization
Mourad R. Mouhamed, Helwan University, Cairo, Egypt & Scientific Research Group in Egypt (SRGE), Cairo, Egypt

Mona Mohamed Soliman, Cairo University, Cairo, Egypt

Ashraf Darwish, Helwan University, Cairo, Egypt

Aboul Ella Hassanien, Cairo University, Cairo, Egypt

ABSTRACT

This article presents a robust 3D mesh watermarking approach, which adopts an optimization
methodofselectingwatermarkverticesfor3Dmeshmodels.Theproposedapproachcanenhance
theimperceptibilityofthewatermarkedmodelwithoutaffectingtherobustnessandcapacityfactors.
Theproposedwatermarkapproachdependsonanembeddingalgorithmthatuseaclusteringstrategy,
basedonK−meansclusteringalgorithminconjunctionwiththeparticleswarmoptimizationtodivide
themeshmodelverticesintogroups.Pointsofinterestset(POIs)areselectedfromtheseclustered
groupsandmarkitaswatermarkverticeswherethe(POIs)areinvarianttomostofthegeometrical
andconnectivityattacks.Then,theproposedapproachinsertsthewatermarkbitstreaminthedecimal
partofsphericalcoordinatesfortheseselectedwatermarkvertices.Theexperimentalresultsconfirm
that theproposedapproachproves its superioritycomparedwithstate-of-the-art techniqueswith
respecttoimperceptibilityandrobustness.
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1. INTRODUCTION

Nowadays,three-dimensiondataobjectbecameapartofourdailylifeapplications.Suchapplications
include:entertainmentapplicationlike3Dmoviesandvideogaming,engineeringapplicationslike
engineeringdesign,architecturalwalkthrough,businessapplicationslikee-commerce,andfinally
scientificapplicationslikescientificvisualizationandvirtualreality.Mostofthree-dimensiondata
objectsarerepresentedby3Dtriangularmeshwiththeplentyoftruereflectionofobjecttopological
structure(Kuoetal.,2009).Suchhugeamountsof3Dobjectsindifferentapplicationsarebeing
usedbymanypeoplealloverthetimeusingtheavailabilityoflargenetworkbandwidth.Suchdata
exchanging requiresprotectingdataobject through transmission against illegal usage (Huet al.,
2014).TheDigitalwatermarkingalgorithmcanbedividedintobasictwoprocesses:Thefirstone
istheembeddingprocessbyaddingcopyrightinformationintotheoriginaldataobject,whilethe
otherprocessistheextractionofsuchinformation.Suchembeddingandextractionprocessesmust
guaranteethedetectionofanymodificationsintheoriginaldataobject.Inordertoevaluatethequality
ofwatermarkalgorithmweshouldtakeconsiderationofthreemainrequirementsthecapacityof
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theembeddedwatermark,modelimperceptibility,andtherobustnessoftheembeddedwatermark
againstdifferenttypesofattacks(Medimeghetal.,2018).Eachtypeofwatermarkalgorithmshas
itsownpreference,andrestrictions.Thereisalwaysatradeoffbetweenwatermarkrequirements.
Tryingtoimproveonerequirementwillreducetheeffectoftheotherrequirements.Forexample,
improvingwatermarkrobustnesswillaffectwatermarkimperceptibilityandviceversa.Watermarking
algorithmscanbeclassifiedindifferentways(Nikolaidisetal.,2001).Theycanbecategorizedbased
onwatermarkvisibility.

Watermarkcanbevisibleorinvisibleintheinputobject.Watermarkalgorithmscanalsobe
classifiedbasedontheirrobustnessintorobust,fragile,andsemi-fragile.Otherclassificationcriterion
isrelatedtotheneedoftheoriginalmodelduringtheextractionprocess.Innon-blindwatermark
algorithms,originalmodelduringtheextractionprocessisnotused,whileperformingextraction
havingonlywatermarkedmodelmeansablindwatermarkapproachisused.Finally,watermarking
algorithmsmaybeclassifiedbasedontheembeddingdomainofwatermarkintotheoriginalcover
object.Thewatermarkisembeddedeitherinthespatialdomainorthetransformdomain.Mostresearch
workonwatermarkalgorithmsfocusedontraditionaldataobjectliketext,image,andaudiodata.
Recentlyresearchersstarttogiveattentionto3Dobjectmodels.Oneofthefirstproposedworksinthe
fieldof3Dwatermarkingwasproposedby(Ohbachietal.,1997).Heproposedanembeddingalgorithm
of3Dwatermarkinthespectraldomain.Thealgorithmwasrobustagainstdifferenttypesofattacks
likesimilaritytransform,smoothing,randomnoiseaddition,andsimplificationattacks.Recentlythere
havebeenmanypublicationsthatgiveattentiontotheproblemof3Dmodelwatermarking,andhow
toimprovethewatermarkalgorithmsaccordingtothebasicmainrequirements.

Several slanders were proposed in literature to provide Points of Interest for mesh models
(NovatnackandNishino,2007;Castellanietal.,2008;Sunetal.,2009;SipiranandBustos,2011).
ThesetPointsofInterestthatdetectedfromtheproposedtechniqueusingk-meansandPSOclustering
methodwithallthesestanders.Moreover,acomparisonbetweenthisworkbythepreviouswork
proposedin(Mouradetal.,2017)forpointofinterestselectionusingk-meansclusteringonly.Also,
anothercomparisonbetweenthisproposedtechniqueandstateoftheartmethodsusedinwatermark
embeddingandextraction(Choetal.,2011andMedimeghetal.,2018).Theexperimentalresults
provedthat,theeffectofusinganintelligentalgorithmsuchasPSOintheselectionofwatermark
carriersintermsofbothmodelimperceptibilityandwatermarkrobustnessagainstdifferenttypes
ofattacks.

Inthispaper,a3Dmeshwatermarkingapproachisproposed,itisconsideredasanoptimization
algorithmwiththeaimofachievingthebestofwatermarkrequirements.Bio-Inspiredoptimization
techniquesandartificial intelligence techniquessuchasgeneticalgorithm,differentialevolution,
particleswarm,Fuzzylogic,neuralnetworks,etc.havebeenemployedtosolvedifferentoptimization
problem.Inthispaper,weintroduceablindwatermarkapproach,wherethereisnotneededtohavethe
wholemeshmodelduringtheextractingprocess.Theobjectiveofthisproposedapproachistoutilize
anintelligentalgorithmintheselectionofverticesorPOIthatcanbemarkedasgoodcandidatesto
carrythewatermark.Thesepointsareinvariantandrobusttovarioustypesofattackslikegeometry
andconnectivityattacks.TheproposedapproachusedK-meansalgorithmincombinationwithparticle
swarmoptimization(PSO)toextractasetofinterestpointsfromthewholemeshmodelvertices.
Suchinterestpointsareinthemostprominentareas.ParticleSwarmOptimization(PSO)isusedto
refinetheclustersformedbyK-meansalgorithm(VanderMerweandEngelhrecht,2003).

Theremainderofthispaperhadarrangedasfollows.Section(2)exploressomerelatedpapers
thatproposedinliteraturefor3Dwatermarkingandpresentssomebasicpreliminaries.Insection
(3),theproposedwatermarktechniqueispresentedindetailfollowedbythewatermarkrobustness
verificationstepwhiletheexperimentalresultswerediscussedinSection(4).Finally,Section(5)
introducestheconclusionoftheproposedapproach.
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