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ABSTRACT

The main purpose of designing vehicular ad-hoc networks (VANETs) is to achieve safety by
periodicallybroadcastingthevehicle’scoordinateswithahighprecision.Thisadvantagebringsa
threatrepresentedinthepossibletrackingandidentificationofthevehicles.Apossiblesolutionis
touseandchangepseudonyms.However,evenbychangingpseudonyms,thevehiclecouldstillbe
trackediftheadversaryhasapriorknowledgeaboutthepotentialstartandendpointsofaparticular
driverwhohassocialinteractions(e.g.,withneighbors)whichintroducestheconceptofvehicular
socialnetworks(VSNs).Thisarticleextendstheauthorspreviouswork,namely:“EPPExtremePoints
PrivacyforTripsandHomeIdentificationinVehicularSocialNetworks,”whichexploitsthenature
oftheendpointsthatarecommonbetweenVSNusersinordertocreatesharedzonestoanonymize
them.Theextensionisrepresentedby(a)theevaluationoftheenjoyedlocationprivacyofVSN
usersafterquittingthedistrictinadditionto(b)detailingtheusedenvironmentduringtheevaluation.

KEyWoRdS
Anonymity, Home Identification, Location Privacy, VSN

INTRodUCTIoN

Background
Theemergingofwirelesstechnologieshadbigimpactondifferentfieldswhichledtothebirthof
vehicularsocialnetworks(VSNs),oneofthewirelesstechnologyapplicationsinthefieldofvehicles;
ortheso-calledvehicularad-hocnetworks(VANETs).TheevolutionandenhancementofVANET
capabilitieshassignificantinfluenceonthesuccessfulnessoftheIntelligentTransportationSystems
(ITSs)(Luetal.,2012;Mfenjouetal.,2018;Ngossahaetal.,2018).InVANETsthereexisttwo
kindsofcommunicationsand theyare self-describing:Vehicle toVehicle (V2V)andVehicle to
Infrastructure(V2I).Inordertobeabletocommunicate,vehiclesareequippedwithonboardunits
(OBUs);specificdevicesthatallowvehiclesto:communicate,processdate,receiveGPSsignaland
usevariantsensors.Forabettersystem,vehiclesmayoftencommunicatewithcentralinfrastructures.
Suchinfrastructuresmayberoadsideunits(RSUs)(Al-Kahtani,2012).VANETapplicationsmaybe
diverse;however,thenumberonereasonforwhatitwasproposedistoreducethenumberofcrashes
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andfatalities(Sampigethayaetal.,2005).Thevehiclewillsucceedtodosobyenablingperiodic
broadcasts(alsocalledbeaconsorheartbeatmessages)sothatthevehicleincludesitsstatusinkindof
location,speed,velocityandotherinformationthatcanleadtheneighborhoodforbetterenvironment
knowledgeandthatistheBasicSafetyMessages(BSMs).AccordingtothestandardSAEJ2735,the
frequencyofBSMsissettobeeach100mswitha300metertransmissionrange(Corseretal.,2013).

Problem definition
ThefrequentandpreciselocationprovidedbyBSMshelpsenormouslythesafety-relatedapplications
but,atthesametime,reducesdramaticallytheprivacyofVSNuserssincetheBSMs’locationisnot
encryptedforfastreactionandlessdelay(itistherequirementsofsafety-applications).Thus,any
adversarywillingtomonitorandtracktheVSNuserscandothatinrealtimewithjustthepossession
ofeavesdroppingstation(s)whichdoesnotcosthimalotandisnoteasilydetectable.Amongthe
solutionstodefendagainstsuchprivacythreatswefindtheuseofpseudo-identifiers(pseudonyms)
insteadoftheunchangeablerealidentifiers.Thislastsolutionincreasestheanonymityofdrivers,
but the adversary canmatch the real identitywith thepseudonymbyobserving the tripsof the
vehicle.Makingthepseudonymschangeableovertimecanbeseenasanacceptablesolutionsince
theadversarycannolongerseejustonepseudonym.However,evenso,ifthevehiclechangesits
identifierininappropriatesituation(e.g.,aloneinsideasetofvehicles),theadversaryherecaneasily
linktheold(vanished)pseudonymwiththenew(emerging)one.Forthislastproblem,thecooperation
betweenvehiclesbymakingasynchronouspseudonymchangewasthebestcountermeasuresince
theadversarywillbeconfusedonthenewpseudonymofavehicleinsidethesetofpotentialtargets.
Unfortunately,becauseoftheexactandfrequentperiodiclocation,theadversarycanpredictthemoves
ofthemonitoredvehiclesinsidetheregionofinterestwhichhelpshimtolinkeachnewpseudonym
withtheoldoneforallthosevehicleseventhoughthechangesweredonesimultaneously.Forthis
advancedchallenge,theconceptofsilentperiodwasproposedin(Huangetal.,2005)forwireless
networksanditisexplainedasatransitionperiodoftimebetweenthenewlychangedpseudonym
andtheoldone.Bythisdefinition,thevehicleswillkeepsilentandduringthissilencetime,theydo
changetheirpseudonymsandnotsendingBSMsuntilthetimeisended.Whenthetimeisended,the
vehicleisallowedtousethenewchangedpseudonym.Thistechniquewasintegratedinthefieldof
VANETsinworksdonein(Sampigethayaetal.,2005;Butty´anetal.,2009).Silentperiodshighly
enhancetheprivacyofVSNusersbutwiththecostofsafety,thatisthesacrificingofprivacyorthe
trade-offbetweensafetyandprivacy.Forthisreason,suchtrade-offwaswidelydebated.

Authors’ Contributions and organization of the Paper
Inthispaper,whichisanextensionofourpreviousworkpresentedin(Babaghayouetal.,2019),(a)
weevaluatedtheachievedlocationprivacyafterthetargeteduserleaveshisdistrict.Theevaluation
isdonebyusing thewell-knownprivacy-metric, theAnonymitySetSize (ASS) inamix-zones
system.(b)Inaddition,wecontributebydetailingtheenvironmentusedandtheexactdaytime-
period(whichis therushhoursperiod)inwhereandwhentheevaluationtookplace.EPPtakes
intoaccountthenumberofgatesandthepossibleheadingsfromeachgate,thedefinitionofthese
conceptswillbefurtherexplained.Thisanalyticalstudyisaccompaniedbysimulationsinorderto
evaluatetheeffectivenessofEPPscheme.Theremainderofthispaperisorganizedasfollows:next
insection2,wepresentsomerelatedwork.Then,wedescribetheproposedEPPstrategyinsection
3.Theexperimentalresultsinadditiontogivingmoredetailsabouttheevaluationarepresentedlater
insection4.Finally,weconcludethepaperinSection5.

Related Works
Itisimportanttomentionthatthereareotherpotentialsolutionstodefendagainstlocationprivacyand
identification(Corseretal.,2016).However,theymaynotbeabletobeusedinthefieldofVANET
duetothespecialfeaturesofthelastone,wementionthefourofthembrieflyas:
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