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ABSTRACT

Cloudcomputingisanemergentcomputingparadigm;however,datasecurityisasignificantissue
inrecenttimewhileoutsourcingthedatatothecloudpreventinguserstouploadtheirdataoncloud.
Thedataforwardedtocloudcanbeprotectedusingsomecryptographictechniquesbasedonidentity,
attributes,andprediction.Butthesealgorithmslacktheirperformancewhenarevokedusercollude
withcloud;therefore,itbecomesessentialtodevelopasecuredatasharingframeworkwithsome
enhancedcryptographictechniques.Theproposedmethodologypresentedasecureprivacypreserving
datasharingwithencryptiontechniquecalleddynamicunidirectionalproxyre-encryption(PRE)
withciphertextpolicyattribute-basedencryption.Thetechniqueensurestheprivacy,integrity,and
securityofthedatawhileretrievingthroughthecloud.Theframeworkisimplementedinthecloud
simwithjavalanguage.Experimentalresultsprovedthatproposedframeworkattainsreasonable
resultscomparedtotraditionalmethods.

KEywoRDS
CipherText Policy ABE, Digital Rights Management (DRM), Efficient Elliptic Curve Public Key Encryption 
(EECPKE), Proxy Re-encryption, Twofold authentication protocol

1. INTRoDUCTIoN

Cloudcomputingisanemergingparadigminwhichresourcesareoutsourcedonrenttothecustomers
bythecloudserviceprovidersthroughinternet.Itisnowacknowledgedasutilityserviceafterelectrical,
waterandgasservices(Alietal.2015).Itnotonlysavesthecapitalexpenditureofthecustomerbut
hecanscaleoutorscaleintherequestforservicesprovidedandpayaccordingly.Itisnotlimitedfor
storingandsharingdatabutisalsoformanaging,monitoringandexploringdatainspacegrounddata
system(Kaddourietal.,2018).Thefourmaindeploymentmodelsarepublic,private,communityand
hybridcloudhavingvariationsincostandsecurity.Incloudstacktheservicesarearrangedaslayers
fromthemostreducedlayertohighestlayerwhereeachlayersymbolizesoneservicemodel.IaaS
isthemostreducedlayer,wherethecloudsuppliermaintainsasuiteofmanagementresourcesand
servicestocopeasubstantialcloudsystem(Zhuetal.,2013;Sunetal.,2014)andtheuserutilizesthe
infrastructureandresourcessuchasnetwork,storage,computationalcapacityetcwithoutworrying
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aboutthecomplexityandmanagement(Wangetal.,2012;Weietal.2014).ThecentrallayerPaaS,
offersplatformandsoftwaretodevelopapplications.SaaSlocatedattoplayer,wherecompletely
developedsoftwareapplicationsareprovidedasaservice(Saoulietal.,2015).

Forsharingthedata,thecloudmodelcomprisesofthreeentitiescloudservicesupplier,client,
owner(BoyangWangetal.2015).CloudservicesupplierregulatesCloudStorageServer(CSS)
whichhasbiggerstoragespacetoshieldtheclientsdataandinadditionhighcomputationcontrol
(ManviandShyam2014).Cloudserversgivesanovelserviceapproachwhereinformationisstored
anditsreplicaismaintainedsothatinformationcanbeacquiredbyclientsanytimeandfromanyplace
overthenetwork(Sood2012).Ownerhascolossalinformationdocumentsforsharingandforthis
heuploadshisdataincloud.Theclientareauthorisedbythedataownerwhocanaccesstheshared
data.Itcanbeacloudproprietoritselftoo(Pateletal.2013;Rongetal.2013).

AlthoughCloudcanconfirmtheclient’sinformationsecuritythroughthethoughtoffirewalls,
fundamentalprivatenetworksandbyexecutingothersecuritypolicieswithinitsownparticularlimits
(Beraetal.2015)yetSecurityisthemostimportantkeyconcernnotonlyfordataattransitbutalso
fordataatstorage(YangandJia,2012)

Whileoutsourcingthesensitivedatatobesharedoncloudtheownerlosseshisphysicalcontrol.
Thedatacanbestoredanywhereinthecloudasaresultitbecomesdifficulttoconfirmexactlocation
ofstorage(Lietal.2015).Thedatanotonlyhavetraditionalsecurityriskslike(Ahmedetal.,2017),
DDOSAttack(Lietal.,2015;Jeyanthietal.,2013),maninmiddleattackandseveralintruderattacks
(Boukhloufetal.,2016)etcbuteventhethirdpartyserviceprovideraresemitrustful.Asaresult
theownerneedstoensuretheconfidentiality,securityfromintruders,privacy,dataavailabilityand
accessibilitytousersaccordingtotheiraccessrights(AlZainetal.2012;Zissisetal.2012;Jakimoski,
2016).

The most common way tomaintain confidentiality and security of the data stored in cloud
againstsemitrustedcloudserviceprovideristosendencrypteddata.Howevertheremaybeseveral
otherissuessuchaspreventingtheusertoaccessthedataforwhichheisnotauthorized,preventing
thecollusionbetweentherevokeduserandthesemitrustfulcloud,revokingawaythegivenaccess
rightoftheauthorizeduserwithoutre-encryptingthecontentandredistributingthenewkeystothe
authorizedusers.

Themainfeaturesneededwhileoutsourcingdataincloudareprivacy,Integrity,confidentiality,
finegrainedaccesscontrol,Successfulrevokingprivilegesfromuserswithoutinneedofregeneration
anddistributionofre-encryptionkey,preventingcollusionbetweenthirdpartyserviceproviderand
revokedclients,Successfuljoiningofnewusersandrejoiningofrevokedones.

Toensuretheaforementionedfeatures,Inthispaperwehaveproposedaframeworkbasedon
DRMmechanism to ensuredata security, dynamic authorization, license creation andproxy re-
encryption.TheproposedDRMschemeinvolvesCiphertextPolicyattributebasedencryption to
ensureconfidentialityofuserandproxyre-encryptionforpreventingrevokedusertocolludealong
withOnetimepasswordandlicenseandothersecuritymechanism.Finallywehavecomparedthe
encryptionanddecryptiontimeofproposedschemewithRSAandprovedthattheproposedscheme
takelesstimeincomparisontoRSA

Theoutlineofthispaperissummarizedasfollows.Insection2wehavereviewtheexisting
literature,Insection3wehavepresentedourframeworkentitle“DualAuthenticationBasedSecurity
FrameworkforCloudBasedDataSharingApplications”andpresentedthealgorithmicdescription
ofproposedapproach.Thereaftersection4representstheexperimentalresultandanalysisofour
approachanditscomparisonwiththeexistingapproach.Finallyinsection5wehavedrawnconclusion
andpresentedthefuturescope.
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