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ABSTRACT

Denialof service attack isoneof themostdevastatingand ruinous attackson the internet.The
attackcanbeperformedbyfloodingthevictim’smachinewithanykindofpackets.Throughoutall
theseyearsmanymethodshavebeenproposedtoreducetheimpact,butwithmachinesofhigher
capabilitiescomingin,theattackhasalsobecomemorepotent,andtheseproposalsareeitherless
effectiveorlessefficient.ADoSattackexhauststhevictim’sresourcesaffectingtheavailabilityof
theresource.Thispaperwillbecomparingafewmethodsthathavebeenproposedandpublished
invariouspapersalongwithanewlyproposedmethod.Thecomparisonofthemethodsisdoneon
anumberofparametersincludingresourceutilization,reactiontime,worstcasescenarios,etc.This
paperalsocheckstheviabilityofthesemethodsovervariouslayersofthenetwork.Concludingwith
thebestaspectsofallthepapersandthebestamongtheseforthecurrentrealconditions.
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INTRoDUCTIoN

DenialofServiceattackisoneofthemostpopularattacks.Thecapabilityoftheattacktomakethe
resourcesofthevictim’ssystemunavailablejustbysimplyfloodingthesystemwithICMPpackets
givesahugeadvantagetothemalicioususer.ItaffectstheavailabilityintheCIAtriad.ADOSattack
isperformedbyoverwhelmingthevictim’smachinewithalargeno.ofrequestpacketstoexhaustthe
resourcesavailableinthemachine.AnothermannerofperformingDoSistogetthevictim’ssystem
toperforma resourceconsuming task, thereby rendering ituseless foranyoneelse (Xiao-Ming,
Gong,Qi,&Miao,2012).FloodingbasedDoSattackismostcommonlyperformedonthetransport
layerandtheapplicationlayer.Thetransportlayerisresponsibleforestablishingthecommunication
channelbetweentwodevices,itismorerewardingforanattackertoattackonthislayerasaveryless
amountofresearchandresourceisneeded,buttheeffectisdevastating.Internetisstilldominated
bywebtrafficwhichisbasedonshort-livedTCPconnection.

Multiplesolutionshavebeenproposedovertimetosolvethisproblem.Themostusedmethods
tosolvetheproblemoffloodattackismodifyingthepacketrequestqueuewhichcanbeusedto
utilizelowresourcesandcanbescaled.TherearequeuemanagementalgorithmslikeFavorQueue
(Aneli,Diana,&Lochin,2014),QRM(Casoni,Grazia,Klapez,&Patriciello,2015).Therearealso
solutionslikeDeterministicFairSharing(Bedi,SankardasRoy,&Shiva,2014).
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This paper compares the aforementioned AQM methods with our proposed method
(Venkatanarayan,Mohan,Hasan,Singh,&Chhabra,2017).

Therehavebeenattemptstoperformabehavioralanalysisonthenetworkstoidentifymalicious
networksandhavemorechecksonthetrafficcomingthroughit(NohS.,Jung,Choi,&Lee,2008).
However,thisdoesn’tscaleup.Anothersuggestionofhavingtrace-backsforeachpacketandusinga
markingschemetoidentifymaliciouspackets,wassuggested.Automatabasedre-allocationofsource
tomakesurethatthelegitimateusergetstheresource,hasalsobeenidentified.

Anothermethodthatwassuggestedwas,amulti-modaldesignthatportraitsdifferentjamming
attacks by recognizing the interrelationship between three parameters: signal strength variation,
strengthofthereceivedsignal,andpacketdeliveryrate.Theaboveparameterprofilesaregenerated
innormalscenariosduringtrainingsessionandarecomparedwithtestingsessiontoidentifyand
classifyjammingattacks(Sufyan,Saqib,&Zia,2013).

AnalternatemethodofdetectionsuggestedasDOMLEM,usesdominancebasedroughsetand
dealswiththeuncertaintyatmultiplelayersofthenetwork(Ahmed&Acharjya,2015).

MuraleedharanandLisaalsodiscussedaboutjammingattacksanditsdetectioninwirelesssensor
networksusingantsystem(Muraleedharan&Osadciw,2006).Lawetal.studiedonlinklayerjamming
attacks(Law,Hartel,Hartog,&Havinga,2005).Theyareperiodiclisteninginterval,periodiccontrol
interval,periodicdatapacket,andperiodiccluster.Woodetal.havealsosuggestedfourjamming
attackmodelssuchasinterrupt,activity,scan,andpulse(Wood,Stankovic,&Son,2003).

Thispaperwilllookintothedrawbacksofsomeoftheabove-mentionedAlgorithmsandwilllook
intotheadvantagesofusingathresholdbasedAQM.Thispaperstartswiththedescriptionofsome
relatedworks.ThenitdescribesaboutthethresholdbasedAQM.Thengoesontodifferentiatingin
averybasiclevelofthealgorithmsandthenadiscussionisdoneonthebasisoftheresults.

ReLATeD woRK

DenialofService(DoS)ispossibleonmanylayersofthenetwork.UseofTCP/IPandUDPpackets
arehoweverthemostcommonlyusedforperformingsuchanattack.Therearetwomajortypesof
DoSattacksthatareprevalent,floodDoSandlow-rateDoS.Theflooding-basedDoSattackrelies
onthemultitudeofpacketsthataresent.Thelow-rateDoSattackexploitsthehomogeneityofthe
minimumretransmissionoutput(RTO)ofTCPflowsandcauseslinksaturationattack.ActiveQueue
Management(AQM),isacommonmethodtoaddressrequests.FavorQueuesuggeststhatcertain
connectionswhichhavealreadyestablishedandareintheactivequeuebegiventemporarypriority,
which incaseofsmallTime-To-Livecouldcausecongestionanddenial.Anapproach involving
captcha-based verification on the application layer and MAC filtration and cryptography-based
authenticationisproposed,butthismethodrequireshighermemoryevenduringnormalconditions.
AnenhancedAQMusingasmallerbufferissuggested(Venkatanarayan,Mohan,Hasan,Singh,&
Chhabra,2017).

Aninternetfirewallhavingsomelocalandsomegloballevelfirewallrulescouldbeimplemented
tostopanattemptofDoSbeforethemalicioustrafficreachesthevictim’snetwork,however,thiswould
notworkiftheattackishappeningfrominsidethesamenetworkusingremoteaccess(Chang,2002).

AQMtechniquescanbebroadlyclassifiedintwocategoriesbasedonthetypeoftraffictheycan
handle.Thefirstcategoryaimstoprovidefairnesswhentheincomingtrafficconsistsofonlyresponsive
flows(e.g.TCPflows).TypicaltechniquesincludeRED,BLUE,andAVQ.Thesecondcategoryaims
toprovidefairnesswhentheincomingtrafficconsistsofbothresponsiveandunresponsiveflows(e.g.
TCPandUDPflows).WellknowntechniquesincludeCHOKE,SFB,RED-PD,andFRED(Bedi,
SankardasRoy,&Shiva,2014).

Behavioralanalysisofnetworktrafficgivesanideawhetherfloodattackishappeningornot
(NohS.,Jung,Choi,&Lee,2008).Duringafloodattacktrace-backgivesthesourceandPi’smarking
schemegivestheoverlappingofpacketsandgivesamoreholisticideaoftheflood(LI&SHEN,
2008).Automatabasedre-allocationofresourcesisalsoproposed,tominimizetheimpactofthe
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