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ABSTRACT

Withrapidgrowthofinternetusersandfrequentlyemergingcommunicationtechnology,theissuesof
usingwebasaworldwideplatformandtherequirementtodesignthesmartapplicationstocoordinate,
discuss,register,andoutlinegraduallyemerges.Informationtransmissionthroughawirelessnetwork
involvestheradiosignals,thearrangementofinformationpackets,andthenetworktopology.As
eachsegmentiscorrelatedtoeachother,itisveryessentialtoemploysecuritymechanisminthese
componentsandrealsecuritycontrolmustbeconnectedonthem.Thus,securityplaysacriticalfactor
inwirelessnetwork.Thisarticlehighlightssecurityissuesincurrentwirelessnetworkssuchasmobile
ad-hocnetworkandIoT-supportednetworksanditalsoproposesasecurity-basedS-RAIDprotocol
designforsecuritycontrolinclusterbasedwirelessnetworks.Simulationresultsshowproficiency
andbettertransmissionrateoftheproposalwhenitwascomparedwithothersimilarapproaches.
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1.INTRodUCTIoN

Aswirelessnetworkisacentreinnovationdevelopedinnewage,theessentialsecuritychallenges
incorporateconsistentcommunicationwithunwaveringqualityinthenetwork.Inawirelessnetwork
withnofoundationwherethereisnobasestationandaccesspoint,thepossibilityofdefenselessness
ismore.Thecellphonesareallowedtomovetowardanypathasyetkeepingupnetworkwithother
portablehubs.Becauseofthisexceptionalnatureofwirelessnetwork,outlineofwirelessnetwork
convention with high security includes in particularly basic. Again, because of dynamic change
in topology, thenetworkchangehappenspowerfully thus thenetwork isdecentralizedandmore
defenselessthanwiredbasednetworkinnumerousangles.

InaspecialwirelessnetworkslikeWSNandMobileAd-hocNetwork(MANET),electronic
devices and gadgets such as tablets, PCs, mobile phones, machines with specially appointed
correspondencecapacityareconnected together tomakea system.MANET is a self-organizing
structureofflexibleswitchesrelatedhostsassociatedbysecludedconnections.Theroutersmove
randomlyandcomposethemselvesaccordingly;alongtheselines,thesystemsremotetopologymay
changequicklyandcapriciously.Inthesetypeofnetworkeachnodeactsasrouterandbecauseof
dynamicchangingtopologytheaccessibilityofhubsisnotgenerallyensured.Itlikewisedoesnot
ensurethatthewaybetweenanytwohubswouldbefreeofpernicioushubs.Theremoteconnection
betweenhubsisexceptionallyvulnerabletoconnectionassaultssuchaspassiveeavesdropping,active
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interfering,etc.Duetoinflexibilityintheinfrastructureofitaffectsthesecurityfeaturewheneverany
kindofextremecomputationisdonetoperformencryption.Soduetothisproblemitisimportant
tobuildasecuredconnectionwhichcanprovidehighsecuritysolutiontoprovidesecuredservices
likeauthentication,confidentiality, integrity,non-repudiationandavailability.Soheresecurity is
providedineachandeverylayer

Wirelessnetworkshaveallaroundrefreshingasoflatebecauseofitsincrediblehighlights,for
example,selfconfigurableworkstationscalledhubsandtheythemselvescandotheirownupkeep
.Therearemanyopensecurityissuesinwirelessnetwork,forexample,itsopendesignofnetwork,
itscommonmedium,theissueofassetlimitations,andalterablenetworktopology.Inthenetwork
layerofthenetworkdifferentattackshappensamiddirectingofthedatapacketsfromonestationto
other.Therearesomespecialattacktypesinwhichroutingtablesarechanged,however,mostofthe
attackstakesplaceonsmartdevicesbecausethereisveryfewsecuritypolicyemployedtoprotect
them.Wirelessnetworkshavegotwellappreciatedinrecentyearsduetoitsfantasticfeaturessuch
asselfconfigurableworkstationscallednodesandtheythemselvescandotheirownmaintenance
.Therearemanyopensecurityissuesinwirelessnetworksuchasitsopenarchitectureofnetwork,
itssharedmedium,theproblemofresourceconstraints,andchangeablenetworktopologyandreal
timeapplications[26].Inthenetworklayerofthenetworkmodelvariousattackstakesplaceduring
routingofthepacketsfromonemobiledevicetoother.Therearesomeforwardingattackswhich
leavetheroutingtablesalone,butchangesthedeliveryofpackets.Duetoanyweaknessofthedesign
oftheunderlyingprotocol,manyattackshappenasaresultofwhichthereisdenialofserviceto
authenticateddevicesandmanyothertypeofproblemstakeplace.

Basicmotivationofourworkisthatwefoundvarioustypesofattacksinwirelesstransmission
andthenweproposedasecuritymechanismtopreventthewirelesstransmissionfromvulnerability
andattacks.Thearticlehasbeenorganisedasfollows.Section2describesRelatedworksection.
Section3describessecuritythreatsinwirelessnetwork.Section4describesmobileagentasameansof
preventionofattack.Section5describestheproposedsecurityprotocolS-RAID.Section6describes
comparativeanalysisandsimulationresultsandatlastsection7concludesthepaper.

2. ReLATed WoRK

Comprehensivereviseandashortre-evaluatehasbeenconductedatthispartofthearticletounderstand
variouscontributionsmadebyeminentresearchersinthisfield.Transmissionofaudiodatawith
securedmechanismhasbeendiscussedinAthulyaandSheeba(2012)wheretheauthorshaveprovided
dualsafetymeasuresbyencryptinganddecryptingtheaudioateachnodeintherouteusingstream
cipheringmethod.SecuritythreatsandtheirpossiblesolutionshavebeendiscussedinMulert,Weich,
andSeah(2012)anditalsofocusesonhowmodificationofdataisdoneusingoptimizationtechnique
forsecurity.Joshi(2011)discussesaboutthevarioussecurityproblemsandhowtopreventthem
whichareadoptedinthenetworklayer.Spoofingattackandtheirpreventiontechniqueshasbeen
discussedinYuseoketal.(2012).Theauthorproposedamodeli.e.PBM(PolicyBasedManagement)
thatdealswith4entitiesinSlavicaetal.(2014)suchasQoS,networkresources,configurationand
security.Ithasdiscussedaboutthevulnerability,challengesandsecurityattacksonad-hocrouting
protocols.Abargainedhubmaydisregardthesecrecyruleofsecurityanduncovervitaldatalike
privateandopenkeys,statusofhub,passwords,idealcoursetoapprovedhubs,geographicareaof
hubsandothercontrolinformationinparcelheaderstounapprovedhubsintroduceinthesystem
(Dhivya,Karthik,&Kumaran,2015).Asecuredon-demandroutingprotocolhasbeenproposedin
Wan,Ren,andGu(2012)thatpreventsvariousattacksinMANETandanotherregressionbasedtrust
modelforMANEThasbeenimplementedinVenkataraman,PushpalathaandRao(20102)thatensures
guaranteedpacketdeliveryinwirelessmedium.MarchangandDatta(2012)proposedalightweight
trustbasedroutingprotocolthatpreventsanyexternalattacksinMANETandamobileagentbased
securedplatformhasbeendesignedbyRathandPattanayak(2017)thatensuresimprovednetwork
lifetimewithbetterthroughputwhencomparedwithothersimilarapproaches.
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