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ABSTRACT

Everysystem,whenconnectedtoanetwork,issusceptibletothreatofbeinghacked.Itisimportant
toprotectallsystemsofanorganizationinreal-timeinacost-effectivemanner.Thisarticlepresents
awell-designedandintegrateddatabaseforriskmanagementdatausingadashboardinterfaceinreal-
timeriskthatmakesiteasyforriskmanagerstoreachaunderstandingthelevelofthreatstobeable
toapplyrightcontrolstomitigatethem.Inthisarticle,acasestudyofadatacenterforastatistical
managementinstituteispresentedthatproposesthecalculationoftotalriskattheorganizationlevel
byusingtheproposedriskdatabase.Adigitaldashboardisalsodesignedforpresentingtherisklevel
resultssothatdecisionmakerscanapplycountermeasures.Therisklevelonadashboardviewer
makesiteasyfordecisionmakertounderstandtheoverallrisklevelatthestatisticsdatacenterand
assistsinthecreationofatooltofollow-upriskmanagementsincethetimeathreathitsuntilthe
timeofitsmitigation.
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INTRoDUCTIoN

Theterm“BusinesswithoutaRisk”doesnotexist(D’Souza&Valverde2015),withrapidgrowth
intechnologyandasbusinessesrelyonInternetanditisalmostimpossibletoachievetotalsecurity,
therewillalwaysbeabreachesandvulnerabilitiesthatthreatenbusinessandcausedamages.Risk
management ismandatoryelement ineveryorganizationwheredecisionmakersattempt to find
hiddenthreatsandvulnerabilitiestoprotecttheirsystems.Monitoringrisklevelisacommontrend
ateveryorganizationtoimplementriskmanagement(Nijburg&Valverde,2011)asearlydetectionof
threatswouldhelpsecuritystaffandriskanalyststoimplementappropriatemeasuresthatcandiscover
vulnerabilitiesinthesystems(Wolden,Valverde&Talla,2015).Earlydetectionofriskenhances
thechanceofsuccessfulcounteractions(Almadhoob&Valverde,2014).Adatacenterisacomplex
facilitywithseveralcomputersystems,telecomequipmentandstoragesystems.Thedatacentershave
beensuccessfullyimplementedincommercialsectors.Thedatacentersforstatisticspurposeshas
beengrowingrapidlyinthefinancialmarketandhealthcare(Khan&Valverde,2013).Dashboards
forriskvisualizationhavebeensuggestedinthepast,EpplerandAeschimann(2009)suggesteda
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dashboardforriskcommunicationsbutdidnotaddresstheissueofriskfactorscalculations,other
authorshavesuggesteddashboardforenterpriseriskmanagementbutnotspecificallyfortheuseof
calculationofriskfactorsindatacenters(Scarlat,Chirita&Bradea,2012).Theresearchfocuseson
conceptualunderstandingofinformationtechnologyassets,howassetscanbeclassifiedandpresented
inariskdatabase,primaryfocusingondesigningandbuildingasuccessfulInformationSecurity
ManagementSystem(ISMS)modulethatcanhelpstatisticsdataforearlydetectionofbusinessrisk.
Thefollowingstepsillustratethescopeoftheresearchwork:

1. Categorizeassets into tangibleassets(hardware,software)andintangible(data,services
andcompanyimage);

2. Classifyassets(assignaccesstoapplicationsanddocumentstovariouslevelsofmanagement);
3. Groupassetsintypesas(hardware,software,data,files,services,harddocuments,etc.);
4. Identifyorganization’smainservicesandrelatedbusinessprocesses;
5. Buildarelationshipbetweenassetsandbusinessandstoreinformationinarelationaldatabase;
6. Identifythreats,vulnerabilitiesandpossibleimpactsthroughriskassessments,historyrecords,

andliterature;
7. Createanautomatedriskassessmentplan(RAP)thatallowstheeasyretrievalofriskinformation;
8. Abusinesscontinuityplanbasedonassets,RAPandariskmitigationplan;
9. ITILbasedassetmanagementdatabase(CMDB)forenhancingandmaintainingInformation

securityinstatisticsdatacenters.

TheresearchfocusesonunderstandingtherisknaturesurroundingsITassets,theconceptual
understandingofassets,howassetscanbeclassifiedandcategorizedandhowtobepresentedin
ariskdatabase.Thispaperpresentsawell-designedandintegrateddatabaseforriskmanagement
datausingadashboardinterfaceinreal-timeriskthatmakesiteasyforriskmanagerstoreachan
understandingofthelevelofthreatstobeabletoapplytherightcontrolstomitigatethem.

Withthisdetaileddatabasedesign,theproposedapproachprovidesameanofinquiringrisk
dataattheassetlevel,givingmoreoptionsformanagementandbusinessownerstofindtheamount
ofimpactthatthreatenstheirassetsandproducethepropermitigationactionattherighttime.The
researchisbasedonanimplementationprocessattheDubaiStatisticsCenter.

THeoReTICAL BACKGRoUND oN RISK MANAGeMeNT

Thestudyfocusesonunderstandingriskcomponentsandtheirrelatedthreatsoverstatisticsdata
centersassets;inparticularthestudyisgoingtoexploreinmoredetailtherisk’scausesandreasons
andwillattempttofindsolutionsandcontrolstoprotectbusinesses.

Therisktopichasbeenanessentialissuesincethebirthofmodernbusiness,today’sbusiness
isfullydependentoncomputers,networkdevicesandautomatedprocesseswheretheyshapethe
backboneandinfrastructureofeachsuccessfulorganization.Toprotecttheirassetsandinvestments
businessownersinvestslotsofmoneyandtimetosecurebusinessandassureitscontinuity,theidea
ofprotectingassetsfromrisktobeasimportantasthebusinessitself.

Riskssignsoccurwhenorganization’sinfrastructureisthreatenedorbecomesatargetbyinternal
orexternalactivities,entities,deliberateorspontaneouswhichmightleadtoorganizationfailsto
deliveritsusualbusinessandservices.

Accuracyandconsistencybecomeamajorrequirementtoprovidebetterservicesandearnsociality
trust.Confidentiality,IntegrityandAvailability(CIA)ofassetsbecomesthemajortopelementsat
everyInformationSecurityManagementSystemdesignandimplementation.

Confidentialityisprotectionagainstunauthorizedaccess,appropriation,oruseofassets(Khalifa
&Mewad,2017).



 

 

17 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/risk-management-via-digital-dashboards-

in-statistics-data-centers/240763

Related Content

Cyber Bullying
Jo Ann Oravec (2018). Encyclopedia of Information Science and Technology, Fourth

Edition (pp. 1695-1703).

www.irma-international.org/chapter/cyber-bullying/183886

An Overview of Intrusion Tolerance Techniques
Wenbing Zhao (2015). Encyclopedia of Information Science and Technology, Third

Edition (pp. 4231-4238).

www.irma-international.org/chapter/an-overview-of-intrusion-tolerance-techniques/112865

Comprehensive Survey on Metal Artifact Reduction Methods in Computed

Tomography Images
Shrinivas D. Desaiand Linganagouda Kulkarni (2015). International Journal of Rough

Sets and Data Analysis (pp. 92-114).

www.irma-international.org/article/comprehensive-survey-on-metal-artifact-reduction-methods-

in-computed-tomography-images/133535

Modeling and Forecasting Electricity Price Based on Multi Resolution

Analysis and Dynamic Neural Networks
Salim Lahmiri (2015). Encyclopedia of Information Science and Technology, Third

Edition (pp. 6397-6409).

www.irma-international.org/chapter/modeling-and-forecasting-electricity-price-based-on-multi-

resolution-analysis-and-dynamic-neural-networks/113095

Trust and Decision Making in Turing's Imitation Game
Huma Shahand Kevin Warwick (2018). Encyclopedia of Information Science and

Technology, Fourth Edition (pp. 251-264).

www.irma-international.org/chapter/trust-and-decision-making-in-turings-imitation-game/183739

http://www.igi-global.com/article/risk-management-via-digital-dashboards-in-statistics-data-centers/240763
http://www.igi-global.com/article/risk-management-via-digital-dashboards-in-statistics-data-centers/240763
http://www.igi-global.com/article/risk-management-via-digital-dashboards-in-statistics-data-centers/240763
http://www.irma-international.org/chapter/cyber-bullying/183886
http://www.irma-international.org/chapter/an-overview-of-intrusion-tolerance-techniques/112865
http://www.irma-international.org/article/comprehensive-survey-on-metal-artifact-reduction-methods-in-computed-tomography-images/133535
http://www.irma-international.org/article/comprehensive-survey-on-metal-artifact-reduction-methods-in-computed-tomography-images/133535
http://www.irma-international.org/chapter/modeling-and-forecasting-electricity-price-based-on-multi-resolution-analysis-and-dynamic-neural-networks/113095
http://www.irma-international.org/chapter/modeling-and-forecasting-electricity-price-based-on-multi-resolution-analysis-and-dynamic-neural-networks/113095
http://www.irma-international.org/chapter/trust-and-decision-making-in-turings-imitation-game/183739

