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ABSTRACT

Ciphertext-policyattribute-basedencryption(CP-ABE)schemesareanappropriatecryptographic
techniquetoenableprivacyalongwithaccesscontrolinthecloud,buttheexistingCP-ABEschemes
donotdirectlyapplyforbigdatabecausetheyhavetheissueoflongciphertextandlongsecretkeysize
(LC-LS).ToaddressLC-LS,theconstantsizeciphertextandsecretkey(CSC-S)schemesproposed.
However,theexistingCSC-Sschemessufferfromthekeyescrowsecurityissueandefficiencyissue.
Toaddressbothsimultaneously,theauthorsproposeanefficientescrow-freeCP-ABEwithconstant
sizeciphertextandsecretkey(EEF-CPABE)forbigdatastorageintheCloud.TheEEF-CPABE
schemereducestheencryptionanddecryptioncomputationoverheadbydesigningCSC-S.Further,the
dataownergeneratesthedecryptionglobalkeytodecryptthedataalongwithusersecretkeywhich
solvesthekeyescrowissue.SecurityandperformanceanalysisdemonstratethattheEEF-CPABE
schemeresistsagainstauthority,andchosenplain-textattacksandmoreefficientthanCSC-Sschemes.
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INTRoDUCTIoN

Bigdatahasemergedasanewparadigmthatgivesexceptionalvaluetothelargevolumeofdata,
whichindeedhelpstheindustry,business,engineering,andsciencetogrow(Grover,Chiang,Liang,
&Zhang,2018).Ontheotherhand,storingandmanagingbigdatalocallyisachallengingtaskfor
theorganizationsbecausetheorganizationshouldsetuptheinfrastructure.Infrastructuresetupinan
organizationisanexpensiveandtime-consumingprocess.Thecosteffectiveandtimelysolutionis
outsourcingthebigdataintothecloudbecausethecloudcomputingoffersadiversityofresources
suchasstorage,compute,network,platformandsoftwareasservicesinapay-per-usemodel(Hashem
etal.,2015).Italsosupportsthescalability,dynamicprovisioningandde-provisioning.However,
theprivacyandsecuritychallengesinthecloudrestricttheorganizationstoadoptthecloud(Takabi,
Joshi,&Ahn,2010;Gupta,Agrawal,&Yamaguchi,2016).Theforemostimportantissuesaredata
privacyandaccesscontrol.
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Privacycanbepreservedthroughpublickeyencryption,butitfailstosupportaccesscontrol.
Later,IdentityBasedEncryption(IBE)schemesevolvedtoprovidetheaccesscontrolalongwith
encryption.However,theproblemwithIBEistheuser’sdetailsshouldknowbeforetheencryption.
Toovercomethisproblem,Attribute-BasedEncryption(ABE)wasintroducedbySahai,andWaters
(2005).Later,thevariantsofABEKeyPolicyAttribute-BasedEncryption(KP-ABE)(Goyal,Pandey,
Sahai,&Waters,2006)andtheCP-ABE(Bethencourt,Sahai,&Waters,2007)wereintroduced.
ComparativelytheCP-ABEisthebestapproachthanKP-ABEbecauseitallowsthedataownersto
setcontrolovertheirdata.

InCP-ABE,theencrypteddataisoutsourcedtothecloudandsharedwiththeusersbasedon
theaccesspolicydefined.Theaccesspolicyconsistsofattributes,whichdescribeswhatattributes
theusershouldhold.Theuserdecryptionkey isgeneratedby theauthorityaccording toher/his
attributes.Later,variouseffortshavebeentakentoenhancethebasicCP-ABEscheme(Denget
al.,2014;Jiang,Susilo,Mu,&Guo,2018;Kumar,Kumar,&Alphonse,2017;Zhangetal.,2017;
Premkamal,Pasupuleti,&Alphonse,2018;Li,Zhang,Chen,&Xiang,2019a;Liu,Jiang,Wang,
&Yiu,2018;Premkamal,Pasupuleti,&Alphonse,2019b).WhiletheCP-ABEperfectlyaddresses
theunauthorizedaccess,thepreviousCP-ABEschemesdonotdirectlydeployforpracticalbigdata
applicationsinthecloudduetothehighercomputationoverheadbecauseoflongciphertext,which
isproportionatetotheattributesintheaccesspolicyandlongsecretkey,whichisproportionateto
thenumberofuserattributes.

Toaddressthisissue,theconstantsizeciphertextschemes(Attrapadungetal.,2012;Doshi&
Jinwala,2014;Teng,Yang,Xiang,Zhang,&Wang,2017;Susilo,Yang,Guo,&Huang,2018)were
presented toreduce thecomputationcost,but theseschemes limit thedataaccessfromresource
constraint devices because of the large size secret key and decryption computation overhead.
Correspondingly,theconstantsizesecretkeyschemes(Guo,Mu,Susilo,Wong,&Varadharajan,2014;
Lietal.,2017)werepresentedtoimprovethedataaccessibilityintheresourceconstraintdevices,
butitsufferedfromlargeciphertextsizewhichinturnincreasesthecomputationcostofencryption.
Toachieveboth,Emura,Miyaji,Nomura,Omote,&Soshi,(2010)andOdeluetal.,(2017)proposed
theCSC-Sschemes.However,theexistingCSC-Sschemessufferedwiththefollowingissuessuch
as(1)Keyescrow:Theauthoritygeneratesthesecretkeyfortheuserstodecryptthedatabasedon
theirattributes.Thecuriousauthoritycandecryptthedatawiththegeneratedusersecretkey,which
indeedreducesthesecurity.(2)Efficiency:Inefficiencyinencryptionanddecryptioncomputation
forlargeuniversalattributeset.

Toaddressthekeyescrowandefficiencyproblemsimultaneously,theauthorsproposeEEF-
CPABEschemebasedonANDgateaccessstructure.Tothebestofourknowledge,theproposed
EEF-CPABEschemesolvesthekeyescrowproblemintheCSC-Sschemesforthefirsttime.The
followingarethehighlightsofthecontributions.

1. The proposed EEF-CPABE scheme attains better efficiency in encryption and decryption
operationsbyachievingconstantsizeciphertextandsecretkey.

2. Theauthorsproposeanewmethodtosolvethekeyescrowproblem.Inthenewmethod,the
dataownergeneratesthedecryptionglobalkeyduringencryptioninadditiontotheauthority
generatedusersecretkey.Tosuccessfullydecryptthedatabothdecryptionglobalkeyanduser
secretkeyarerequired,whichinturnrestrictsthecuriousauthoritytodecryptthedata.

3. TheproposedEEF-CPABEschemeresistsagainst theauthorityattackandchosenplain-text
attack.

4. PerformanceanalysisshowsthatEEF-CPABEschemeeffectivelycutsdownthecomputation
overheadduringencryptionanddecryptionthantheCSC-Sschemesintheliterature.

One of the possible real-life application scenarios for the EEF-CPABE scheme is personal
healthrecords(PHR)inthehealthcaredomain.InPHRsystem,thepatientmaintainshis/herhealth
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