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ABSTRACT

Theelectricnetworkfrequency(ENF)isrecordedinthevideostakenunderthelightspoweredby
gridandcanbeusedfordigitalforensics.However,duetothelackofdatacausedbythelowframe
rateofthevideo,theENF-basedforensicsmethodsalwaysneedareferencesignalextractedfrom
thegrid,whichlimitsthepracticalapplicationofthesemethods.Inthisarticle,anewENF-based
timedomainvideoforgerydetectionalgorithmisproposedtosolvetheproblemofdatalack.The
cubicsplineinterpolationisusedtogeneratesuitabledatapointsoftheENFsignal,andthedetection
sequencegeneratedbasedonthecorrelationcoefficientbetweendatapointsinadjacentperiodsisused
tocatchthephasecontinuityinterruptionoftheENFsignalanddetecttheexactpositionofforgery.
Theproposedalgorithmcanbeusedindependentlywithoutanyreferencesignals.Theexperimental
resultsshowthat theproposedalgorithmhasgoodperformanceindetectingforgeryvideoswith
varyingdegreesofdeletion,duplicationandinsertionofframes.
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1. INTRoDUCTIoN

The electric network frequency (ENF) is the frequencyof thepowerdistributionnetworks.The
nominalvalueofthefrequencyis50Hzor60Hz,anditusuallyfluctuatesaroundthenominalvalue
becauseofthechangingloadinthegrid.Aresearchpointedoutthattherangeofthefluctuationis
±0.6Hz(Grigoras,2005).TheENFsignalwouldaffectalldevicesconnectingtothegrid,andthe
effecthasahighdegreeofuniformitywithinthesamegrid(Sanders,2008).

The ENF signal has been used in audio forensics in the latest years. The sound recording
equipmentpoweredbythegridwillrecordtheENFsignalintheaudiofile,andthissignalcanbe
usedasevidenceforaudioforensics.OneapproachofENFbasedaudioforensicalgorithmsisto
comparetheENFsignalextractedfromtheaudiowiththesignalextractedfromthegridtoidentify
thegenerationtimeandlocationofthesoundrecordingandtodetectanytamperingintheaudio
(Brixen,2008;Cooper,2008;Hajj-Ahmadetal.,2005;Hajj-Ahmadetal.,2013;Huijbregtseetal.,
2009;Kajsturaetal.,2005).Inordertousethesealgorithms,theENFsignalsreferencedatabases
needtobebuilt(Elmesalawyetal.,2014;Liuetal.,2012).Therearealsosomealgorithmsusingthe
continuityoftheENFsignaltodetectforgeryintheaudio(Nicolaldeetal.,2009;Rodríguezetal.,
2010).Thesealgorithmsareindependentofthereferencesignalandmoreflexibletouse.
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TheENFsignalhasalsobeenusedinvideoforensics.Inearlierwork,theENFsignalforvideo
forensicswasextractedfromtheaudiorecordedduringvideoshooting(Cooper,2011;Grigoras,
2007;Grigoras,2009),whilethesemethodscannotbeusedwhenthevideodoesnotcontainaudio
track.Later,somevideoforensicalgorithmsbasedontheENFsignalextractedfromvideohadbeen
proposed(Gargetal.,2011;Gargetal.,2013;Suetal.,2014a).Thesealgorithmsneedtomatch
theENFsignalfromavideotoaENFreferencedatabase,andrecentresearchefforthasfocusedon
findingnewmethodsforrapidandaccuratematching(Suetal.,2014b;Hajj-Ahmadetal.,2016).
However,thereferenceENFsignalextractedfromthepowergriddirectlyishardtobesatisfiedin
mostofthetime.Asaresult,thementionedmethodshaveseriouslimitationinpractice.

ItisnaturaltoconsiderusingthecontinuityoftheENFsignaltodetectvideoforgery.However,
itisverydifficulttousethecontinuityofENFsignalextractedfromvideosincethesamplingrateof
datapointsisnothighenough.Theframerateofthevideoisalwaysnotmorethan30fps,whichleads
tothelackofthedatapoints.Inordertosolvethisproblem,weanalyzetheENFsignalfromvideo
andemployaspecialmethodforENFsignalinterpolation.Asaresult,wecanusethereconstructed
ENFsignaltodetectforgerywithoutrelyingonareferenceENFdatabase.

Theproposedmethodfocusesondetectingthe inter-framevideoforgery,whichtampers the
wholeframeinsteadoftheregionintheframe.Framedeletion,duplicationandinsertionarethree
ofthemostcommonusedinter-framevideoforgerymethods,sothispapermainlyinvestigatesthe
detectionalgorithmtothesethreeforgerymethods.ThemaincontributionofthispaperisanENF
basedinter-framevideoforgerydetectionmethodwhichdoesnotneedthereferenceENFsignal
andcanbeusedtodetecttheaccurateforgerypositioninthesurveillancevideowithstaticscene.
TheproposedmethodismuchmorepracticalthanotherexistingENFbasedvideoforgerydetection
methodsinpractice.

Therestofthispaperisorganizedasfollows.Section2describestheprincipleandimplementation
ofouralgorithm.Section3discussesthepracticalproblemsinthealgorithm.Section4analysesthe
experimentalresults.Section5concludesthepaper.

2. THE PRoPoSED ALGoRITHM

2.1 Reconstruction of ENF Signal
ThemainsourceoftheENFsignalinvideoistheflickerofthelighting.InoneperiodoftheENF
signal,thevoltageamplitudewillreachitsmaximumvaluetwice,whichmakesthefrequencyofthe
flickertwicethepowergridfrequency.Asmentionedabove,thenominalvalueoftheENFfrequency
iscommonly50or60Hz,sotheflickerfrequencywillbe100Hzor120Hz.Theflickercannotbe
noticedbyhumanbecauseofitsfrequency,butitcouldberecordedinthevideostakenunderlighting.

Eachframeinthevideoisasampleoftheflickersignal.Thesamplingrate(thesameasthevideo
framerate)isusuallynomorethan30Hz,whichislowerthantheflickerfrequency.Fortunately,
boththeENFsignalandtheflickersignalarenarrowband.Accordingtothesamplingtheorem,the
samplingratefscanbeusedtocapturealltheinformationfromanarrowbandsignalifitsatisfies
theconditionbelow:
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