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ABSTRACT

In this article, the authorspropose adeep learning framework formalware classification.There
hasbeenahugeincrease in thevolumeofmalware inrecentyearswhichposesserioussecurity
threatstofinancialinstitutions,businesses,andindividuals.Inordertocombattheproliferationof
malware,newstrategiesareessentialtoquicklyidentifyandclassifymalwaresamples.Nowadays,
machinelearningapproachesarebecomingpopularformalwareclassification.However,mostof
these approaches are based on shallow learning algorithms (e.g. SVM). Recently, convolutional
neuralnetworks(CNNs),adeep learningapproach,haveshownsuperiorperformancecompared
totraditionallearningalgorithms,especiallyintaskssuchasimageclassification.Inspiredbythis,
theauthorsproposeaCNN-basedarchitecturetoclassifymalwaresamples.Theyconvertmalware
binariestograyscaleimagesandsubsequentlytrainaCNNforclassification.Experimentsontwo
challengingmalwareclassificationdatasets,namelyMalimgandMicrosoft,demonstratethattheir
methodoutperformscompetingstate-of-the-artalgorithms.
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INTRoDUCTIoN

Malwareismalicioussoftware(e.g.viruses,worms,Trojanhorses,andspyware)thatdamagesor
performsharmfulactionsoncomputersystems(MalwareDefinition,2017). In this Internet-age,
manymalwareattackshappenthatposeserioussecuritythreatstofinancialinstitutionsandeveryday
users.Priorstudiesalsohighlightthatmalwareanalysisiscrucialfordigitalforensicinvestigation
(Kaur&Nagpal,2012).Figure1representsthenumberofmalwaresspottedinayear.Itisclear
thatthetotalnumberofinstancesofmalwarehasdrasticallyincreasedovertheyears.Forexample,
Symantecreportedthatmorethan357millionnewvariantsofmalwarewereobservedin2016(Internet
SecurityThreatReport,2017).Oneofthemainreasonsforthishighvolumeofmalwaresamplesis
theextensiveuseofobfuscationtechniquesbymalwaredevelopers,whichmeansthatmaliciousfiles
fromthesamemalwarefamily(i.e.similarcodeandcommonorigin)areconstantlymodifiedand/
orobfuscated.Inordertocopewiththerapidevolutionofmalware,itisessentialtodeveloprobust
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malwareclassificationtechniquesthataretolerantofvariantsofmalwarefilesthatbelongtosame
family.Towardsthisendeavor,weproposeadeeplearningarchitectureformalwareclassification.

Conventionalmethodsusebinarysignaturesofmalwareforanalysis.Malwaretypicallycarries
a uniquely identifiable signature. Signature-based methods were extensively used in the past in
anti-virussoftware.Giventheexponentialincreaseinmalwarefilesanddegreeofvariation,these
signature-basedmethodsarenotscalable.Othermethodsformalwareanalysis includestaticand
dynamiccodeanalysis (Nataraj,Karthikeyan, Jacob,&Manjunath,2011). In staticanalysis, the
malwarecodeisdisassembledtofindmaliciouspatterns.Incontrast,dynamicanalysisisdoneby
executing themaliciousprogram inavirtualenvironmentand itsbehavior isanalyzedbasedon
executiontrace.Dynamicanalysisismoreeffectivethanstaticasitdoesnotrequiredisassembling,
butitistimeconsumingandresourceintensive.Also,itispossiblethatduringthedynamicanalysis
maliciousbehaviorsgounnoticedbecausethevirtualenvironmentmaynotbeabletosimulatethe
exactrealconditions(Nataraj,Karthikeyan,Jacob,&Manjunath,2011).

Previousresearchonmalwareclassificationsuggest thatmalwaresamples typically fall into
a family that sharecommonbehavior.Mostnewmalwarearevariantsofexistingones (Nataraj,
Karthikeyan,&Manjunath,2015).Hence, theprospectofbuildingamethodthatcanefficiently
classifymalwarebasedonitsfamilyirrespectiveofbeingavariant,seemsespeciallyfruitfulanda
meansofdealingwiththerapidgrowthofmalware.

Inthispaper,wetakeacompletelydifferentapproachtoanalyzeandclassifymalwarecompared
withtraditionalmethods.WeuseaConvolutionalNeuralNetwork(CNN),adeeplearningarchitecture,
totacklethisproblem.

Recently,CNNshaveproducedstate-of-the-artperformanceonthe imageclassificationtask
inthefieldofcomputervision.Motivatedbythissuccess,wetranslatethemalwareclassification
problemintotheimageclassificationproblemtobeaddressedusingCNNs.Wefirstlyrepresenteach
malwarebinaryfileasagrayscaleimageandthentrainaCNNarchitecturetoperformclassification.
Previouswork(Nataraj,Karthikeyan,Jacob,&Manjunath,2011)showedthatmalwarebelonging
tosamefamilyarevisuallysimilar,whichisbeneficialwithrespecttothecapacityforaCNNto
detectrelevantpatterns.Thisisespeciallytruegiventhatthesameorsimilarcodeisusuallyused
togeneratevariantsofmalware.However,themethodproposedin(Nataraj,Karthikeyan,Jacob,&
Manjunath,2011)haveseveralshortcomings(SeetheRelatedWorksection).

There is a recent work (Gibert Llauradó, 2016) that uses CNN for malware classification,
butitisstillveryshallowinarchitecture.Incomputervision,researchershaveshownthatdeeper
CNNarchitectures(e.g.(Simonyan&Zisserman,2014))arehelpfulinminimizingerrorforimage
classificationtasks.Inthispaper,wetaketheapproachofvisionresearchersandadopttheirtechnique
formalwareclassification.

CoNTRIBUTIoNS

Wemakethefollowingmaincontributionsinthispaper:

1. Wedevelopadeepconvolutionalneuralnetwork(CNN)architectureformalwareclassification,
which isgeneric innature,unlike traditionalmethods.Existing techniques thatachievehigh
accuracyareoften tailored fora specificdataset. Incontrast, theproposedapproach isdata
independentandlearnsthediscriminativerepresentationfromthedataitselfratherthandepending
onhand-craftedfeaturedescriptors.

2. Weshowthatmalwareclassificationwithhigheraccuracyispossibleevenifonlyaportionof
malwaresampleisavailable.Asfarasweknow,wearethefirsttodevelopCNN-basedmethod
thatcanclassifymalwaresamplesusingonlypartialknowledgeofthepropertiesofsamples.In
addition,thereareanumberofadvantagesoftheproposedapproachthatarediscussedinthe
Advantagessection.
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