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ABSTRACT

Unmannedaerialvehicles(drones)havegainedincreasedpopularityastheirinnovativeusescontinue
toexpandacrossvariousfields.Despitetheirnumerousbeneficialuses,droneshaveunfortunately
beenmisused,throughmanyreportedcases,tolaunchillegalandsometimescriminalactivitiesthat
posedirectthreatstoindividuals,organizations,publicsafetyandnationalsecurity.Thesethreatshave
recentlyledlawenforcementagenciesanddigitalforensicinvestigatorstopayspecialattentionto
theforensicaspectsofdrones.Thisimportantresearchtopic,however,remainsunderexplored.This
studyaimstofurtherexploredroneforensicsintermsofchallenges,forensicinvestigationprocedures
andexperimentalresultsthroughaforensicinvestigationstudyperformedonaParrotARdrone2.0.
Inthisstudy,theauthorspresentnewinsightsondroneforensicsintermsofforensicapproaches,
accesstodrone’sdigitalcontainersandtheretrievalofkeyinformationthatcanassistdigitalforensic
investigatorsestablishownership,recuperateflightdataandgainaccesstomediafiles.
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INTRoDUCTIoN

Unmannedaerialvehicle(UAVa.k.a.drone)isaremotelycontrolledaircraft.Itiscapableofcapturing
imagesandvideosequencesofatargetedregionandtransferringthemtoaremoteserverforstorage
andfurtherprocessing.Theservercanbeco-locatedwiththeGroundControlStation(GCS)orit
canbehousedinasecuredcloudenvironment.Adroneisusuallycontrolledbyahandhelddevice
suchasaradiocontroller,amobilephoneoratablet(Singh,2015).

The past few years have witnessed a steady proliferation of drones across a wide spectrum
of applications including recreational, commercial, educational, law enforcement, and national
securityuses.BusinessInsider(BI)Intelligenceexpectssalesofdronestosurpass$12billioninthe
U.S.by2021(Camhi,2016).Today,dronetechnologyisnolongerconfinedtohigh-endmilitary
andmeteorologicaluses.Infact,smallUAVtoys,whicharecapableofcapturinglivevideosand
images,canbepurchasedtodayforfewhundreddollarsfromvarioustoyretailers(Hyde,2014).In
theconsumermarket,majorplayerslike3DRobotics,ParrotandDJIareconstantlyexpandingthe
usefulnessoftheirUAVproductlineswithnewfeatures,betterperformanceandenergyefficiency,
aswellassmallersize,reducedweightandenhancedusability.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
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AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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Recentadvancesinembeddedsystems,nanotechnologies,sensortechnologies,imageprocessing
andnavigationsystemshavegivenrisetoanewbreedofaffordableUAVswithpowerfulinformation
collection,storageandprocessingcapabilities.TheUAVhobbycommunity isalsoboomingand
variousonlineblogsandforumshavebeenestablishedtosupportcustomizedusageofdrones.

TheIntelligence,Surveillance,andReconnaissance(ISR)featuresofUAVshaveenabledamyriad
ofnewapplicationsandusesofthesedevicesthatgobeyondtherecreationaluses(Ravich,2015).
Infact,whenequippedwithsophisticatedalgorithmsfor informationacquisitionandprocessing,
UAVscanretrievearichsetofinformationfootagesincludinghighresolutionimagesandvideos,
thermalimages,andaccurate3Dtopographicalmaps,amongmanyothers.Accordingly,UAVshave
beenusedinvarioustaskssuchasfilmmaking,ecosystemmonitoring,precisionirrigation,parcel
delivery,borderpatrolling,crowdmonitoringinmajoreventsandidentificationofhazardousmaterial.
Addedtothis,theyhavebeenimplementedinsearch-and-rescueoperations,damageassessmentand
cetera(Singh,2015).

Unfortunately,UAVscanaswellbeusedtolaunchillegalactions,includingvoyeurism,invasion
oftheprivacyofcitizensandsensitiveplaces,smugglingofcontrabanditems,spyingonindividuals
orothernationstates.Thisusagemayincludealsoespionageoncompaniesandgovernmententities,
andtheunauthorizedlaunchingofaerialmissileattacks.Intherecentpast,droneshavealsobeen
caughtinunintendedviolationofno-flyzones.Today,thereisagrowingfearthattheymightbeused
byterroriststoperpetratepanicorcauseotherdamages(Elandset.al,2016).

Thepastfewmonthshavewitnessedanincreasingnumberofreported“illegal”usagesofdrones,
includingcommercialusagesthatviolateFAAregulations,unlawfulsurveillanceanddrugsmuggling,
amongmanyothers.Thiobane(2015)arguedthatdronesaretargetedbycriminalsfortheirpayload
value,andtheircapabilitiestolaunchdatabreachandcyber-attacks.Forinstance,onOctober2015,
a Tulsa man was accused of using a drone to smuggle contraband items to an Oklahoma State
PenitentiaryinmatewithTulsagangties(Pickard,2016).OnJuly2015,thePakistanarmyclaimed
thatdigitalforensictestsonaQuadcopteritdownedalongthelineofcontrol(LoC)revealedthatthe
deviceoriginatedfromIndia.TVmediahavealsoreporteddrones’violationofrestrictedairspace
aroundnuclearsubmarinesiteandairnavigationordersatmajorsportingevents,andthecatching
ofabandonedUAVsattheWhiteHouselawn(Kovar,2015).Manyotherdrone-relatedincidents
havebeenreportedinthepress,includingtheusageofdronestosmuggledrugsovertheUS/Mexico
border,andtheflyingofdronesoverrestrictedandcontrolledairspacessuchastheairports.The
potentialcriminalusageofdroneswillbefurtheramplifiedasthesedevicescontinuetoevolvewith
anewbreedofembeddeddevicesandcapabilities.

Droneshavethecapabilitytorelayvideoimaging,launchcyber-attacks,jam,hackorspoofthe
wirelesscommunicationlinksofsurveillance,publicsafetyandsecuritydevices(Hyde,2014;Elands
et.al,2016).Forexample,Paganini(2014)reportedthattheSnoopyapplication,runningonadrone,
candetectthepresenceofanearbymobilephoneandtricksitsownerthats/heisconnectingtoa
trustedaccesspoint,whichcanpotentiallyleadtoidentitytheftattacks.Dronesarealsovulnerable
to cyber security attacks (e.g., jamming, spoofing,hacking, andeavesdropping) that can lead to
hijacking,theftofcollectedinformation,andlossofcontrol(Elandset.al,2016).

Theillegitimateusesofdronesledmanylawmakers,civilgroups,lawenforcementagencies,
aviation regulators,andgovernmentsexpress theirdeepconcernover thepotentialunlawfuland
criminalusagesofthesedevices.ThisconcernisfurtheramplifiedbythefactthatUAVsareaccessible
toalmostanybodyatanylocationateverypricepointandatanytime(Ravich,2015).Thepastfew
yearshavewitnessedarapidgrowthinthenumberofstartupcompanieswithinnovativetechnologies
andapplicationsfordroneusageandmanypeoplearebecomingskepticalaboutthefuturelandscape
ofdroneusage(Elandset.al,2016).Whennotproperlycontrolled,orwhenoperatedduringbad
weatherconditions,droneshavebeeninvolvedinmanyincidentsinvolvingcollisionswithmanned
aircraftsanddamagestoaircrafts’engines(Elandset.al,2016).Amalfunctioningdronecancrash
overpersonsandpropertiesontheground,resultinginpotentialphysicaldamagesandinjuries.
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