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ABSTRACT

Videoforgeryhasbeenincreasingovertheyearsduetothewideaccessibilityofsophisticatedvideo
editingsoftware.Ahighlyaccurateandautomatedvideoforgerydetectionsystemwillthereforebe
vitallyimportantinensuringtheauthenticityofforensicvideoevidences.Thisarticleproposesanovel
TriangularPolarityFeatureClassification(TPFC)videoforgerydetectionframeworkforvideoframe
insertionanddeletionforgeries.TheTPFCframeworkhashighprecisionandrecallrateswithasimple
andthreshold-lessalgorithmdesignedforreal-worldapplications.Systemrobustnessevaluationsbased
oncrossvalidationanddifferentdatabaserecordingconditionswerealsoperformedandvalidated.
EvaluationontheperformanceoftheTPFCframeworkdemonstratedtheefficacyoftheproposed
frameworkbyachievingarecallrateofupto98.26%andprecisionrateofupto95.76%,aswellas
highlocalizationaccuracyondetectedforgedvideos.TheTPFCframeworkisfurtherdemonstrated
tobecapableofoutperformingothermodernvideoforgerydetectiontechniquesavailabletoday.
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INTRoDUCTIoN

Technologyadvancements in computing andvideoprocessing technologies in recentyearshave
enabledtheemergenceofnewerandmoresophisticatedvideoeditingsoftwaretools.Withthefact
thatmostofthesevideoeditingsoftwaretoolscanbeeasilyaccessibleonlineatpracticallynocost,
itisnotsurprisingthatcriminalactsassociatedwithvideoforgerysuchasonsurveillancevideos
areincreasinglybecomingmoreprevalentnowadays.

Criminalmaybeusingvideoforgeryasawaytogetacquittedonthebasisthatthevideoevidences
presentedincourtcouldnotprovethattheyhaveperformedthecrimeataparticulartimeorplace.
Incriminalcourtcasesparticularlyrelatedtosensitiveorhigh-profilecases,itislikelythatavideo
thatismodifiedoreditedevenslightlywillbedeemedasunacceptabletobeusedasevidenceinthe
court.Itisthereforeimperativethatahighlyaccurateforgerydetectionsystemisdevelopedtoensure
theauthenticityofthevideosusedasevidencesincourt.

Detectionofvideoforgerycanbeclassifiedintointra-frameorinter-frameforgerydetection.
Inintra-frameforgerydetection,theaimistolocatetheforgedportionsorregionswithintheimage
associatedwithaparticularvideoframewhereasininter-frameforgerydetection,theaimistolocate
forgedframeswithinthefullvideosequence(Milanietal.,2012;Kingra,Aggarwal,&Singh,2016).

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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Criminalvideoforgeryactsareusuallyassociatedwithinter-frameforgeriesespeciallyonframe
insertionanddeletionforgeries.Thisisdueinparttotherelativeeaseofperforminginter-frame
forgerywithanybasicvideoeditingsoftwareascomparedtointra-frameforgery.

ThisarticleproposesanovelTriangularPolarityFeatureClassification(TPFC)videoforgery
detectionframeworkforvideoframeinsertionanddeletionforgeries.Theproposedalgorithmhas
highprecisionandrecallrates,andisconsiderablylesscomplexinthesystemarchitecturedesign
comparedtoothermorecommonforgerydetectionsystemsbasedonopticalflowconsistencyas
detailedinChao,Jiang,andSun(2013)orsystemsbasedonevaluationofcodingstandardsthat
usuallyinvolvemorecomplexoptimizationalgorithmssuchasthosedetailedinWangandFarid(2007)
andAghamalekiandBehrad(2016).Thelowercomplexityassociatedwiththeproposedalgorithm
willnaturallyleadtotheadvantageoffasterprocessingtimeinauthenticatingvideoevidencesin
real-worldcourtcasescenarioswhereitiscommonthatalargenumberofvideosmayneedtobe
authenticatedunderalimitedtimeconstraint.Otherimportantcriteriasuchasrobustness,localization
capabilityandthreshold-lesssystemdesignwerealsoconsideredintheproposedframework.Thegood
performanceofthesystemtogetherwithpracticalconsiderationsofhavingarobust,threshold-less
andcomputationalefficientalgorithmdesignmakestheproposedapproachawelcomingadditionto
thearsenalofalgorithmsavailabletodayforreal-worldinter-frameforgerydetection.

ReLATeD woRK

Inthefollowingsubsections,areviewoftheexistingtechniquesforinter-framevideoforgerydetection
willbepresented.Thesetechniquesarebroadlyaggregatedintothreemaincategories;(1)camera-
baseddetectiontechniques,(2)coding-baseddetectiontechniquesand(3)contentinconsistencies
detectiontechniques(Milanietal.,2012;Kingraetal.,2016).Limitationsandchallengesassociated
withthesetechniqueswillbediscussedinthelastsubsection.

Camera-based Detection Techniques
Camcorderswillusuallyleaveatraceorfootprintintherecordedvideosthatcouldbeusedforvideo
forgerydetection.Inparticular,Kurosawa,Kuroki,andSaitoh(1999)demonstratedChargeCoupled
Device(CCD)Fingerprintmethodforcameraidentificationbasedontheusageoffixedpatternnoise
generated fromdarkcurrentsonCCDchips.Thevideosequenceshowevermustbe recorded in
darkplacesforthemethodtowork.Hsu,Hung,Lin,andHsu(2008)performedcorrelationanalysis
on temporal noise residue based on Gaussian Mixture Model (GMM) technique. The approach
howeverwasdesignedtodetecttemporalcopy-pasteinpaintingandmaynotbeapplicableforinter-
frameforgerydetection.Kobayashi,Okabe,andSato(2009,2010)evaluatedvideoauthenticityby
detectinginconsistenciesinNoiseLevelFunctions(NLFs).Limitationsarethattheyweredeveloped
todetectforgeryinstaticscene,andanyalterationofbrightnessofforgedregioninthevideomay
affectfittingofNLF.

Coding-based Detection Techniques
Cameracodingstandardcanintroduceself-generatedartifactsthatcanbeusedtoaidinthevideo
forgerydetection (Milani et al., 2012;Kingraet al., 2016).Particularly,WangandFarid (2006)
performedforgerydetectionondoublycompressedMovingPictureExpertsGroup(MPEG)video
sequence.AsMPEGvideosperformcompressionbypartitioningvideoframesintoGroupOfPictures
(GOP) structure, the resulting motion error from inter-frame forgery will be periodic in nature,
occurringinallsubsequentGOPsafterframeinsertionordeletionpoint.Thetechniquehowever
canonlybeusedforfixedGOPencodingandisunabletodetectdeletedframeswithmultipleGOP
length.WangandFarid(2007)performedforgerydetectionininterlacedanddeinterlacedvideoby
utilizingdisturbancedetectiontechniques.Theapproachhoweveriscomputationallycostly,developed
mainlyforintra-frameforgerydetectionandmaynotworkwellforlowqualityvideo.Aghamaleki
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