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ABSTRACT

Steganographyisawidely-usedtechniquefordigitaldatahiding.Imagesteganographyisthemost
popularamongallotherkindsofsteganography.Inthisarticle,anovelkey-basedblindmethodforRGB
imagesteganographywheremultipleimagescanbehiddensimultaneouslyisdescribed.Theproposed
methodisbasedonDiscreteCosineTransformation(DCT)andDiscreteWaveletTransformation
(DWT)whichprovidesenhancedsecurityaswellas improve thequalityof the stego.Here, the
coverimagehasbeentakenasRGBalthoughthemethodcanbeimplementedongrayscaleimages
aswell.Thefundamentalconceptofvisualcryptographyhasbeenutilizedhereinordertoincrease
thecapacitytoagreatextent.Tomakethemethodmorerobustandimperceptible,pseudo-random
numbersequenceandacorrelationcoefficienthavebeenusedforembeddingandtheextractionof
thesecrets, respectively.Therobustnessof themethodis testedagainststeganalysisattackssuch
ascrop,rotate,resize,noiseaddition,andhistogramequalization.Themethodhasbeenappliedon
multiplesetsofimagesandthequalityoftheresultantimageshavebeenanalyzedthroughvarious
matricesnamely‘PeakSignaltoNoiseRatio,’‘StructuralSimilarityindex,’‘StructuralContent,’
and‘MaximumDifference.’Theresultsobtainedareverypromisingandhavebeencomparedwith
existingmethodstoproveitsefficiency.
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1. INTRoDUCTIoN

TofindthemeaningofSteganography,onehastorevealtheGreekwords–‘steganos’whichmeans
“concealed,coveredorprotected”and‘graphein’whichmeans“writing”.Insummary,Steganography
istheancientartofconcealingclassifiedinformationintoacoverobject.Thecovercanbeofthesame
formatofthesecretorofsomeothermedia.WhereasCryptographyisthescienceofencryptingthe
secretinsuchawaythattomakeitreadabletherecipienthastodecryptthesecretwithaproperkey.
Themainadvantageofsteganographyovercryptographyisthatthepresenceofsecretisunknown
toeveryoneexcepttheintendedrecipientandhenceitavoidstheunnecessaryattentionasanobject
ofbeingscrutinizeddespiteofhowsecurethealgorithmis.

Themainobjectivesofsteganographycanbesummarizedasfollows:

• Hidethesecreteffectivelywithoutrevealingtheexistenceofthesecret
• Successfulretrieveofthesecretwithoutanyalteration
• Increasechannelembeddingcapacitybyengravingmaximumbitspossibletoutilizethechannel

inthebestpossiblemanner
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Inacrux,intendoftheproposedmethodistointroduceanewimagesteganographymethod
whichcanhidemultiplebinarysecretsinanRGBcovertransformingintofrequencydomain.The
aimistoenhancethecapacityusingvisualcryptographyandimprovethesecurityapplyingboth
DCTandDWT.

Thefieldofsteganographyhasbeenstratifiedintodifferentdomainsaccordingtothedifferent
typesofcoversbecausethecovercanbetakenastext,image,audio,videoetc.Incaseofimage
steganography,thesecretisembeddedintothecoverimage.However,ifthechangesaredirectly
incorporatedintothecoverimagepixels,thereisahighprobabilitythatthechangeswillbeproneto
easilydetect.Therefore,thecoverimageisconvertedintofrequencydomainusingvariousmethods
likediscretecosinetransformation(DCT),discreteFouriertransformation(DFT),discretewavelet
transformation(DWT)etc.beforemakinganyalterations.HereDCTandDWTbothwillbediscussed
indetailasthesetwotechniquesarecruxoftheproposedmethod.

Inaddition,thefundamentalconceptofvisualcryptographyhasbeenappliedheretoincrease
thecapacityaswellastoenhancethesecurityoftheconfidentialinformation.Visualcryptography
isanotableencryptionmethodwhichallowsconcealinginformationintoimagesinsuchawaythat
thedecryptioncanbeperformedusinghumanvisionevenwithouttheusageofacomputerifand
onlyifcorrectkeyimagesareoverlapped.Thishasbeendiscussedinsection2.1withmoredetails.

Furthermore,PNsequencehasbeenusedtoembedthesecretintotheimagewhilecorrelation
function has been deployed to decrypt the information. The PN sequence is generated by using
particularkeykasthe(k+1)thbitofthesequenceisafunctionofk.Theextractionprocedureis
basedonthecorrelationbetweenthesamePNsequenceusedduringembeddingprocedureandthe
modifiedpixelvalues.Therefore,togeneratethesamePNsequenceinbothembeddingandextraction
processes,keyisessential.Theproposedmethodhasbeenthoroughlyscrutinizedthroughvarious
standardmetricsandtheexperimentalresultsprovesitefficacyandimperceptibility.

Inthismethod,afterapplyingvisualcryptographytoeachcolorcomponentoftheRGBcover,
DWTisappliedfollowedbyDCTandfinallythesecretisembeddedinthemid-bandregionusing
PNsequence.Fortheretrieval,thereversepathhastofollow.

2. LITeRATURe SURVey

Steganographyisatechniqueofhidingsecretsfromthepotentialmonitorsorchannelsadministrators
sothattheycouldnotevenknowthatasecretmessageisbeingtransmitted.Onthecontrary,incase
ofcryptography,theyknowthatamessageisbeingsentbutitisnotinareadableformatandhence
itrequiresakeytodecryptthesecret.Thiscanbeelucidatedbyasimpleexample:ifamanwhohas
noknowledgeofancientEgyptianlanguagesfindsascrollwritteninhieroglyphics,themessageis
encryptedtohimandhecannotunderstandituntilheisabletodecipherit.Ontheotherhand,an
elementaryexampleofsteganographywouldbeifthemessagewerewrittenwithinvisibleink.

AccordingtoKahn(1996),theoriginofsteganographyismorelikelytobephysiologicalor
biological.Itcomesfromthenaturalinstinctofanimalstohidesecretssuchasturtleshidingtheir
eggsinthesandorhumanshidingtreasures.Whilethetermcryptographymeans“secretwriting”,
steganographymeans“coveredorprotectedwriting”.Thefirstdocumentedusageofsteganography
datesbackto440BCwhenGreekrulerHistaeusshavedtheheadofhismosttrustedslavestowrite
secretmessagesontheirheadandfinallywhentheirhairgrewback,themessagewasconcealed.
Thereareplentyofsuchexamplesofsteganographyliesinourhistory.

Nowwhatdiffersage-oldsteganographyfromthemodernonesistheformatofthecoverofthe
intendedsecrets.Inearliertimes,thepreferablecoverswerehumanskin,oruseofpaperbywriting
ininvisibleink,andmanyothersimpleorcomplexphysicalobjectswhilemodernsteganography
utilizesdigitalimages,videos,audiosascovers.AsdescribedbySwainandLenka(2014),basedon
thechoiceofcover,digitalsteganographycanbeclassifiedintothreemaincategorieswhichare-(i)
imagesteganography,(ii)audiosteganographyand(iii)videosteganography.
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