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ABSTRACT

Thecalibratedmatrixofthesecond-orderdifferenceofthepitchdelay(C-MSDPD)featurehasbeen
proventobeeffectiveindetectingsteganographybasedonpitchdelay.Inthisarticle,anewsteganalysis
schemebasedonmultiplestatisticalfeaturesofpitchdelayispresent.Analyzingtheprincipleofthe
adaptivemulti-rate(AMR)codec,thepitchdelayvaluesinthesameframeisdividedintogroups,in
eachofwhich,apitchdelayhasaclosercorrelationwiththeotherones.Todepictthecharacteristic
ofthepitchdelay,twonewtypesofstatisticalfeaturesareadoptedinthisarticle.Thenewfeatures
andC-MSDPDfeaturearetogetheremployedtotrainaclassifierbasedonsupportvectormachine
(SVM).Theexperimentalresultshowsthat,theproposedschemeoutperformstheexistingoneat
differentembeddingbitratesandwithdifferentspeechlengths.
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1. INTRoDUCTIoN

Steganographyisasecuritytechniquethatutilizesdigitalfilesornetworkprotocolstoembedsecret
messages(Provos&Honeyman,2003).Comparedwithtraditionalsecuritytechnology,steganography
has the advantage of concealment, which will make it undetectable for attackers. Accordingly,
steganographycanbeappliedtocovertcommunication.

Theresearchofsteganographyismainlyconcentratedinimages.Content-adaptivesteganographic
methods are the most secure schemes in recent years. Compare with traditional steganographic
methods,content-adaptivesteganographicmethodscanprovidebettersecuritytoresistthestatistical
detection.Filler,JudasandFridrich(2010)developedaframeworkwithSyndrome-TrellisCodes
(STCs),whichcouldbeusedforminimizingadditivedistortionbetweencoverandstegoimages.
TherearemanyalgorithmsimplementedbySTCs,suchashighlyundetectablestego(HUGO)method
(Bas,2010),spatial-universalwaveletrelativedistortion(S-UNIWARD)method(HolubandFridrich,
2013)etal.Toenhancethesecurityofcovertcommunication,Sedighi,CogranneandFridrich(2016)
proposedamethodbyusinganestimatedmultivariateGaussiancoverimagemodeltominimizethe
statisticaldetectability.Content-adaptiveimagesteganographicmethodsincreasethedifficultyof
detection,butsteganalysistechnologiesalsomakesomeprogressintheseyears.
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Rich-modelbasedsteganalysisisthemodernmethodsforstegoimagesdetection.Fridrichand
Kodovsky(2012)firstdesignarich-modelbasedsteganalysismethodfor imagessteganography.
In theirmethod,highdimensional featuresandensembleclassifierareemployed toenhance the
detection accuracy. Then Goljan, Fridrich and Cogranne (2014) designed an extension of the
spatialrichmodelforcolorimages.Todetectthecontent-adaptiveimagesteganographicmethods,
Denemark,BoroumandandFridrich(2016)designsomehighorderfeaturesbytheknowledgeof
theselectionchannel.Luoetal.(2016)analysisthecharacterofSTCsanddesignedasteganalysis
methodforHUGOsteganography.Themethodcannotonlydetectthestegoimagesbutalsoextract
thesecretmessages.Recently,Liu,YangandKang(2017)proposedasteganalysismethodcombines
convolutionalneuralnetworkwithrich-modelsandensembleclassifiers.Experimentalresultsshow
thatthemethodhasbetterperformancethanthestate-of-the-artone.However,duetothestructure
andcharacterdifferencesbetweentheparametersofimageandspeech,itishardtodirectlyemploy
thesteganalysismethodsonimagetoachieveeffectivedetectionforspeechsteganography.

Inrecentyears,withthedevelopmentofmobilenetworkandsmartphone,VoiceoverIP(VoIP)
hasbecomewidelyemployedbymobilecommunicationsuchasnetworktelephoneorinstantmessage.
Comparedwithothercarriersforcovertcommunications,VoIPhasobviousadvantages,forexample,
itslargevolumeforembeddingdatacouldprovidehighcovertbandwidth,anditsinstantaneitycould
providereal-timecommunicationenvironment.Therefore,therearemanyworkshavebeendonefor
thesteganographybasedonVoIP.Asastandardofspeechcompression,AMRiswidelyemployed
by3G,4GsystemsorVoIPinspeechservices.Duetoitsgreatperformanceonspeechcompression,
AMRisadoptedasthefileformatformanycommunicationapplicationssuchasintentmessageor
speechrecorderonsmartphones.Therefore,thesteganographyofAMRspeechcodechasattracted
extensiveattentioninrecentyears.

Ingeneral,thesteganographybasedonVoIPcanbedividedintotwoclasses(Mazurczyk,2013):
ThefirstonecarriesoutinformationhidingbymodifyingtheprotocolofVoIP(Huang,Yuan,Chen
&Xiao,2011;Jiang,Tang,Zhang,Xiong&Yip,2016;Mazurczyk&Lubacz,2010),theotherone
embedssecretmessagesbymanipulatingtheparametersofspeechcodecduringorafterencoding
process.The steganographybasedonparameter modification is themost commonapproach for
covertcommunicationbasedonVoIP.Becauseoftheredundancyofcompressspeech,slightlychange
ofparameterwouldnotaffectthespeechqualityobviously.WuandYang(2006)foundthatfixed
codebookindicesareideallysuitableforembeddingsecretmessage.Theyproposedanapproach
ofsteganographybasedonAnalysis-by-Synthesis(ABS)bymodifyingthefixedcodebookindex
parameterinthecourseofencodingprocess.Toenhancethesecurityofsteganography,Wu,Cao,
andLi(2015)adoptedmatrixcodinginthemodificationoffixedcodebookindexafterward.Geiser
andVary(2008)proposedasteganographymethodbasedonanalternativesearchstrategyofthe
fixedcodebook.Theexperimentalresultsdemonstratethatthemethodcausesanegligibleeffecton
thesubjectivequalityofthecodedspeechwithhighspeedofsecretemessagestransmission.Miao
etal.(2012)alsochoosefixedcodebookindicesasthecarriertoembedmessages,andtheyusedan
embeddedfactortocontroltheembeddingcapacity.Themethodcanembedmessagewithbothhigh
capacityandlowspeechdistortionbyadjustingthefactorduringtheprocessofspeechencoding.

Besides the fixed codebook indices, Liner Prediction Coefficient (LPC) is another feasible
domainforsteganography.Xiao,Huang,andTang(2008)utilizedanalgorithmcalledcomplementary
neighbor vertices (CNV) to divide the codebook into two parts. Quantization index modulation
(QIM)isemployedtoembedbitsintoLPCduringcodebooksearching.Toenhancethesecurityof
QIM,Tian,LiuandLi(2014)introducedanovelsteganographicmethodbasedonrandomposition
selectionandmatrixencodingstrategy.Theexperimentalresultsshowthattheapproachhasgreater
steganalysisresistancethantheXiao’sone(Xiaoetal.2008).Liu,Tian,LuandChen(2015)utilized
thematrixembeddingstrategytohidesecretinformationduringthelinearpredictivecodingprocess.
Themethodhasbetterperformanceforresiststeganalysisandlowerspeechdistortion.
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