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ABSTRACT

computing is not feasible
perfect alternativ e is suitable for many 1oT services as it has many
extensive benefit as jgeduced latency, decreased bandwidth, and enhanced
ver, acteristics of fog raise new security and privacy issues.

securi
The & ecurity and privacy measures of cloud computing cannot be directly
appliea puting. This chapter gives an overview of current security and

ongoing research, security challenges, and trends in security and privacy issues
for fog computing.
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Security Issues in Fog Computing for Internet of Things
INTRODUCTION

The Internet of Things (IoT) is one of the trending innovations that has the potential
to provide enormous benefits to the society. The development of the IoT is reaching
a stage at which many of the things around us will be able to connect to the Internet
to communicate with each other (Atlam et al., 2017). During the inception, the IoT
was intended to reduce human efforts and use different types of actuators and sensors
to collect data from the environment and allow automatic storage and processing of
these data (Giang et al., 2014; Atlan et al., 2018).

IoT market is expected to grow from more than 15 billion devices
to more than 75 billion in 2025 (Friedman, 2018). [oT requires arob
foundation for its swift development and acceptance from the scien
Hence, the fog computing is a very strong candidate to provi

ee years ago

As shown in Figure 1, from a conceptual poi
computing to serve as an intermediate level of
the protocols of cloud computing and IoT. T
Computing servers are super fastin contrast to

lessly handshaking
any benefits: 1) Cloud
ces. Fog computing devices
evices. 2) This intermediate
s (such as patch updates, etc.) to be
devices, software updates can be

Figure 1. Fog computing proposed as a gateway in between cloud computing and IoT

n)) @!FE'
= il éréE;]Lﬂ

Cloud Computing Fog Computing Internet of Things

54



9 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/security-issues-in-fog-computing-for-
internet-of-things/236440

Related Content

Security Issues and Its Countermeasures in Examining the Cloud-Assisted
loT

Govind P. Gupta (2018). Examining Cloud Computing Technologies Through the
Internet of Things (pp. 91-115).
www.irma-international.org/chapter/security-issues-and-its-countermeasures-in-examining-the-
cloud-assisted-iot/191834

Fog Computing Architecture, Applications and Security Issues

Rahul Newareand Urmila Shrawankar (2020). International Journal of Fog Computing
(pp. 75-105).
www.irma-international.org/article/fog-computing-architecture-applications-and-security-
issues/245711

A Recent Study on High Dimensional Features Used in Stego Image
Anomaly Detection

Hemalatha J, KavithaDevi M.K.and Geetha S. (2018). Applications of Security,
Mobile, Analytic, and Cloud (SMAC) Technologies for Effective Information
Processing and Management (pp. 49-66).

www.irma-international.org/chapter/a-recent-study-on-high-dimensional-features-used-in-stego-

image-anomaly-detection/206589

Multi-Aspect DDOS Detection System for Securing Cloud Network
Pourya Shamsolmoali, Masoumeh Zareapoorand M.Afshar Alam (2019). Cloud
Security: Concepts, Methodologies, Tools, and Applications (pp. 1952-1983).
www.irma-international.org/chapter/multi-aspect-ddos-detection-system-for-securing-cloud-
network/224666

Edge Computing: A Review on Computation Offloading and Light Weight
Virtualization for l1oT Framework

Minal Parimalbhai Pateland Sanjay Chaudhary (2020). International Journal of Fog
Computing (pp. 64-74).

www.irma-international.org/article/edge-computing/245710



http://www.igi-global.com/chapter/security-issues-in-fog-computing-for-internet-of-things/236440
http://www.igi-global.com/chapter/security-issues-in-fog-computing-for-internet-of-things/236440
http://www.igi-global.com/chapter/security-issues-in-fog-computing-for-internet-of-things/236440
http://www.irma-international.org/chapter/security-issues-and-its-countermeasures-in-examining-the-cloud-assisted-iot/191834
http://www.irma-international.org/chapter/security-issues-and-its-countermeasures-in-examining-the-cloud-assisted-iot/191834
http://www.irma-international.org/article/fog-computing-architecture-applications-and-security-issues/245711
http://www.irma-international.org/article/fog-computing-architecture-applications-and-security-issues/245711
http://www.irma-international.org/chapter/a-recent-study-on-high-dimensional-features-used-in-stego-image-anomaly-detection/206589
http://www.irma-international.org/chapter/a-recent-study-on-high-dimensional-features-used-in-stego-image-anomaly-detection/206589
http://www.irma-international.org/chapter/multi-aspect-ddos-detection-system-for-securing-cloud-network/224666
http://www.irma-international.org/chapter/multi-aspect-ddos-detection-system-for-securing-cloud-network/224666
http://www.irma-international.org/article/edge-computing/245710

