
  2849

Chapter 5.30
Information Security Risk Analysis: 

A Pedagogic Model Based on a 
Teaching Hospital

Sanjay Goel
University at Albany, SUNY, and NYS Center for Information Forensics and Assurance, USA

Damira Pon
University at Albany, SUNY, and NYS Center for Information Forensics and Assurance, USA

Copyright © 2008, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

AbstrAct

There is a strong need for information security 
education, which stems from the pervasiveness 
of information technology in business and soci-
ety. Both government departments and private 
industries depend on information systems, as 
information systems are widespread across 
all business functions. Disruption of critical 
operational information systems can have seri-
ous financial impacts. According to a CSI/FBI 
report (2004), losses from security breaches 
have risen rapidly in recent years and exceeded 
$200 million in 2003. The information security 
field is very diverse and combines disciplines 

such as computer science, business, information 
science, engineering, education, psychology, 
criminal justice, public administration, law, 
and accounting. The broad interdisciplinary 
nature of information security requires several 
specialists to collaboratively teach the cur-
riculum and integrate different perspectives 
and teaching styles into a cohesive delivery. 
This chapter presents a pedagogical model 
based on a “teaching hospital” concept that 
addresses the issues introduced above. By us-
ing a specific information-risk-analysis case, 
the chapter highlights the basic concept of the 
teaching hospital and its application in teach-
ing and learning contexts. 
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LEArNING ObJEctIVEs

After completing this chapter, you will be able 
to:

• Discuss the issues associated with informa-
tion assurance education.

• Describe the basic concept of teaching 
hospital approach in information security 
risk analysis.

• Understand the case development methodol-
ogy used to support the teaching hospital.

• Suggest possible improvements to the cases 
described in the chapter.

INtrODUctION

Information assurance (IA) is a complex field, 
especially due to the dynamically changing 
security environment and constant evolution of 
practices and procedures. It is difficult to provide 
training in such an area since material developed 
becomes obsolete very quickly. To develop a 
better understanding of IA, concepts should be 
assimilated from several disciplines (i.e., computer 
and information science, law, business, etc.) and 
blended into the context of real problems. In 
this chapter, a teaching hospital model that has 
been developed for IA training in the context of 
information security risk analysis is described. 
The teaching hospital approach involves incor-
porating real cases to supplement existing cur-
riculum, which keeps teaching material relevant 
over time through infusion of current research 
problems in the curriculum and creates a rich 
learning environment that is both stimulating 
and dynamic. The New York State Center for 
Information Forensics and Assurance (CIFA) at 
the University at Albany has developed a teach-
ing hospital for IA education (Goel & Pon, 2005). 
Within this teaching hospital, a research program 
that solves current industry problems is combined 
with a teaching program responsible for dissemi-

nation of curriculum. Problems from public and 
private sector organizations are introduced in the 
research lab, which are solved and abstracted into 
living cases that are then used to supplement the 
training material. Bridges and Hallinger (1999) 
have shown case-based learning to be a powerful 
pedagogical tool for dissemination of instruction. 
The teaching hospital model provides a constant 
stream of cases that keeps the curriculum current. 
Though effective, such an approach is still labor-
intensive and contingent upon smooth functioning 
of research and educational case development 
programs. The field of security is so vast that a 
considerable time will elapse before most of the 
information security domain is covered through 
cases. Over time, it is envisaged that a library of 
cases will emerge, requiring less effort in new 
case development. 

The general philosophy behind use of cases 
in curriculum and in context of the teaching 
hospital proposed is detailed in the chapter. The 
rest of the chapter is organized as follows: We 
first introduce the case-based learning techniques 
and the concept of a teaching hospital. We then 
present a case on risk analysis that demonstrates 
the use of the teaching hospital in information 
assurance curriculum. Finally, we conclude the 
chapter, followed by a brief summary

tEAcHING HOsPItALs AND                
cAsE-bAsED tEAcHING

Teaching hospitals have been used extensively for 
medical training since the 20th century (Barzan-
sky, Jonas, & Etzel, 1998). They enabled control 
on medical student production and medical educa-
tion quality monitoring. Training is provided to 
medical students and doctors-in-training through 
direct clinical experience of treating actual 
patients under the supervision and guidance of 
attending physicians in medical wards. Medical 
teaching hospitals are important because their 
students need hands-on experience; otherwise, it 
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