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ABSTRACT

Dataprotectionhasbecomeamorecriticalissueandthenecessitytosecureatransmissionchannelis
becomemoreserious.Therefore,steganography,theartofhiddendataintoadigitalmediainaway
thatembedasecretmessageinthecoverdocumentwithoutpermittinganyonetosuspectthedata
existenceexcepttheintendedrecipient,hasbecomearelevanttopicofresearch.Theactualchallenge
insteganographyishowitcouldobtainhighrobustnessandcapacitywithoutdamagingthecover
document imperceptibility.Thisarticlepresents twosteganographyapproachesthatbasedonthe
SimilarityofEnglishFontStyles(SEFS).Thisprocesshasthemaindocumentfontstylereplacedby
asimilarfontstyletoembedthesecretmessageafterencodingit.Thisisdonebyusing1)theupper-
caselettersandpunctuationmarksofthecarrierdocumentor2)thewhitespacebetweenwords,start
andendlettersofeachwordthathasmorethan2lettersinthecarrierdocument.Theseapproaches
aretestedbybeingappliedtovariousdocumentformatswithvariousfontstyles.Fromthefindings,
thesecretmessagewasvaguetoanantagonistandthestego-documentsizewasincreasedandthe
capacityisveryhigh.Also,theapproachesareimplementedusingC#todevelopatoolthathidesa
criticaldataintextdocumentandthesamefindingswereachieved.

KEywoRdS
Cryptography, Data Hiding, Steganography Techniques, Text Steganography

1. INTRodUCTIoN

SteganographycomesfromtheGreekwords(στεγανό-ς,γραφ-ειν)meaning,“coveredwriting”.In
thepast,humanusedahiddeninkorconcealedtattoostotransferstegnographicmessages.Thisday,
dataprocessorandinternettechnologysupplysimpletoutilizedifferentchannelsofcommunications
forsteganography(Agarwa,2013;Provos&Honeyman,2003).

Steganography is the science and art of concealing communications stenographic process,
consequentlyhidestheconcealedcontentsinunnoticeablecoveringmedia,thusitwillnotinducethe
suspiciousnessofeavesdroppers.Cryptography,incontrato,wherevertheenemiesarepermittedto
intercept,detectandupdatethecontentswithoutbeingcapabletobreakaspecificsecuritypromise
ensuredbyacrypto-system.Steganographyobjectivesaretoconcealmessageintoothersafemedia
inamannerwhichdoesn’tlettheenemiesatalltonoticethatthereareothermessages(Dunbar,
2002; Changder et al., 2010a; Ammar et al., 2010; El Rahman, 2016; El Rahman et al., 2016).
Thesteganographyfeatureoverjustcryptographyisthehiddencontentdoesnotdrawalertnessto
recipients,enemy,ormessengers(Samphaiboon&Dailey,2008;Ankit,2007).Acomparisonbetween
steganographyandcryptographyispresentedinTable1(ElRahman,2015).
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Steganography used in many applications to contain secrete communication, whereas
cryptographicencryptionalgorithmsaren’tobtainableandalso,powerfulcryptographyisimpractical.
In several instances, for instance, inmartial application,even the informationwhich twoparties
communicatecouldbeofgreatinterest.Besides,inthehealthcare,andparticularlythesystemsof
medicalimaging,mightextremelywell-beingfromdatahidingalgorithms(Changderetal.,2009;
Changderetal.,2010a).

Steganography techniques are in common (see Figure 1) established on substituting noisy
componentsofadigitalmediumbyhiddenmessages.ThesystemSecuritymustnotbeestablished
onanembeddingtechnique,butonconcealingthekey(Changderetal.,2010b).

The“Embedded”dataisthedatatobeconcealedinthecovermedia.Thedataincludethecover
mediaandthe“embedded”datatogetherisknownasthe“Stego”data.Reasonably,theprocedures
ofembeddingtheembedded,orthehiddendataintothecovermedia,isoftenknownasembedding.
Theexpression“cover”isutilizedtocharacterizetheinnocentmessage,original,data,video,audio,
andsoon,asshowninFigure2.TheprocedurecouldbesymbolizedbyEquation(1)(Channalli&
Jadhav,2009):

Stego-Medium=Embedded Message + Stego-Key + Cover Medium (1)

2. STEGANoGRAPHy TyPES

2.1. Fragile
Itinvolveshidingdatainafile,thatisruinedifthefilehaschanged.Thistypeisinappropriatefor
registrationthecopyrightpossessorofthefilebecauseitcanbeveryeasilytakenaway,however,
itisbeneficialincaseswhereveritisserioustoshowthatthefilehasnotbeenmeddledwith,such
as applying a file as proof in a court of jurisprudence, due to any tampering would take in the
watermarking.Fragilealgorithmstendtobeeasiertoproceedthanrobusttypes(Cumminsetal.,
2004;Provos&Honeyman,2003).

2.2. Robust
Itsobjectiveisembeddingdataintoafile,thatcan’tbeputdowncompletely.Thoughnoscaristruly
indestructible.Ifthesumofalterationsdesiredtotransferthemarkwillrenderthefileworthless,
then,thesystemcanbeconsideredrobust.Consequently,themarkshouldbeveiledinasectionof
thefilewhereitsremovalwillbesimplyrealized(Protectionagainstdetection),asdepictedinFigure
3(Cumminsetal.,2004;Provos&Honeyman,2003).

Table 1. A comparison between steganography and cryptography (El Rahman, 2015)
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