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ABSTRACT

Despite of the number of public advice campaigns, researchers have found that individuals still engage 
in risky cyber behaviour. The first part of this article is focused on the general approach to the cyber 
security and safety of personal data kept and processed by different entities from the perspective of 
students, while the second part is dedicated to the privacy aspects from the perspective of loyalty pro-
grams. Researchers have found that individuals are typically aware of online security and how to protect 
their privacy in the network, Nonetheless, individuals are still inclined to take risks because they are 
unrealistically optimistic and believe that negative events are less likely to happen to them. The survey 
also shows that even though respondents are aware that retailers collect, and process personal data and 
respondents feel that the amount of personal data of program members is far beyond the accepted level 
they still participate in such programs. Authors found also interesting patterns related to behaviour of 
respondents influenced by demographical data and the area of loyalty.

INTRODUCTION

Popularity of information technologies and transfer of significant part of personal and business life to 
virtual reality evolved a new set of dangers related to security and privacy aspects in the internet. Nowa-
days, the Internet has a significant role in enabling the communications, monitoring, operations, business 
systems and personal applications. Nowadays, serious number of countries are developing own strategies 
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securing their vital infrastructure (Azmi, Tibben & Win, 2016). People more and more often use internet 
as a medium to execute different activities that also bring new forms of privacy threats to the commu-
nity. Despite other threats technology is not the major aspect that puts people privacy in danger. It can 
be noticed that human behaviour is one of the most risky elements of cyber security (Whitty, Doodson, 
Creese & Hodges, 2015; Wiederhold, 2014). Looking at the current situation cyberattacks become more 
frequent and take different forms, starting from the simplest ones e.g. phishing where attacked person is 
convinced to open infected attachment to serious cyber-attacks on national infrastructure (Snyder, 2014).

Also transfer of personal and business life to virtual reality moves loyalty programs, that are recognised 
as privacy-sensitive segment also to digital era. People more often use internet as a medium to execute 
different activities including loyalty programs and moving physical cards to mobile applications, that also 
bring other privacy threats to the community, where apart from analysis of common data used by retail-
ers to investigate trends allows also for deeper analysis of other sensitive data collected from customers 
with or without their knowledge. It also puts other type of risk related to cybersecurity on participants 
of such programs. It can be noticed that human behaviour is one of the most risky elements of cyber 
security (Whitty, Doodson, Creese & Hodges, 2015; Wiederhold, 2014). As other research proves the 
major risk lay beneath the personal approach to cyber security and privacy protection of internet users 
(Winnefeld, Kirchhoff & Upton, 2015).

As other research proves the major risk lay beneath the personal approach to cyber security and pri-
vacy protection of internet users (Winnefeld, Kirchhoff & Upton, 2015). “In the 2016 Cyber Security 
Intelligence Index, IBM found that 60% of all attacks were carried out by insiders. Of these attacks, 
three-quarters involved malicious intent, and one-quarter involved inadvertent actors” (Zadelhoff, 2016).

Definition of a cybersecurity can be found in many publications and standards, although in this 
article authors would use the definition of cyber security that was used by von Solms and van Niekerk 
(2013) where is defined as protection of both informational and non-informational assets through the 
ICT infrastructure.

“Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, 
risk management approaches, actions, training, best practices, assurance and technologies that can be 
used to protect the cyber environment and organization and user’s assets. The general security objec-
tives comprise the following: Availability, Integrity, which may include authenticity and nonrepudiation, 
Confidentiality” (Solms & Niekerk, 2013).

Loyalty programs, this is something that everyone have heard, and many of us are members of at least 
one and with time the amount on such cards in our wallet (or e-wallet) increases. The idea beneath that 
was to get some rewards from retailers in exchange of making purchases from them. To be a member 
person is requested to provide many personal information such as name, telephone number, email ad-
dress, snail mail address, and possibly other defining characteristics or shopping preferences, all that 
allows to track our purchases and make a deep analysis of our life and patterns of behaviour. Every time 
a member makes a purchase, owner of a program matches the purchase information to the shopper’s 
personal information. Shoppers’ purchasing data is useful to the individual retailer, but the real revenue 
stream is in the world of Big Data (Rivard & Crossley, 2014).

Back in 2004, an online survey conducted by Boston University’s College of Communication found 
that adult supermarket shoppers believed that the benefits of using a loyalty card outweighed any infringe-
ment on personal privacy (McQuivey, 2014). This research was done in 2004, so there is no doubt that 



 

 

15 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/cyber-security-patterns-students-behavior-and-

their-participation-in-loyalty-programs/228781

Related Content

Prolegomena for Cyborgoethics
 (2022). Philosophical Issues of Human Cyborgization and the Necessity of Prolegomena on Cyborg Ethics

(pp. 287-306).

www.irma-international.org/chapter/prolegomena-for-cyborgoethics/291954

Privacy Compliance Requirements in Workflow Environments
Maria N. Koukovini, Eugenia I. Papagiannakopoulou, Georgios V. Lioudakis, Nikolaos L. Dellas, Dimitra I.

Kaklamaniand Iakovos S. Venieris (2019). Cyber Law, Privacy, and Security: Concepts, Methodologies,

Tools, and Applications  (pp. 596-618).

www.irma-international.org/chapter/privacy-compliance-requirements-in-workflow-environments/228747

Critical Infrastructure Protection in Developing Countries
Amr Farouk (2019). Cyber Law, Privacy, and Security: Concepts, Methodologies, Tools, and Applications

(pp. 1142-1158).

www.irma-international.org/chapter/critical-infrastructure-protection-in-developing-countries/228773

Genetic Privacy: A European Design or Default?
Elsa Supiotand Margo Bernelin (2019). Cyber Law, Privacy, and Security: Concepts, Methodologies, Tools,

and Applications  (pp. 713-730).

www.irma-international.org/chapter/genetic-privacy/228752

Navigating the Legal and Ethical Framework for Generative AI: Fostering Responsible Global

Governance
Anuttama Ghose, S. M. Aamir Aliand Sachin Deshmukh (2024). Exploring the Ethical Implications of

Generative AI (pp. 168-184).

www.irma-international.org/chapter/navigating-the-legal-and-ethical-framework-for-generative-ai/343704

http://www.igi-global.com/chapter/cyber-security-patterns-students-behavior-and-their-participation-in-loyalty-programs/228781
http://www.igi-global.com/chapter/cyber-security-patterns-students-behavior-and-their-participation-in-loyalty-programs/228781
http://www.irma-international.org/chapter/prolegomena-for-cyborgoethics/291954
http://www.irma-international.org/chapter/privacy-compliance-requirements-in-workflow-environments/228747
http://www.irma-international.org/chapter/critical-infrastructure-protection-in-developing-countries/228773
http://www.irma-international.org/chapter/genetic-privacy/228752
http://www.irma-international.org/chapter/navigating-the-legal-and-ethical-framework-for-generative-ai/343704

