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ABSTRACT

In a relatively new area of research for crisis management, this article presents a discussion of some
of the privacy and ethical implications surrounding the use of social media in the event of a crisis. The
article uses the travel chaos caused by the eruptions of the Eyjafjallajokull volcano in 2010 to contextu-
alise the analysis. It begins by providing an overview of the use of social media in crisis management,
before continuing to present two case studies of the use of social media by members of the public and
the aviation industry during the crisis caused by the ash plume. The article then proceeds to examine
some select ethical and privacy implications stemming from the use of social media such as privacy
infringements and inequality. The article concludes by briefly summarising the findings and considering
next steps for future research in this area.

INTRODUCTION

The use of social media during a crisis to assist one another has been seen in countless emergency situ-
ations across the globe. This article utilises two case studies surrounding the use of social media during
the eruption of the Eyjafjallajokull volcano in March and April 2010 to highlight preliminary findings
and future research efforts that are necessary to begin to construct an understanding of the ethical, privacy
and data protection impacts of the use of social media in an emergency situation.

DOI: 10.4018/978-1-5225-8897-9.ch036

Copyright © 2019, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



Ethical and Privacy Implications of the Use of Social Media During the Eyjafjallajokull Eruption Crisis

The findings of this paper stem from work conducted for the European Commission funded project,
COSMIC - “The contribution of social media in crisis management”. The project kicked-off in April
2013, and aims to assist first responders, including emergency services, humanitarian organisations
and members of the public in using new ICT applications. It will do so by providing a set of instruc-
tions and recommendations to European stakeholders based on best practices in the use of new media
in emergency situations.

During the present research, authors collected literature including news articles (including blog posts),
industry reports and peer-reviewed journal articles to examine how social media was used throughout
the period of time when chaos hit travelers as a result of the eruption of the Eyjafjallajokull volcano.
Because the consideration of the ethical, privacy and data protection impacts of the use of these ICTs
for crisis situations is a relatively unexplored area, the authors relied on the identification of ethical and
privacy issues associated with similar ICT tools and applications used in different contexts (e.g., social
media applications for crowdsourcing, location based technologies for advertising, etc.). This enabled
a consideration of whether, and how, similar ethical issues were applicable to the use of these tools for
crisis response.

This article will proceed by first providing further contextual information relating to the known uses
of social media in crisis management, it will then identify how, specifically, social media was used
(and by whom) during the eruption of the Eyjafjallajokull volcano. The authors then go on to identify
some of the associated privacy and ethical implications of the use of social media in this case study.
The article concludes by briefly summarising the findings of the paper and considering next steps for
future research in this area. We argue that whilst the use of social media and other technologies provide
some individuals with important information and assistance in a crisis, the potential ethical and privacy
issues associated with these tools require further examination before they are unquestioningly deployed
in crisis communication and crisis management contexts.

SOCIAL MEDIA AND CRISIS RESPONSE

As the use of social media in crisis management has escalated, a number of studies have demonstrated
the various uses, benefits and challenges associated with this. Examples include (but are not limited to):
the 2007 Virginia tech shootings (Vieweg et al., 2008), the 2007 California Wildfires (Novak & Vidoloff,
2011), the 2009 HIN1 pandemic (Nakki et al., 2011), Cyclone Yasi in Australia and New Zealand in
2011 (Taylor et al., 2012) and more recently during hurricane Sandy in 2012 (Yeomans, 2012) and the
Boston Marathon bombing in 2013 (Watson & Wadhwa, forthcoming).

To illustrate, in a study that assessed the use of social media following the Virginia Tech shootings in
2007, Vieweg et al. (2008) focused on the use of the social network site Facebook for informal informa-
tion gathering and problem solving activities of the public. Elsewhere, a study by Taylor et al. (2013)
of social media usage following Cyclone Yasi in Australia and New Zealand in 2011 provided evidence
to show how members of the public were increasingly turning to social media for updated information
regarding unfolding events, demonstrating that in some cases individuals do not solely look to traditional
sources of information (e.g., from news broadcasters) for information, but rather are actively seeking
information from the web. Similarly, a study by the American Red Cross (2010) revealed that social
media sites were the fourth most popular source that citizens accessed for emergency information.

765



12 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/ethical-and-privacy-implications-of-the-use-of-

social-media-during-the-eyjafjallajokull-eruption-crisis/228754

Related Content

Early Detection of Security Holes in the Network
N. Ambika (2023). Perspectives on Ethical Hacking and Penetration Testing (pp. 95-113).
www.irma-international.org/chapter/early-detection-of-security-holes-in-the-network/33026 1

Learner-Developed Case Studies on Ethics: Collaborative Reflection Between School Librarians

and Education Technology Learners
Lesley S. J. Farmer (2019). Emerging Trends in Cyber Ethics and Education (pp. 131-163).

www.irma-international.org/chapter/learner-developed-case-studies-on-ethics/207665

A Guide to Digital Forensic “Theoretical to Software-Based Investigations”

Preeti Sharma, Manoj Kumarand Hitesh Kumar Sharma (2023). Perspectives on Ethical Hacking and
Penetration Testing (pp. 1-30).
www.irma-international.org/chapter/a-guide-to-digital-forensic-theoretical-to-software-based-investigations/330258

Using Crowd Sourcing to Analyze Consumers' Response to Privacy Policies of Online Social
Network and Financial Institutions at Micro Level

Shaikha Alduaij, Zhiyuan Chenand Aryya Gangopadhyay (2019). Cyber Law, Privacy, and Security:
Concepts, Methodologies, Tools, and Applications (pp. 492-516).

www.irma-international.org/chapter/using-crowd-sourcing-to-analyze-consumers-response-to-privacy-policies-of-online-

social-network-and-financial-institutions-at-micro-level/228742

IT Security Investment Decision by New Zealand Owner-Managers

Radiah Othmanand Sydney Kanda (2020). Modern Theories and Practices for Cyber Ethics and Security
Compliance (pp. 217-233).
www.irma-international.org/chapter/it-security-investment-decision-by-new-zealand-owner-managers/253672



http://www.igi-global.com/chapter/ethical-and-privacy-implications-of-the-use-of-social-media-during-the-eyjafjallajokull-eruption-crisis/228754
http://www.igi-global.com/chapter/ethical-and-privacy-implications-of-the-use-of-social-media-during-the-eyjafjallajokull-eruption-crisis/228754
http://www.irma-international.org/chapter/early-detection-of-security-holes-in-the-network/330261
http://www.irma-international.org/chapter/learner-developed-case-studies-on-ethics/207665
http://www.irma-international.org/chapter/a-guide-to-digital-forensic-theoretical-to-software-based-investigations/330258
http://www.irma-international.org/chapter/using-crowd-sourcing-to-analyze-consumers-response-to-privacy-policies-of-online-social-network-and-financial-institutions-at-micro-level/228742
http://www.irma-international.org/chapter/using-crowd-sourcing-to-analyze-consumers-response-to-privacy-policies-of-online-social-network-and-financial-institutions-at-micro-level/228742
http://www.irma-international.org/chapter/it-security-investment-decision-by-new-zealand-owner-managers/253672

