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ABSTRACT

Cloud computing is a new paradigm model that offers different services to its customers. The increasing
number of users for cloud services i.e. software, platform or infrastructure is one of the major reasons for
security threats for customers’ data. Some major security issues are highlighted in data storage service
in the literature. Data of thousands of users are stored on a single centralized place where the possibility
of data threat is high. There are many techniques discussed in the literature to keep data secure in the
cloud, such as data encryption, private cloud and multiple clouds concepts. Data encryption is used to
encrypt the data or change the format of the data into the unreadable format that unauthorized users
could not understand even if they succeed to get access of the data. Data encryption is very expensive
technique, it takes time to encrypt and decrypt the data. Deciding the security approach for data security
without understanding the security needs of the data is a technically not a valid approach. It is a basic
requirement that one should understand the security level of data before applying data encryption security
approach. To discover the data security level of the data, the authors used machine learning approach in
the cloud. In this paper, a data classification approach is proposed for the cloud and is implemented in
a virtual machine named as Master Virtual Machine (Vmm). Other Vms are the slave virtual machines
which will receive from Vmm the classified information for further processing in cloud. In this study
the authors used three (3) virtual machines, one master Vmm and two slaves Vms. The master Vimm is
responsible for finding the classes of the data based on its confidentiality level. The data is classified
into two classes, confidential (sensitive) and non-confidential (non-sensitive/public) data using K-NN
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algorithm. After classification phase, the security phase (encryption phase) shall encrypt only the con-
fidential (sensitive) data. The confidentiality based data classification is using K-NN in cloud virtual
environment as the method to encrypt efficiently the only confidential data. The proposed approach is
efficient and memory space friendly and these are the major findings of this work.

INTRODUCTION

Cloud Computing is an internet based distributed virtual environment. All computational operations
are performed on cloud through the Internet (Rawat 2012). It consists of a set of resources and services
offered through the internet. Cloud computing is also called Internet computing because they both have
same symbolic icon. Applications, Operating systems, data, processing capacity, and storage all exist
on the Web, ready to be shared among the users (Sadiku et al., 2014). Cloud computing is basically a
collection of different e-resources available twenty four hours and accessible from anywhere through
browser software. Many companies are getting benefits from cloud computing due to its pay-as-you-go
cost model and elasticity of resources, where users pay for only those services that they used (Prakash,
2013), and cloud provides customizable services to users. Compared to the traditional models which
provide in-house infrastructure, cloud provides low cost services with high availability (Li et al., 2010).
In cloud model the user is exempted from hardware and software maintenance cost.

The National Institute of Science and Technology (NIST) defines the cloud computing in a more
appropriate way:

A model for enabling convenient, on-demand network access to a shared pool of configurable computing
resources (networks, servers, storage, applications and other services) that can be rapidly provisioned
and released with minimal management effort or service provider interaction. (AlZain et al., 2012)

The cloud computing can be defined in a simpler way: “A distributed virtual environment that provides
virtualization based IT-as-Services by rent”. That is it is often better to get the required resources on the
rent rather than purchasing one’s own resources. The main purpose for users to avail the cloud services is
to avoid IT infrastructure purchasing and maintenance cost to get data accommodatable storage space for
their large amount of data in the cloud. Beside all cloud services such as Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS) and Infrastructure-as-a-Service (IaaS) (Jansen et al., 2011), cloud also
provides storage service as a sub-service of [aaS service model. In storage as a service, the distributed
database servers are available on rent to store users’ data. These services are available for all kinds of
users without any business discriminations.

Cloud computing is facing a number of challenging threats due to its virtualized multi-tenant nature
(Purushothaman & Abburu, 2012). Data security is always the main challenging threat to the quality
of services in cloud and may suppress the users’ interest to adopt cloud services for their enterprise
benefits (Ransome et al., 2010). All integrated and communicated environment business decisions and
operations depend on the quality of the data and information risk management (Yanjun & Wen-Chen,
2009), good quality data is required for better decisions (Lam & Chun, 2008).

In cloud environment, all kinds of data are stored on servers, and these services are distributed over
the world. User does not have any idea where physically their data are stored. The loss of control on the
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