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ABSTRACT

In this IoT era, we have billions of devices connected to the internet. These devices
generate tons of data that has to be stored, processed, and used for making intelligent
decisions. This calls for the need for a smart heterogeneous network which could
handle this data and make the real-time systems work intelligently. IoT applications
leadstoincreasing demands in hightraffic volume, M2M communications, low latency,
and MIMO operations. Mobile communication has evolved from 2G voice services
into a complex, interconnected environment with multiple services built on a system
that supports innumerable applications and provides high-speed access. Hence the
sustainability of the 10T applications do rely on next generation networks. Due to
the significant increase in the network components, computational complexity, and
heterogeneity of resources, there arise the need for a secure architectural framework
for internet of things. For this, the authors propose a secure architectural framework
for IoT that provides a solution to the lightweight devices with low computational
complexity.
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Lightweight Secure Architectural Framework for Internet of Things
INTRODUCTION

The novel communication frameworks Next Generation Networks (NGN) is the one
that transports all information and services by packets. One of the next generation
networks is the Internet of Things. The term Internet of Things has emerged from
the concept of a network of objects. These devices are capable of sensing the
various factors of the environment and collecting the data. It is one among the
next generation networks which are going to interact without human intervention.
IoT framework has various heterogeneity levels and desired connectivity among
the billions of uniquely identifiable objects. A variety of applications such as
healthcare, industrial surveillance with a number of techniques such as intelligent
sensors, wireless communication, networks, data analytics, and cloud computing
are developed. The biggest obstacles in IoT is security which can be of any type
such as communication network security, application security, and general system
security.To provide a solution to security issues of IoT we need to develop a secure
architectural framework for IoT which encompasses the different network layers.
The rise of new applications and wireless devices on fixed and mobile terminals led
to the need of secure network architecture. (Massimo, 2016). The communication
among the networks devised a strategic evolution of growth of the information
to be communicated on the Internet. IoT includes light weight devices such as
sensors and actuators. The security threats to Iol includes authentication failure
and leakage of data. Since every device is light weight the solutions should also be
simple. Traditional security mechanisms like Firewalling, Intrusion Detection and
Prevention Systems are deployed at the Internet edge. Those mechanisms are used
to protect the network from external attacks which are not sufficient to secure the
Internet. IoT architecture does not provide enough security for the wireless network.

Security is the process of protecting a device or an object against all kinds of active
and passive attacks. It also prevents from physical damage and unauthorized access
of data thus providing authentication and authorization. Leakage of information is
also to be prevented thus ensuring confidentiality and data integrity. Ensuring IoT
security is not different from other networking environments. It requires to maintain
the communication and data management inside and outside the network.

In the rest of the part section 2 describes the different types of protocols of IoT.
Section 3 describes the security requirements of IoT which includes the various
goals of security. Section 4 describes the lightweight security framework for IoT
which addresses all the above described protocols and security requirements to
be incorporated in the IoT architecture which is described in section 5. Section 6
focuses on the applications of IoT which can use the described architecture. Section
7 concludes the chapter with enhancement of future work for the architectural
framework.

158



10 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-

global.com/chapter/lightweight-secure-architectural-

framework-for-internet-of-things/222221

Related Content

Source Camera Identification Based on Sensor Readout Noise

H. R. Chennammaand Lalitha Rangarajan (2010). International Journal of Digital
Crime and Forensics (pp. 28-42).
www.irma-international.org/article/source-camera-identification-based-sensor/46045

Performance of Al-Powered Forensic Facial Recognition: Balancing
Technological Advancements With Ethical and Legal Compliance
Saurabh Chandra (2025). Forensic Intelligence and Deep Learning Solutions in
Crime Investigation (pp. 241-256).
www.irma-international.org/chapter/performance-of-ai-powered-forensic-facial-
recognition/371344

Principles-Based Accounting Standards: A Slippery Slope to Financial
Reporting Fraud

Clement Chiahemba M. Ajekwe (2023). Concepts, Cases, and Regulations in
Financial Fraud and Corruption (pp. 165-183).

www.irma-international.org/chapter/principles-based-accounting-standards/320022

Trolling Is Not Just a Art. It Is an Science: The Role of Automated Affective
Content Screening in Regulating Digital Media and Reducing Risk of Trauma
Jonathan Bishop (2015). Handbook of Research on Digital Crime, Cyberspace
Security, and Information Assurance (pp. 436-450).
www.irma-international.org/chapter/trolling-is-not-just-a-art-it-is-an-science/115774

MD-S3C3: A Medical Data Secure Sharing Scheme With Cloud and Chain
Cooperation

Heng Pan, Yaoyao Zhang, Jianmei Liu, Xueming Si, Zhongyuan Yaoand Liang Zhao
(2023). International Journal of Digital Crime and Forensics (pp. 1-24).
www.irma-international.org/article/md-s3c3/329219



http://www.igi-global.com/chapter/lightweight-secure-architectural-framework-for-internet-of-things/222221
http://www.igi-global.com/chapter/lightweight-secure-architectural-framework-for-internet-of-things/222221
http://www.igi-global.com/chapter/lightweight-secure-architectural-framework-for-internet-of-things/222221
http://www.irma-international.org/article/source-camera-identification-based-sensor/46045
http://www.irma-international.org/chapter/performance-of-ai-powered-forensic-facial-recognition/371344
http://www.irma-international.org/chapter/performance-of-ai-powered-forensic-facial-recognition/371344
http://www.irma-international.org/chapter/principles-based-accounting-standards/320022
http://www.irma-international.org/chapter/trolling-is-not-just-a-art-it-is-an-science/115774
http://www.irma-international.org/article/md-s3c3/329219

