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ABSTRACT

The use of smartphone is pervasive. With device pocketability driving user engagement throughout the
day, it is highly probable that smartphones will replace daily items (e.g., keys and credit cards) that
people now carry around. The idea presented here is a significant step in this direction. This chapter
details the authors’ design and development of a smartphone access control system using Near Field
Communication (NFC) Encrypted Steganography Graphical Password (ESGP). The primary objec-
tive is to leverage the technical capability of NFC-enabled smartphones in developing a two-factor
authentication system connecting physical resources (i.e., premises) and virtual resources (i.e., pass-
word knowledge). This involves a novel integration of token-based, graphical-password authentication,
cryptography and steganography. The second objective is to evaluate users’ behavior intention to use
the system. New insights for researchers and business world interested in the unified solutions for NFC-
compatible smartphone, access control and mobile security are provided.
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Mobile Embedded System

INTRODUCTION

A smartphone is a quintessential device in today’s world. In fact, smartphones are omnipresent in people’s
daily life (Xia, Ding, Li, Kong, Yang & Ma, 2013). According to International Data Corporation (IDC)
(International Data Corporation, 2013), more than half of the population in the United States uses smart-
phones. More interestingly, it is found that 79 percent of smartphone users carry their phones with them
for all but two hours of their waking day (International Data Corporation, 2013). The use of smartphone
has become engrained in people’s daily behavior. Given that smartphones are pocketable, people engage
with smartphones whilst engaging in everyday activities such as reading, ticketing and purchasing. It is
likely that smartphones will supplant loose items (e.g., keys, credit cards and paper-based money) that
people are now carrying around (Opperman & Hancke, 2011).

Currently systems that enable individuals to access any physical or virtual facilities have a signifi-
cant limitation since they are relatively inflexible and lack interoperability (Bauer, Garriss, McCune,
Reiter, Rouse & Rutenbar, 2005). For example, access to premises such as home and office is usually
linked to the possession of a hardware key or a smartcard both of which are not interoperable (Bauer et
al., 2005). In contrast, access to virtual resources relies on knowledge-based password or token-based
authentication (e.g., SecurelD) for generating time-varying passwords (Bauer et al., 2005). The primary
goal of this chapter is to propose an access control system that utilizes the always-in-hand smartphone as
a two-factor authentication technology to consolidate access control to both physical as well as virtual
resources. In addition, the chapter assesses user’s behavioral intention to use the proposed system. The
motivation of this chapter is twofold. First, it is important to consider smartphones and people (users) as
mutually dependent and dynamically emergent phenomena. The authors believe that smartphones can
transmute into two-factor authentication devices that represent a shift in lifestyle for smartphone users.
Currently, authentication behavior is determined by user habits but with increased smartphone usage,
the usability of keys and smartcards is changing. The authors do not expect smartphones to completely
replace other token-based authentication systems. Nonetheless, smartphones provide an alternative
that could complement the conventional access control system using old-fashioned key, smartcard and
password knowledge that do not interoperate. Second, when integrated well, smartphones are able to
incorporate two-factor authentication technology. This chapter aims to address the security issue that
underlies such smartphone authentication system. Specifically, this chapter presents an ingenious design
and development of a two-factor smartphone authentication system, incorporating recognition-based
graphical password, steganography and cryptography techniques. This proposed system is named as
Near Field Communication (NFC) Encrypted Steganography Graphical Password (ESGP) smartphone
access control system. This system is engineered as a practical, secure NFC-enabled smartphone access
control to both physical and virtual resources.

This chapter is organized as follows: In the background section, the authors review related work on
two-factor authentication systems, graphical passwords, steganography and cryptography techniques.
This section also presents the architecture of NFC ESGP smartphone access control system, and its
authentication protocol. This is followed by the experiment setting and user evaluation of the proposed
system. The results and analysis are discussed in the section of system evaluation and recommendation.
This chapter concludes by elucidating research implications and future research directions.
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