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AbstrAct

The broad aim of identity management (IdM) is to manage the resources of an organization (such as files, 
records, data, and communication infrastructure and services) and to control and manage access to those 
resources in an efficient and accurate way. Consequently, identity management is both a technical and 
process-orientated concept. The concept of IdM has begun to be applied in identities-related applications 
in enterprises, governments, and Web services since 2002. As the integration of heterogeneous wireless 
networks becomes a key issue in towards the next generation (NG) networks, IdM will be crucial to the 
success of NG wireless networks. A number of issues, such as mobility management, multi-provider and 
securities require the corresponding solutions in terms of user authentication, access control, and so 
forth. IdM in NG wireless networks is about managing the digital identity of a user and ensuring that 
users have fast, reliable, and secure access to distributed resources and services of an next generation 
network (NGN) and the associated service providers, across multiple systems and business contexts.

IntroductIon

The broad aim of identity management (IdM) 
is to manage the resources of an organisation 
(such as files, records, data, and communication 
infrastructure and services) and to control and 
manage access to those resources in an efficient 
and accurate way (which in part usually involves a 
degree of automation). Consequently, IdM is both 
a technical and process-orientated concept.

The concept of IdM has begun to be applied 
in identities-related applications in enterprise, 
governments, and Web services since 2002. As 

the integration of heterogeneous wireless networks 
becomes a key issue in the fourth generation 
(4G) wireless networks, IdM will become crucial 
to the success of next generation (NG) wireless 
networks. A number of issues, such as mobil-
ity management, multi-provider, and securities 
require the corresponding solutions in terms of 
user authentication, access control, and so forth. 
Although IdM processes require the integration 
into existing business processes at several levels 
(Titterington, 2005), it remains an opportunity for 
NG wireless networks.
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Identity Management

IdM in NG wireless networks is about man-
aging the digital identity of a user and ensuring 
that users have fast, reliable, and secure access to 
distributed resources and services of NG wireless 
networks and associated service providers across 
multiple systems and business contexts.

Definition

Given the open and currently non-standardised 
nature of IdM, there are varying views as to the 
exact definition of IdM. These include: 

By HP (Clercq & Rouault, 2004)
Identity Management can be defined as the set of 
processes, tools and social contracts surround-
ing the creation, maintenance, utilization and 
termination of a digital identity for people or, 
more generally, for systems and services to enable 
secure access to an expanding set of systems and 
applications. 

By Reed (2002)
The essence of Identity Management as a solu-
tion is to provide a combination of processes and 
technologies to manage and secure access to the 
information and resources of an organisation 
while also protecting users’ profiles. 

By Cisco Systems (2005)
Businesses need to effectively and securely manage 
who and what can access the network, as well as 
when, where, and how that access can occur...lets 
enterprises secure network access and admission 
at any point in the network, and it isolates and 
controls infected or unpatched (sic) devices that 
attempt to access the network. 

objectives

As IdM can be used in different areas such as 
enterprise, government, Web services, telecom-
munication networks and so forth, its objectives 
diversity in different contexts. Generally, the 
IdM system is expected to satisfy the following 
objectives (Reed, 2002):

•	 It should define the identity of an entity (a 
person, place, or thing).

•	 It should store relevant information about 
entities, such as names and credentials, in 
a secure, flexible, customisable store.

•	 It should make the information accessible 
through a set of standard interfaces.

•	 It should provide a resilient, distributed, and 
high performance infrastructure for identity 
management. 

•	 It should help to manage relationships be-
tween the enterprise and the resources and 
other entities in a defined context.

Main Aspects

Authentication

Authentication is the process by which an entity 
provides its identity to another party, for example, 
by showing photo ID to a bank teller or entering 
a password on a computer system. This process 
is broken down into several methods which may 
involve something the user knows (e.g., password), 
something the user has (e.g., card), or something 
the user is (e.g., fingerprint, iris, etc.). Authentica-
tion can take many forms, and may even utilise 
combinations of these methods.

Authorisation

Authorisation is the process of granting access 
to a service or information based on a user’s role 
in an organisation. Once a user is authenticated, 
the system then must ensure that a particular user 
has access to a particular resource. 

Access Control

Access control is used to determine what a user 
can or cannot do in a particular context (e.g., a 
user may have access to a particular resource/file, 
but only during a certain time of day, e.g., work 
hours, or only from a certain device, e.g., desktop 
in the office).



 

 

15 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage: www.igi-

global.com/chapter/identity-management/22039

Related Content

Performance Analysis and Systematic Review of Privacy Preservation-Based Authentication Models

and Cryptographic-Based Data Protocols
Ankush Balaram Pawar, Shashikant U. Ghumbreand Rashmi M. Jogdand (2022). International Journal of

Information Security and Privacy (pp. 1-24).

www.irma-international.org/article/performance-analysis-and-systematic-review-of-privacy-preservation-based-

authentication-models-and-cryptographic-based-data-protocols/303661

Data Mining and Explorative Multivariate Data Analysis for Customer Satisfaction Study
Rosaria Lombardo (2011). Surveillance Technologies and Early Warning Systems: Data Mining Applications

for Risk Detection  (pp. 243-266).

www.irma-international.org/chapter/data-mining-explorative-multivariate-data/46814

Information Security Effectiveness: Conceptualization and Validation of a Theory
Kenneth J. Knapp, Thomas E. Marshall, R. Kelly Rainerand F. Nelson Ford (2009). Techniques and

Applications for Advanced Information Privacy and Security: Emerging Organizational, Ethical, and Human

Issues  (pp. 303-326).

www.irma-international.org/chapter/information-security-effectiveness/30112

Provable Security for Outsourcing Database Operations
Sergei Evdokimov, Matthias Fischmannand Oliver Günther (2010). International Journal of Information Security

and Privacy (pp. 1-17).

www.irma-international.org/article/provable-security-outsourcing-database-operations/43054

Social Aid Fraud Detection System and Poverty Map Model Suggestion Based on Data Mining for

Social Risk Mitigation
Ali Serhan Koyuncugiland Nermin Ozgulbas (2011). Surveillance Technologies and Early Warning Systems:

Data Mining Applications for Risk Detection  (pp. 173-193).

www.irma-international.org/chapter/social-aid-fraud-detection-system/46810

http://www.igi-global.com/chapter/identity-management/22039
http://www.igi-global.com/chapter/identity-management/22039
http://www.irma-international.org/article/performance-analysis-and-systematic-review-of-privacy-preservation-based-authentication-models-and-cryptographic-based-data-protocols/303661
http://www.irma-international.org/article/performance-analysis-and-systematic-review-of-privacy-preservation-based-authentication-models-and-cryptographic-based-data-protocols/303661
http://www.irma-international.org/chapter/data-mining-explorative-multivariate-data/46814
http://www.irma-international.org/chapter/information-security-effectiveness/30112
http://www.irma-international.org/article/provable-security-outsourcing-database-operations/43054
http://www.irma-international.org/chapter/social-aid-fraud-detection-system/46810

