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ABSTRACT

Mappingof image-basedobject textures toASCIIcharacterscanbeanewmodificationtowards
visualcryptography.NaorandShamirproposedanewdimensionofInformationsecurityasvisual
cryptographywhichisasecretsharingschemeamongNnumberofparticipantswithpixelexpansion.
Lateron,manyresearchersextendedthevisualsecretsharingschemewithnoexpansionofpixel
regionsinbinaryandcolorimages.Bystackingksharesthesecretcanbedecodedusingnormalvision.
Inthispapertheauthorshaveproposedamodificationtowardsvisualcryptographybyconvertingthe
messageintheformofprintableASCIIcharacter-basednumericalencodingpatternsinabinaryhost
image.TheencodingofthemessageisrepresentedasASCIInumericandatextureofthosenumeric
arearrangedtoformabinaryhostimage.Then,Nnumbersofsharesarebuiltupbutafterstacking
allthesharesthedecodingofthemessageisachievedbyconvertingASCIInumerictothesecret.
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INTRoDUCTIoN

Demandofinformationexchangeinheavydatatrafficisincreasingdaybydaywiththeinfluence
of digital media over internet. Information security in modern era is a major concern for many
mathematicians,computerscientists.Forabstractingthesecretfrommaliciousaccess,thirdparty
attacktherearemanyalgorithmsandmathematicswasbeingproposedinlastthreedecade.Usage
ofMathematicsmakesmanycryptographicalgorithmsrobust.Today’sworldisroamingbehindthe
informationoperatedinelectronicmediaandinternettechnologystartingfrombankingsector(both
offlineandonlinebanking) tomultimedia industry.Asadvancementofelectronicmedia,digital
communicationmakestheworldisinfingerpressatthesametimemisuseofinformationisabig
threattomodernworld.Cryptographymakesthesecretinformationintoanunreadableformatand
playsavitalroleinpresenceofthirdpartiesoreavesdropperforsecurecommunication.Inthelast
threedecades,popularcryptographicalgorithmsRSA,AES,DES,Blowfish,SecretSharingetc.
usingprivatekeyandpublickeyconceptsprovidessecuritytotext-basedinformation.Daybyday
evolutionofdigitalmultimediainformationsystemdemandstobuildnewcryptographicalgorithmto
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copewithcurrenttechnologicalarena.Steganography,VisualCryptography,QRCodeareemerging
areasofsecurityovermodernmultimediatechnology.VisualCryptographycombinessecretsharing
schemeproposedby(Shamir1979)withvisualtransparenciesintonnumberofshares.Theconcept
ofvisualcryptographyiscombinedwithvisualsecretsharing,thresholdsecretsharingschemeto
producearobustencryptionanddecryptionmethodwhichhasthebroadareasofapplication.To
dividesecretdataintoshareswhichgeneraterandomsharesof(k-1)polynomialdegreeusingmodulus
basedarithmeticwhere(k≤n).f(x)canbederivedinequation(1)as
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VisualCryptographygivesanewdimensiontoinformationsecurityarenausingsecretsharing
scheme among a set of trusted participants. Beauty of this security concept is that unlike other
highly computational with bigger complexity method such as RSA, AES, DES the decoding of
thecorrespondingsecretcanbeachieveusingnormalhumanperceptionwithoutperforming the
computation at receivers end. Visual Cryptography has versatile application areas starting from
bankingsectortoothersecurityarea.

SecretsharingschemeintroducedbyNaorandShamir(Naor&Shamir1995)isbeingmodified
inmanydimensionswithpixelexpansionandnoexpansion.Binaryimagewiththesecretembedding
insideblackandwhitepixelsintensityorgreylevelisencodedtoformsharesusingbinarypatterns
randomly. The shares are mapped onto transparencies and distributed between n participants as
� ,P P �P � �P

n
= …( )1 2

.Thedistributioncanbedoneinsuchawaytoallqualifiedparticipantsthatthe
originalmessageorsecretisvisibleifktransparenciesoverlappedorstackedtogether.Themessage
orsecretisinvisiblewhenk-1transparenciesstackedevenifahighlycomputationalalgorithmused.
TheQualifiedparticipantswhichholdstheshareΓ = …{ }Q Q Q

m1 2
, whereeachQualifiedsubsets

iscalledastheaccessstructure.(Ateniese,Blundo,DeSantis,Stinson1999)TheextensionforNaor
andShamirmethodtowardsgeneralAccessstructuresgiveanewdimensiontovisualsecretsharing
scheme.Forexample, P S S S= { }1 2 3, , withgeneralaccessstructurearequalifiedsetsatleast
havingtwosub-setsas S S S S1 2 2 3, , ,{ } { } .Whereasoverallqualifiedparticipantsare
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