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ABSTRACT

Intelligenttransportsystems(ITSs)playakeyroleinpeople’sdailyactivities.ITSssignificantly
improvemobilityofferingavarietyofservicestoavastnumberofusersthatincreaseonadaily
basis,asmoreandnewservicesareintroduced.Theseservicesarebasedonadvancedinformation
andcommunicationtechnologies(ICTs)andrelystronglyonconnectivityandcomputingresources.
However,technicalvulnerabilitiesofthetechnologiesusedinITS,aswellastheincreaseinusers’
awarenesshasbroughtsecurityandprivacyconcernstotheforefront.Thisarticleaimsatidentifying
asetofprivacyconceptsthatprovidethebasesfordesigningtrustworthyITSservicesidentifying
possible threatsandusers’privacyconcerns.Akeycontributionof thearticle isa roadmap that
presentsindetailhowforeveryITSfunctioncorrespondingtoprivacyconceptscanberealizedfor
overcomingspecificthreatsandusers’privacyconcernsinasmartcitycontext.
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INTRoDUCTIoN

IntelligentTransportSystems(ITS)playanimportantroleoncontemporarysmartcitiesbyallowing
forsmartsolutionssuchasinformationservicesprovision;managementoftransportflows;traffic
andvehiclesurveillance;intelligentrevenuesystems;andintelligentinfrastructurethatallowsfor
connectivity/communication(V2I,V2V).PrivacyisakeycomponentofsmartcitiesasITSaffecta
numberofcitizen’sactivities.Forexample,travelersgeneratemassivequantitiesofdetailedindividual/
activity/travel/locationinformationthroughavarietyofchannels(payments,subscriptions,social
media,mobileApps,internetcookies,etc.).Thisincreasestheexposureaswellasthepossibilityof
inappropriateuseofindividualinformation,raisingsevereconcernsondataprivacy,protectionand
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security.Thevalueofprivacyinthecontextofmobiledevicesandmobilityhasbeendiscussedin
theworkofAntoniouandPolydoropoulou(Antoniouetal.,2015).Thereisatrade-offthatneeds
tobeconsideredasadditionalpersonalinformationcanimprovequalityofservicesbutontheother
handthismayleadtoviolationofusers’privacy.

ThispaperattemptstoshadelightintheaspectsofITSwhichmaybevulnerabletoprivacy
violationsandwillcontributetothedebateaboutITSadoptionbysmartcities.Section2providesa
briefoverviewofIntelligentTransportSystemsandtheirsignificantroleinSmartCities.Section3
presentstheprivacypropertiesamodernITSshouldrealizeinordertoprovidetrustworthyservices
toitsusers.Theprivacypropertiesaresuggestedafteracleardiscussionandlinkagebetweenthe
ITSmainfunctionalcharacteristics,technicalfunctionalservices,indicativesolutionsusedwidely
fortheimplementationoftheseservices,thirteenidentifiedprivacythreatsandrespectiveprivacy
concernsexpressed in the literatureregarding theuseofITSservicesand their impactonusers’
privacy.Ourpreviousworkoncloudcomputingassistedalotintheidentificationoftherespective
privacypropertiessincethenatureandarchitectureofcloudenvironmentsareverysimilartothe
ITSenvironments.Section4identifiesanumberofprivacyrequirementsthatITSsystemsshould
implement for raising the users’ trustworthiness. Section 5 concludes the paper and highlights
directionsforfurtherresearch.

SMART CITIeS AND INTeLLIGeNT TRANSPoRT SySTeMS

Smart Cities
Theconceptofsmarturbanspacesoriginatedfromthetimewhencitiesstartedfacingproblemsof
efficiencyinsectorssuchastransport,healthandenvironment.Smartcitiesarecitiesthatutilise
informationandtechnologiesforeffectiveandintelligentusageofresourcesresultingincostand
energysavings,improvedqualityoflifeandreducedenvironmentalfootprint(Cohen,2011).The
conceptofsmartcityisnotstaticbutratheraprocessbywhichcitiesbecomemoreliveable,resilient
andresponsivetonewchallenges.Recentlyarisingnumberofpapersaddressissuesregardingsmart
cities.Neirottietal.(2014)presentcurrenttrendsinSmartCityinitiatives.Kramersetal.(Kramers
etal.,2014)exploreICTsolutionsforreducedenergyuseincities.Al-Haderetal.in(Al-Haderet
al.,2009)discussaboutdevelopmentandmonitoringofsmart-cityinfrastructure.Nuaimietal.in
(Nuaimietal.,2015)analyseapplicationsofBigDatatosmartcitieswhileBattyin(Batty,2013)and
Gouliasin(Goulias,2015)setthecaseforbigdatainsmartcitiesandcityplanning.Kavroudakisin
(Kavroudakis,2015)presentsamethodologyforconstructingmicro-dataforsmartdecision-making.
Furthermore,in(Kavroudakisetal.,2012,2013)Kavroudakisetal.demonstratetheuseofspatial
microsimulationapproachesforunderstandingpopulationinequalitiesforsmartpolicyevaluation
inasmartcitycontext.

ICT and Mobility
TherapidadvancesofInformationandCommunicationTechnologies(ICT)overthelastdecadeas
wellastheintroductionofmainstreammobiledevicespushedinnovationandsmartsolutionsincities
acrosstheworld.Thatadvanceshelpovercomerestrictionsoverspaceandtime,whileenablingfaster
andefficienttransmissionofdataandinformation.

Smartmobilityapproachesarekeycomponentsofsmartcities.Actuators(sensors)measure,
senseandobservetransportconditionsinanypartofacity.Advancedcommunicationsallowpeople
andsystemstobeinterconnectedandinteractinentirelynewways.Finally,intelligentanalyticsare
usedtoofferfastandaccurateresponsestochangesandoptimizefutureconditions.

Socialnetworksandsocialmediaarealsoavitalpartingatheringinformationregardingmobility
inurbanareas.Recentresearchfocusesonsocialnetworksanddetectionoftransportationinformation
socialnetworkeffectontravelchoices(Gouliasetal.,2015;Kamargiannietal.,2014;Leeetal.,
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