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ABSTRACT

Internalvulnerabilitiesandinsiderthreatstopthelistofinformationsecurity(InfoSec)incidents;
promptingorganizationstoestablishInfoSecpolicy(ISP).Yet,mitigatinguser’sISPnon-compliance
isstillanarduous task.Hence, thisstudyaimstominimizeuser’sISPnon-compliance intention
byinvestigatingtheirperceptionandattitudetowardISPnon-compliance.Specifically,protective
measuresdrawingupontheprotectionmotivationtheory-perceivedseverityofISPnon-compliance,
rewardsandfamiliaritywithISP-analyzeusers’attitudetowardISPnon-compliance.Further,the
newconstruct,informationtechnology(IT)visionconflict,isthemismatchbetweenthevaluesthat
usersholdandthoseembeddedintheISP.Themisalignmentofthetwoconflictingvaluesmoderates
therelationshipbetweentheprotectivemeasuresandattitudetowardISPnon-compliance.Findings
showthatITvisionconflictweakensthenegativerelationshipbetweenperceivedseverityofISP
non-complianceandattitudetowardISPnon-compliance;indirectlyaffectingISPnon-compliance
intention.
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INTROdUCTION

In2015,organizationsintheUnitedKingdom(UK)reporteda36%increaseofemployee-related
informationsecurity(InfoSec)breachescomparedwiththepreviousyear(PwC,2015b);andinsider
threats constitute the highest number of InfoSec incidents globally (PwC, 2015a). Nonetheless,
althoughorganizationshaveimplementedInfoSecpolicy(ISP)(Guo,Yuan,Archer,&Connelly,
2011),users’resistancetoISPisamongthemajorreasonsforISP’sfailure(Kolkowska&Dhillon,
2013)whichisanotableproblemfororganizations(Posey,Roberts,Lowry,Bennett,&Courtney,
2013).EmployeesdisregardedtheISPbecausetheyfeltthattheISPisanuisance(Renaud,2012),
theyprioritizeotherworktasks,andtheISPispoorlyunderstood(PwC,2015b).Also,ISPnon-
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compliancebehaviorscouldbeduetoemployees’dissatisfactionwiththeISP(Hedström,Karlsson,
&Kolkowska,2013),negligenceorignorance(Siponen&Vance,2010).

Thus,thedomainsofInfoSecandISPnon-compliancehavereceivedsubstantialattentionfrom
researchersandpractitioners.AmongthebehavioraltheoriesappliedtoaddressISPnon-compliance
includedeterrence theory (D’Arcy&Hovav,2009;Herath&Rao,2009), the theoryofplanned
behavior(Bulgurcu,Cavusoglu,&Benbasat,2010;Cox,2012),andsocialactiontheory(Hedström
etal.,2013).Further,thereareresearchinvestigatinguserISPnon-compliancebehaviorsfromethical
(Myyry,Siponen,Pahnila,Vartiainen,&Vance,2009)andrationalchoiceperspectives(Bulgurcuet
al.,2010;Vance&Siponen,2012).

WhileextantresearchoffersinsightsontheInfoSeccontravention, theyleaveanincomplete
understandingoftheISPinfringementissues.First,despitehavingidentifiedfactorsofISPcompliance
behaviors,researchhighlightingISPnon-compliancebehaviorsisscant(Guoetal.,2011;Workman,
Bommer,&Straub,2008).Moreover,thesetwotypesofbehaviorsarequalitativelydissimilarand
therefore,theirrespectiveantecedentsmightdiffer(Guoetal.,2011).Adheringrulesorpolicycould
simplybebasedonnormativebeliefsregulatingwhatpeopleoughttodowithoutrequiringtheusers
tooveranalyze(Cox,2012).However,toperformcounter-normativeactions,usersmightdeliberate
aboutrule-breakingandfindrelevantexcuses(Blanton&Christie,2003).Furthermore,Walletal.
(2013)claimthathabitualbehavior,beingroutineandautomatic,isimperativeinmitigatingISPnon-
compliance.Incontrast,usersmightthinktwicebeforecommittingtheISPnon-complianceaction
becausetheyknowthatitisunlawful.Hence,itismoreworthwhiletoinvestigatewhyusersareISP
non-compliantratherthanwhytheyareISP-compliant(Guoetal.,2011;Vance&Siponen,2012).
ThisisevenmoresosinceintentionalnegligenceofISPisoneofthemostcommonsecurity-related
behaviorsamongusers.InvestigatingtheISPnon-compliancephenomenonismorepragmaticand
interestingbecauseunexpecteddeviantactionshavegreater“informationalvalue”thannormative
behaviors(Barlow,Warkentin,Ormond,&Dennis,2013;Blanton&Christie,2003);whileextending
ourunderstandingonISPnon-compliancemotivationorrationalization(Siponen&Vance,2010).

Secondly,employeesmightposesignificantInfoSecrisksfortheirintentionalnegligenceand
ignoranceoftheISP(Poseyetal.,2013).Nonetheless,extantstudiesgenerallyfocusondeterrent
and preventive strategies (e.g., sanctions, awareness programs, incentives and disincentives) to
mitigateISPcontravention(Herath&Rao,2009;Herath&Rao,2009;Vance&Siponen,2012).
Moreover, ISPviolationbehaviors, conceptualizedasageneric term,encompassbothmalicious
andnon-maliciousbehaviors.Maliciousbehaviorinvolvesillegalandunethicalsecurityviolations
suchashacking,codingviruses,stealingand/orsellingconfidentialinformation(Guoetal.,2011;
Posey,Roberts,Lowry&Hightower,2014).Forthesemaliciousactions,offendersintendtoobtain
personalgainsattheexpenseofthefocalorganization(Cox,2012;Guoetal.,2011).Incontrast,non-
maliciousbehaviorentailsomissive(Workmanetal.,2008)andotherignorantandnegligentactions
withnon-spitefulintent(e.g.,failedtoupdatepasswordsandsecuritypatches;andstoredsensitive
datainunencryptedstoragedevices).Thoseoffendersengageinnon-maliciousISPviolationnot
forpersonalgains,suchasimprovingefficiencyandassistingothers(Kolkowska&Dhillon,2013;
Renaud&Goucher,2012;Vance&Siponen,2012).Therefore,byexaminingbothmaliciousand
non-maliciousbehaviorsconcurrently,theeffectsoftheantecedentsonISPviolationsareelusive
(D’Arcy&Hovav,2009;Siponen&Vance,2010).

ThispresentstudyparticularlyfocusesonISPnon-maliciousviolationintentionbyexploringthe
potentialfactorsthatmitigateuser’sISPnon-complianceintention.ISPisconceivedasanuisance
toemployeesandperceivedasakindofthreattotheirconvenienceandproductivity(Kolkowska&
Dhillon,2013;Lowry&Moody,2013).Therefore,employeestakenon-compliancebehaviorsasa
copingstrategytoprotecttheirinterestsandregainwhathasbeenlostduetoISPimplementation
(Hedströmetal.,2013).Thus,theauthorsbelievethattheprotectionmotivationtheory(PMT)(Rogers,
1975)isappropriatetoinvestigatepotentialfactorsthatmitigateISPnon-complianceintention.PMT
positsthataperceivedthreatwouldprompttheindividualtocognitivelyappraisethethreatsand
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