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ABSTRACT

Inspring2016,theDistributedAutonomousOrganization(TheDAO)wascreatedonEthereum.
As with Bitcoin, Ethereum uses a P2P network, where distributed ledgers are implemented as
daisy-chainedblocksofdata.Ethereum’snativecryptocurrency,Ethersarespenttoexecutepieces
of code called smart contracts. Investors paid their Ethers for the DAO to operate and received
theopportunitytovoteonandbecomeinvestorsinventureprojectsproposedbyEthereum-based
startups.Transactionsandsettlementsbetweeninvestorsandstartupsareexecutedautonomously.
TheDAOexperimentfailedshortlyafterinceptionasananonymoushackerstoleover$50MUSD
worthofEthersoutofthe$168Minvested.TheEthereumcommunityvotedtoreturn(orfork)the
stateofthenetworktoonepriortothehack,returningEthersbacktoinvestorsandshutteringthe
DAO.However,thisactionarguablyrepresentedasabailout—ironically,Bitcoinwasconceivedas
areactionagainstthe2008bailoutofUSbanks—andviolatedtheledgerimmutabilityand“codeis
law”ethosoftheblockchaincommunity.
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1. SYNOPSIS OF “THE DAO”

OnApril30th,2016,leveragingtheEthereumBlockchainplatform,agroupofprogrammerslauncheda
crowd-fundingeffortforaprojectknownasthe“TheDAO(DecentralizedAutonomousOrganization).
Unbeknownsttotheorganizinggroup,thesoftwareonwhichTheDAOwascreatedcontainedabug
introducedbyaprogrammingerror,makingtheprojectvulnerabletoexploit.
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ThemissionofTheDAOwastoactasaself-directedventurecapitalfund,withcontributors
votingdirectlyonproposedprojects,andvotesbeingallocatedproportionatelybasedoncontributed
capital(DuPont,2018).Inotherwords,investorswouldexchangeEthers,thenativecryptocurrency
associatedwiththeEthereumplatform,fortokensduringanInitialCoinOffering(ICO),andthen
projectswouldreceiveapprovalorrejectioninademocraticfashionasdirectedbythevotesoftoken
holders.BytheendofMay2016,$168millionUSDworthofEtherhadbeenraisedbyTheDAO
throughthemostsuccessfulcrowdfundingcampaignuptothatpointinhistory.ByJune13th,2016,
anattackerhadusedamechanismintendedtosplinteroff“child”DAOstosyphonoveronethirdof
theinvestedEtherintoachildDAOundercontroloftheattacker.SincethechildDAOwasbased
onthesamecodeastheoriginal,thefundswereinaccessiblefor28days(thelengthoftheoriginal
fundingwindow).

As theDAO represented the largest project inEthereum’s ten-month existence, any actions
takenbytheEthereumFoundationorminersandminingpoolswouldhavelargerepercussionson
theplatform’s future.Thus, therewasmajorcontentionover the three leadingalternativesbeing
proposed:donothingandallowthehackertoappropriatethestolenfundsafterthe28-dayholding
period;buildablacklistintotheEthereumcode,effectivelyfreezingthesyphonedEthersinthechild
DAO(thesoftforkproposal);orunwindthehackentirely,returningallsyphonedEtherstoTheDAO
andreimbursinginvestors(thehardforkproposal).Thepotentiallegalimplicationsofeachofoption
werenumerous,aswasthepotentialimpactoftrustinthenetwork.Forexample,ifthecommunity
decidedtodonothing,theyopenedthemselvestoliabilityfrominvestorsofTheDAOwholostover
$50millionUSDofEthers.Ontheotherhand,ifthehardforkproposalreceivedapprovalbythe
Ethereumcommunity,confidenceinthenetwork’ssystemoftransactionsandsmartcontractshaving
ultimatetransactionalauthority—i.e.theimmutabilityoftheledger—wouldbedestroyed.Thiswould
beanalogoustotaxpayersbailingoutfailingfinancialinstitutions.

Intheend, theEthereumFoundationmovedforwardwiththehardfork,andthefundswere
returnedtoTheDAOinvestors.Theminoritywhodisagreedwith thisactionhowevercontinued
maintainingtheoriginalBlockchainunder themonikerofEthereumClassic(Reyes,Packin,and
Edwards,2017).WithEthereumClassic,minerscontinuetousetheoldBlockchainfrombeforethe
fundswerereturnedtoTheDAOinvestors,regardingthebailoutasacorruptionoftheimmutable
ledger.Today,EthereumClassicoperatesasaparallelversionoftheBlockchainwheretheprecedent
of“codeislaw”andtheimmutabilityoftheBlockchaincontinuetobeparamount.

2. CONCEPTUAL UNDERSTANDING AND LITERATURE REVIEW: 
BLOCKCHAIN, DIGITAL CURRENCIES AND THE SMART CONTRACT

Thegenesisof these innovations thatspawnedTheDAOisafamouswhitepaperfromoneora
collectionofpseudonymousauthorswhopennedthenameSatoshiNakamoto.Thepaperlaidoutthe
frameworkforBitcoin,andintroducednotionsofBlockchain(Nakamoto,2008).Itdrewonresearch
inautomaticverificationsystems(Haber&Stornetta,1991;Massias,Avila,andQuisquater,1999),
cryptography (Merkle, 1980Menezes,VanOorschot, andVanstone, 2009;Schneier, 2007), and
distributeddatabases(Özsu&Valduriez2011;Bernstein&Goodman1981).Moreover,Bitcointo
someextent,butespeciallyTheDAOisinspiredbytheoriesfromEconomicsandOrganizational
Studies.Theyincludecontractagencycost(Ross,1973;Eisenhardt,1989),contracttheory(Gale
&Hedwig,1995;BoltonandDewatripont,2005),auctionmechanisms(Edelman,Ostravsky,and
Schwartz,2007;Roth,2002),theoriesofinnovation(Greenstein,2015;Moeen&Aggarwal,2017),
andvirtualorganizations(Handy,1995;Markus&Agres,2000).

ThoughtherearedescriptionsofTheDAOAttackinpractitionerliterature(e.g.(Siegel,2016;
Hertig,2016;delCastillo,2016)),therearenotmanythatseektoaddressitinanacademicforum.
ThefewextantacademicworksusetheeventascontextfortechnicaldiscussionsaboutBlockchain
(Atzei,Bartoletti,&Cimoli,2017)orpresentitasanomnibusdissertationforInternetethnographers
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