526

Chapter XXXIV

IP Address Management:
Challenges, Solutions and
Future Perspectives

Faouzi Kamoun
University of Dubai, UAE

ABSTRACT

1P network connectivity is becoming so important for business that it is being compared today to basic
utilities, such as water and electricity. As key enablers of IP network connectivity, IP addresses are
positioned today among the most important resources to be managed. Ready access and flawless han-
dling of IP address usage, assignment, tracking and reallocation help in enhancing network reliability
and security, while enabling more efficient network expansion and troubleshooting. Today, more than
any time before, companies are realizing the need to adopt and implement a comprehensive IP Address
Management (IPAM) strategy. Such a strategy, backed by automated IPAM tools, will enable organiza-
tions to address the stringent requirements imposed by new converged technologies. This chapter turns
the spotlight on the most important challenges in IPAM and attempts to address some of the solutions
and best practices to tackle these challenges. The authors views on future IPAM perspectives are dis-
cussed and some open research issues are pointed out. The paper underlines the need for organizations
to adopt proven IPAM best practices and deploy good automated IPAM tools. This will put them in a
better position to expand and leverage their existing networks, while optimizing their IP address space
in a secured and controlled fashion.

INTRODUCTION applications such as enterprise collaboration,

electronic-commerce and internal business op-
Most organizations today, whether carriers, ser- erations rely on network integrity, availability,
vice providers or enterprises, rely on IP -based and reliability. IP-centric networks will become
networks to service their information process- even more important with the ongoing integra-
ing and communication needs. Core business tion of converged data, voice and video services
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IP Address Management

over a unified IP-based network infrastructure.
The recent proliferation of IP-based devices such
as IP phones, wireless PDAs, access devices and
RFID readers is further amplifying the role of
IP-based networks in enabling next-generation
services such as enterprise mobility and mixed-
mode unified communications. As a result, IP
network connectivity is becoming so vital for
business that it is being compared to utilities
such as water and electricity (Liu, 2005). As key
network connectivity enablers, IP addresses turn
out to be one of the most strategic resources to
be managed in modern networks.

Broadly speaking, [P Address Management
(IPAM) can be defined as an ongoing practice
which deals with the proper allocation, assign-
ment, tracking and reallocation of IP addresses.
To achieve these tasks, organizations need to
formalize and adopt comprehensive [IPAM strate-
gies that best suit their needs. As shown in Figure
1, this IPAM strategy spans across three unified
management functions, namely [P Address Inven-
tory Management, Domain Name Service (DNS)
management and Dynamic Host Configuration
Protocol (DHCP) management (Kerravala, 2005).
Each of these functions is essential for the proper
operation of an IP network, as detailed below.

1P address inventory management provides
the ability to remotely handle the allocation of

IP addresses within the organization’s IP ad-
dress space. This function is also responsible for
archiving IP inventory data and for optimizing
usage of the IP space.

DNSmanagementhandles the proper configu-
ration of DNS servers, based onbest practices. The
objective is to keep DNS servers highly secure
and available, while keeping DNS configuration
data sanitized from syntactical and logical errors
(“IP address management demands,” 2007).

DHCP management enables the assignment
of static and dynamic IP addresses, ensuring
that these are available on the fly to authorized
hosts that require connection to the network. This
requires the proper configuration and provision-
ing of DHCP servers to maintain their security,
integrity, and availability. DHCP management
also aims to automate and optimize the usage of
the scarce IP address space.

Today, a new breed of IPAM solutions is be-
ing proposed, with a promise to automate and
optimize the management of the [P address space
throughout the IPAM lifecycle, as shown in Figure
2. Some of the strategic tools offered by these
IPAM solutions include centralized management
and automated provisioning, auditing, diagnostics
and reporting. Automation is a key success factor
in delivering efficient IPAM solutions that are
scalable, flexible and secure and which are capable

Figure 1. IPAM functions and associated four functional areas

IP Address IP Address
Allocation Tracking
DHCP DNS
management management
IP address
Inventory

management
IP Address IP Address
Reallocation Assignment

527



14 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/address-management-challenges-solutions-

future/21687

Related Content

A Novel Idea of Implementing Birth-Death Process to Model SU Transmission in CRN Over MPC
Chowdhury Sajadul Islam (2020). International Journal of Interdisciplinary Telecommunications and
Networking (pp. 59-70).
www.irma-international.org/article/a-novel-idea-of-implementing-birth-death-process-to-model-su-transmission-in-crn-
over-mpc/247958

OpenVX Integration Into the Visual Development Environment
Alexey Syschikov, Boris Sedov, Konstantin Nedovodeevand Vera Ivanova (2018). International Journal of
Embedded and Real-Time Communication Systems (pp. 20-49).

www.irma-international.org/article/openvx-integration-into-the-visual-development-environment/193620

Adaptive Multimedia Services in Next-Generation Broadband Wireless Access Network
Chetna Singhaland Pradip Kumar Barik (2017). Resource Allocation in Next-Generation Broadband
Wireless Access Networks (pp. 1-31).
www.irma-international.org/chapter/adaptive-multimedia-services-in-next-generation-broadband-wireless-access-
network/178134

Service-Oriented Development of Fault Tolerant Communicating Systems: Refinement Approach
Linas Laibinis, Elena Troubitsynaand Sari Leppénen (2010). International Journal of Embedded and Real-
Time Communication Systems (pp. 61-85).

www.irma-international.org/article/service-oriented-development-fault-tolerant/42986

Moving Up the Mobile Commerce Value Chain: 3G Licenses, Customer Value and New
Technology

Martin Fahy, JJoseph Feller, Pat Finneganand Ciaran Murphy (2006). Cases on Telecommunications and
Networking (pp. 128-155).

www.irma-international.org/chapter/moving-mobile-commerce-value-chain/6459



http://www.igi-global.com/chapter/address-management-challenges-solutions-future/21687
http://www.igi-global.com/chapter/address-management-challenges-solutions-future/21687
http://www.irma-international.org/article/a-novel-idea-of-implementing-birth-death-process-to-model-su-transmission-in-crn-over-mpc/247958
http://www.irma-international.org/article/a-novel-idea-of-implementing-birth-death-process-to-model-su-transmission-in-crn-over-mpc/247958
http://www.irma-international.org/article/openvx-integration-into-the-visual-development-environment/193620
http://www.irma-international.org/chapter/adaptive-multimedia-services-in-next-generation-broadband-wireless-access-network/178134
http://www.irma-international.org/chapter/adaptive-multimedia-services-in-next-generation-broadband-wireless-access-network/178134
http://www.irma-international.org/article/service-oriented-development-fault-tolerant/42986
http://www.irma-international.org/chapter/moving-mobile-commerce-value-chain/6459

