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ABSTRACT

This article describes how to overcome the shortage of steganalysis for small capacity-based
embedding.Aslightmodificationmethodisproposedtobreaksteganography.Foragivenimage,
traditionalsteganalysismethodsarefirstusedtoachieveapreliminaryresult.Forthe“clear”image
judgedbysteganalysis,itisstillsuspiciousbecauseoftheincompletenessofsteganalysisforsmall
capacity. Thus, slight modifications are made to break the possibility of covert communication.
Themodificationsaremadeonthelocationswithminimaldistortiontoguaranteehighqualityof
themodifiedimage.Tothisend,aproposeddistortionminimizationbasedalgorithmusingslight
modification.Experimentalresultsshowthattheerrorrateofsecretdataextractionisaround50%
afterimplementation,whichindicatesthatthecovertcommunicationofsteganographyisdestroyed
completely.
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INTRoDUCTIoN

Digital image steganographyaims to transmitdata secretlybyembedding secretdata intocover
image(Zhang,2016).Nowadays,theplentifulimagestransmittedoverthesocialnetworkprovide
convenience for steganography. How to break steganography is becoming a troublesome issue.
Steganalysisattemptstorevealthepresenceoftheembeddeddata.AsshowninFigure1,however,
becauseofthemissingdetectionerrorofsteganalysis,theimagesjudgedas“clear”bysteganalysis
arestillpossiblecarriedsmallamountofsecretdata.Therefore,someslightmodificationsshould
bemadetopreventthestillpossiblecovertcommunication.Ontheotherhand,theimagesjudgedas
“stego”bysteganalysisarestillpossibleinnocentbecauseofthefalsealarmerror.Therearemany
kindofimageprocessingoperationsfrequentlyusedontheimagestransmittedoversocialnetwork,
suchasdenoising,recompression,andbeautification.So,thefalsealarmerrormaybecausedbythese
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imageprocessingoperationsinsteadofsteganography.Inthiscase,itisinappropriatetointercepte
allthe“stego”images.So,theseimagescanalsobeprocessedassameasthe“clear”imagetostop
thequitepossiblecovertcommunicationiftheevidenceisnotenoughtodeclaretheguiltyofthe
images.Inthisway,thecombatagainststeganographyisvictorious,andmeanwhile,theinnocent
imagesaretransmittedoverthesocialnetworkasusual.

Inaddition,forearlysteganographicmethodswhichincreasethesecurityperformanceby
decreasingthequantityofembeddingchanges(Frdrich&Soukal,2006;Zhang&Wang,2006;
Zhang,Zhang&Wang,2008),currentmachinelearningbasedsteganalyticmethods(Kodovsky,
Fridrich&Holub,2012;Fridrich&Kodovsky,2012;Holub&Fridrich,2014;Denemark,
Sedighi,Holub,Cogranne&Fridrich,2014;Song,Liu,Yang,Luo&Zhang,2015)perform
excellentdetectability.Butformodernsteganographicmethods(Holub&Fridrich,2013,Li,
Wang,Huang&Li,2014,Sedighi,Fridrich&Cogranne,2015,Guo,Ni,Su,Tang&Shi,2015;
Wang,Zhang&Yin,2016)which improve securityperformancebyminimize theadditive
distortionbetweenagivencoverobjectanditsstegoversion(Filler,Judas&Fridrich,2011,
Filler&Fridrich,2010),steganalysisbecomespowerlesstoverdictthepresenceofsecretdata
especiallyforthecaseofsmallcapacity.Recently,adaptivesteganalysis(Denemark,Boroumand
&Fridrich,J.2016;Yu,Li,Cheng,Zhang,2016;Tang,Li,Luo&Huang,2016)improvesthe
detectabilityobservably.Inadaptivesteganalysis,differentweightsareassignedtodifferent
coverelementsinfeatureextraction.Fortheelementswithhighmodifyingprobabilities,larger
weights are assigned since these elements contribute more to steganalysis and vice versa.
Forsmallcapacity,however, thesemethodsstillnotperformsatisfactorydetectability.The
detectionforsmallcapacityisstillatoberesolvedproblem.Inotherwords,theapproachto
breaksteganographyisstillundiscovered.

Actually, to break the covert communication of steganography, steganalysis is not the only
choice.Forasuspiciousimage,thepossiblyexistingsecretdatacanbedestroyedbymodifyingthe
imagealthoughitisdifficulttojudgewhethertheimageisstegoornot.Inthisway,thereisnosecret
datacanbetransmittedviathemodifiedimage.Thus,thethreatfromsteganographyisdisappeared.

This paper proposes a slight modification method to break steganography. Some slight
modifications aremadeon a suspicious image tobreak the extractingof secret data.And these
modificationsaremadeonthelocationswithminimaldistortiontoguaranteehighqualityofthe
modifiedimage.Experimentresultsshowthatthesecretdatacannotbeextractedfromthemodified
image,andthemodifiedimagekeepsahighqualitycomparingwiththegivenimage.

Figure 1. The combat against steganography
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