689

Chapter LXII
Implementing a Sound Public
Information Security Program

Stephen K. Aikins
University of South Florida, USA

INTRODUCTION

The evolving nature of information security
threats such as cybercrime, as well as the need to
ensure the confidentiality and privacy of citizen
information and to protect critical infrastructure
call for effective information security manage-
ment in the public sector. According to Evers
(2006), the FBI (Federal Bureau of Investigation)
estimates that cybercrime will cost businesses an
estimated $67.2 billion peryear. Citizens’ privacy
and the security of their personal information have
becomeissues of increasing concern as headlines
of data security breaches and identity thefts
abound in the mainstream media. For example,
in 2005, 9.3 million U.S. citizens, about 4.25%
of the population, were victims of identity theft
and fraud, costing approximately $54.4 billion
(Council of Better Business & Javelin Strategy
& Research, 2000).

E-government applications have made it
easier for citizens to conduct business online
with government agencies, although their trust
in the ability of governments to keep that infor-
mation private is low. Considering the amount of

citizen information held by governments at all
levels and the steps needed to address potential
homeland-security and I T-related threats to criti-
cal infrastructure, the need for effective means
of safeguarding public agency data has become
an issue of paramount importance. In addition,
the need to ensure integrity and availability of
public information resources is crucial to many
government operations. As aresult, several states
are recognizing the importance of information
security and privacy intheir state I T strategic plans
(National Association of State Chief Information
Security Officers [NASCIO], 2006).

BACKGROUND

Almost two decades after the Computer Secu-
rity Act was signed into law, federal IT security
reviews indicated continuing risks to federal op-
erations (U.S. General Accounting Office [GAO],
2000, 2001, 2002). This appears to be happening
despite the escalating cost of federal IT security
spending, which is expected to increase from
$4.2 billion in 2003 to $6 billion in 2008 (Walker,
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2003). A key requirement for effective planning
and management of public organizations’ infor-
mation security is the implementation of a public
information security program.

Several public agencies such as the National
Institute of Standards and Technology (NIST),
the Office of Management and Budget (OMB),
the National Security Agency (NSA), the GAO,
and NASCIO have published numerous security
documentations that serve as sources of reference
for public organizations in managing the security
of their information resources. However, a recent
survey by NASCIO (2006) revealed that about
30% ofthe state chiefinformation security officers
(CISOs) were unfamiliar with major cybersecu-
rity-related documents. This chapter discusses
the elements of an effective information security
program and how it could be implemented by state
and local governments to mitigate their security
vulnerabilities, threats, and exploits.

ELEMENTS OF AN INFORMATION
SECURITY PROGRAM

The implementation of an effective information
security program begins with a risk assessment
and the development of an enterprise-wide infor-
mation security plan. State and local governments
should understand their environment and conduct
ITrisk assessment. This is done to determine their
security needs and formulate plans that include
strategic goals to protect critical infrastructure
and citizen privacy. Once the plan is in place, an
information security program that embodies se-
curity management structure and comprehensive
policy, related standards, and procedural guide-
lines should be developed. GAO (2001) outlines
the following elements of an information security
program as critical.

1. Periodic risk assessment

2. Documented entity-wide security program
plan
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3. Security managementstructure with clearly
assigned security responsibilities

4.  Effective security-related personnel poli-
cies

5. Security program evaluation

Perform Periodic Risk Assessment

Understanding the risks of the public organization
is crucial in determining the proper security poli-
cies, procedures, guidelines, and standards to put
in place to ensure adequate information security
controls. The IBM Foundation for the Business
of Government (2002) argues a risk assessment
should include acomplete inventory of critical sys-
tems and assets as well as a gap analysis between
theactual and ideal levels of I T security. Therefore,
the risk assessment should include a review of
such broad areas as employee management and
training; information systems, including network
and software design and information processing,
storage, transmission, and disposal; and detection,
prevention, and response in the case of attacks,
intrusions, and failures (NSA, 2002).

Effective risk assessment should have three
major components: threat assessment, vulner-
ability assessment, and asset identification. In a
survey of State CISOs, NASCIO (2006) found that
although 73% of the respondents reported they
have conducted risk assessments on systems that
are homeland-security-critical assets, 76 to 84%
reported they have inadequate or no information
regarding threats from “internal ineptitude” and
“internal maliciousness,” which are potentially
the most dangerous aspects of security breaches.
Assessing the threats posed by amalicious insider
(e.g., disgruntled employee), accidental insider
(e.g., poorly trained or curious employee), mali-
cious outsider (e.g., hacker, industrial espionage),
and nature (e.g., fire, flood) will be useful in iden-
tifying and assessing the government agency’s
vulnerabilities (Hurd 2001; NIST, 2002).

Vulnerability assessment should focus on key
areas of information security, including identifi-
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