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ABSTRACT

NotwithstandingthepotentialofIoTtorevolutioniseourpersonalandsociallives,theabsenceofa
solidframeworkofethicsmayleadtosituationswheresmartdevicesareusedinwaysuncongenial
tothemoralfabricofasociety.Inthiswork,theauthorsseektoprovideaconceptualframework
towardincorporatingethicsinIoT.Theyemploytheconceptofobjectforeachsmartdeviceinorder
torepresentethicsrelevanttoitscontext.Moreover,theauthorsproposededicatingaseparateethics
layerintheprotocolstackofsmartdevicestoaccountforsocio-culturalethicalaspectsofasociety.The
ethicslayerenablesustoaccountforethicalresponsibilitiesofsmartdevicesvis-a-vissocietysothat
inadvertentphysical,emotionalorpsychologicalharmtohumanbeingsisavoided.Suchmechanism
ensuresthatdevicesoperateethicallynotonlyatindividuallevelbutalsoatD2Dleveltogiverise
tohighorderethicalstructurese.g.ethicalhome,ethicaloffice,ethicaluniversity,ethicalcity,etc.
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INTRodUCTIoN

Moderntechnologiesareoftenheraldedtousherinaneweraofhumanprosperity,buttowhatextent
theseassertionsreallyholdisdebatable.Nodoubt,technologyhasbeenreallyshapingourlives:the
wayweinteract,conductbusinesses,exchangeinformation,getentertainedetc.andtherecentwavein
thistechnologicalstreakistheInternetofThings(IoT)-apervasivetechnologythatseekstoconnect
virtuallyallthingsontheplanettoglobalInternet.Thoughtheideaof‘smartening’ordinarythings
forgreatergoodofhumanityhasbeenromanticisedforquitesometime,designofaframeworkfor
implementingethicsintosmartdevicesoftheIoThasnotbeendulyconsidered.Suchtechnological
enhancementwouldensurethatartificiallyintelligentpervasivetechnologiesdonotinadvertently
jeopardiseessentialhumanvalues.

IoThasbeenhailedasthetechnologywithfarreachingconsequences,poisedtotransformthe
wayweperceiveandinteractwiththephysicalworld.IoTseekstocreateavirtualworldthatcontains
acounterpartforeverythinginthephysicalworldinordertoprovideanadvancedclassofservicesto
people.IoToffersimmensemarketopportunitiesparticularlyformanufacturers,ISPsandapplication
developers.TheIoTbasedsmartdevicesareexpectedtoreach28billionbytheendof2021(“Ericsson
MobilityReport,”2015).IoTisanticipatedtohaveunprecedentedeconomicimpactestimatedto
beintherangeof$2.7trillionto$6.2trillionby2025withIoThealthcarehavingashareofabout
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$1.1–$2.5trillion(Manyikaetal.,2013).Othermarketopportunitiesincludesuchapplicationareas
asintelligenttransportationsystems,industry,agriculture,buildingautomationsystems,smartgrids,
smartcitiesetc.Duetothispotential,IoTisreceivingconsiderableattentionfromacademia,research
organisations,enterprisesandgovernments.

Inthiswork,theauthorsreviewvariousIoTapplicationsfromanethicalperspectivetoillustrate
situationswhere‘things’goawryandleadtoracism,biasanddiscrimination.Theneedfordesigning
valueladensmartthingstosafeguardcommonhumaninterestsisexpressed,howevernocommitments
toanyparticularethicaltheoryaremade.Also,tobreakawayfromsuchtendencies,theauthorssuggest
dedicatingaseparateethicslayerintheprotocolstackofsmartthingsandcontributeimplications
forthedesignoftheproposedethicslayer.

IS THE INTERNET oF THINGS RACIST?

IntheIoTworld,sensorsembeddedallarounduscouldgathercolossalindividual,organizationaland
governmentdata.However,merecollectionofdatabyubiquitoussensorsandsubsequentprocessing
representsoversimplificationoftheIoTvisionbecausenotalltriflingdetailsthatcouldbesensedare
relevanttothecontextofanapplication.Although,smartservicesthatIoTseekstoprovidewould
necessitatecollectionofcertaindata,unbridledsurveillanceoverpublicandprivatelivesofpeople
raisesserioussecurityandethicalconcerns(Michael,Michael,&Perakslis,2014).Suchapprehensions
assumegreaterimportanceduetoincreaseduseofartificialintelligence(AI)embeddedinsmart
devices,asRosalindPicard,directoroftheAffectiveComputingGroupatMITarticulated,‘The
greaterthefreedomofamachine,themoreitwillneedmoralstandards’(Picard,2000).Also,people
mustknowandbeabletomanagewhattypeofdataarecollectedbytheirsmartthings,howtheyare
sharedanditsimplicationfortheirmoralandethicallives.Thesituationisevenmoreexacerbated
bytherecentexposéthat70percentofIoTproductscontainsomekindofsecurityvulnerability,
accordingtoaresearchstudybyHewlett-Packard(Hewlett-Packard,2015).Moreover,itisenvisioned
thatcloudserviceswouldbeabletoauctionlargevolumesofuserdatatothirdpartiesorendusers
mightselltheirowndailydatafeedstogarnerfinancialreward.Furthermore,thisinformationcould
beprocessedusingvariousdataanalyticstechniquestodevelopentirepsychologicalprofileofan
individualgiving insight into thedecisions likely tobemadeby the individual, therebyseverely
affectingprivacyofacitizen.Similarsituationsmightjeopardisebusinessesandmakegovernments
dysfunctional. Generally, industry would happily vouch for such measures as it would facilitate
selectivemarketingofservicesandsubsequenteconomicbenefit,whileimpactonsecurityandethics
ofsocietyisnottheirnecessaryconcern(Michael,Michael,&Perakslis,2015;Ridley-siegert,2015).

Absenceofaconsciousefforttopreserveethicscouldleadtounintentionalracism.Forinstance,
onlineadssuggestingarrestarelikelytoappearwithnamesrelatedtoblacksandneutraladsorno
adsappearwithnamesrelatedtowhites,regardlessofwhetheranarrestrecordisassociatedwith
thename(Sweeney,2013).Astudyinvolvinganonlinerentalmarketplacesuggestedthatnon-black
hosts charge 12% more than black hosts for similar facilities (Edelman & Luca, 2014). Similar
discriminationhasbeenreportedinjobapplicationswithwhitenamesreceiving50percentmore
call-backsforinterviewsforsimilarresumes(Bertrand&Mullainathan,2003).Accordingtoastudy,
searching‘unprofessionalhairstylesforwork’inGoogleretrievedimagesmainlyofblackwomen
whereas‘professional’typerevealedpicturesofwhitewomen,oftentimeshavingsimilarhairstyles
differingonlyinhairtypeandwearer’sskin(“DoGoogle’s‘unprofessionalhair’resultsshowitis
racist?,”2016).SeveralotherexamplesofracisminAIhavebeenreportede.g.inGoogle’sphoto
app,Nikon’scamera,crimeforecastingetc.(“ArtificialIntelligence’sWhiteGuyProblem,”2016).

Itisnotfar-fetchedthatalgorithmsbehindvideosurveillancesystemsinMajorEuropeanand
Americancitiescouldbetrainedtoexploitcertainphysical,linguisticorculturaltraitstotargetspecific
ethnicgroups,supposedlymorelikelytobelinkedtocriminalorterroristacts(Bianchini&Ávila,
2014).Similarly,alendingalgorithmmayrefuseloantoaneconomicallydisadvantagedstudentby
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