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ABSTRACT

In thedigitalera,organization-wide informationsecurity riskassessmenthasgained importance
because it can impact businesses in many ways. In this article, the authors propose a model to
assesstheinformationsecurityriskusingFuzzyPetriNets(FPN).DeeplyrootedintheOCTAVE
framework,thisresearchpresentsataxonomyofriskpracticeareasandriskfactors.Theauthors
applytheconstituentsofthetaxonomytoriskassessmentthroughawell-definedFPNmodel.The
primarymotiveofthearticleistoextendtheusabilityofFPNstonewerandlessexploreddomains
likeauditandevaluationof informationsecurity risks.Theuniquecontributionof thisarticle is
thedefinitionanddevelopmentofacomprehensiveandmeasurablemodelofriskassessmentand
quantification.Themodelcanalsoserveasatooltocapturetheriskperceptionoftherespondents
forvalidatingthecriticalityofriskandfacilitatethetopmanagementtoinvestininformationsecurity
controleco-systemjudiciously.
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1. INTRODUCTION

Theproliferationoftheinternetandtheadvancementsincomputingtechnologyandcommunications
hasnotonlytransformedthewayorganizationspursuethebusiness,butalsochangedthelifestyleof
individuals(Leeetal.,2016,RothlinandMcCann,2016,Lawetal.,2014,KellermannandJones,
2013).Thoughthishasapositiveimpactontheinformationstorage,transit,andprocessing,ithas
also lead tocompromiseofconfidentiality, integrity,andavailabilityof information(Melletal.,
2007,RansbothamandMitra,2009,HughesandCybenko,2013).Inthisviewinformationsecurity
programshavebeendevisedbyorganizationswhichfocusonriskassessmentandmitigation.Thereis
astrategicapproachtoinformationprotectionandriskassessment.Thestrategicplanensuressynergy
betweenorganization’sinformation,infrastructureprotectiongoalswithawell-plannedexecution
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roadmap,(Pironti,2010,Ahmadetal.,2014,YaokumahandBrown,2014,Peppardetal.,2014,
ShimeallandSpring,2013,Huetal.,2012).ThesecapabilitiesneedtobeincludedinITstrategy
andshouldalignwiththebusinessgoalsandthevisionandmissionoftheorganization(Havingaand
Sessink,2014).Theinformationsystemsthathandlethedataneedadesignwithsecurityinmind,
andsecurityanalysisanddesignpracticeshaveevolved.Itisharmfultodependonapredetermined
securitymeasureentirely,andsuchanobvioussecuritymeasurecanbetreatedasavulnerability(May
etal.,2013).Themotiveofthispaperistoexplore,defineandcreateaFuzzyPetri-Nets(FPN)model
formeasuringinformationsecurityriskperceptions.Suchamodelwilladdresstheorganizational
informationsecurityfromstrategy,operationalandtechnicaldimensionstoefficientlyidentifyand
assessthecriticalityofrisk.Firmlygroundedonthisunderstandinginthesecondsectionwepresent
anextensivereviewofthepreviousworksrelatingtoinformationsecurityrisksandaninventory
aboutthevariedapplicationsofFuzzyPetriNets(ZhouandZain,2016;TajandKumaravel,2015a).
ThethirdsectioncoverstherulesofapplyingFPNrulestotheinformationsecurityrisksandexplains
themodelforvalidatingtheriskperceptionduringanyriskassessmentprocess.Thefourthandfinal
sectionslatesthefuturescopeandsummarizesthework.

2. LITERATURE REVIEW

Thissectioncontainstwobroadparts.Section2.1coverstheexistingliteraturerelatingtoinformation
securityrisksandpresentataxonomyofriskandriskfactorsintheassessmentmodel.Section2.2
deliberatesaboutthecurrentapplicationsofFPNandalsobidsfortheuseofFPNasariskassessment
modelamongotherriskassessmentmodelsforinformationsecurity(Macedo,andDaSilva,2012).

2.1. Information System Security
Information technology revolutionhas transformed thewayofdoingbusiness and increased the
accesstoinformation.TheISO27001definesanInformationSecurityManagementSystem(ISMS)
asa“systematicapproachtomanagingsensitivecompanyinformationsothatitremainssecure.It
includespeople,processes,andITsystemsbyapplyingariskmanagementprocess”.NIST800-30
documentdevelopedbytheNationalInstituteofStandardsandTechnologydefinesriskas“afunction
of the likelihoodofagiven threat-source’sexercisingaparticularpotentialvulnerabilityand the
resultingimpactofthatadverseeventontheorganization.”Tominimizerisksandmaximizereturn
oninvestmentsasecuritymanagementprogramisessential(Stolletal.,2013)anditfurtherensures
legalcompliance,goodwill,financialstature,acompetitiveedgewhichinturnleadstosustainable
growth.Itmeansthattheorganizationsneedtohaveacomprehensivemanagementstructureand
systematicpracticesforinformationsecurity(Changetal.2006).Thoughtopmanagementhasa
criticalroleindevisinganinformationsecurityprogrammetoprotecttheinformationassets,their
supportisthemostcrucialissueinimplementingandoperationalizingthesame.Inadditiontothis,
acomprehensivepolicyshouldbeinplace(Knapp2009;Singh2013),andtopmanagementshould
have interest and participation for continued improvement in information security programme
(McFadzean,2007).However,organizationsstilllackefficientInformationsecuritygovernanceand
stakeholderbuy-in(Williams,2001).

Informationsecuritygovernanceisnomoreatechnicalissue,butabusinessissue(Kayworth
andWhitten,2010)and topmanagementneed to lookat it fromabusinessangle(Kwon2012).
OrganizationsneedaholisticapproachtobusinessmanagementwithITstrategyandsecuritystrategy
alignedtoit(Soomro2015;Baskervilleetal.,2014).Itprimarilyneedsunderstandingthebusiness
goalsoftheorganizationanditsriskprofile,andaccordingly,abetterInformationSecurityandrisk
managementprogramcanbeimplemented(Pironti2010).InformationTechnologysecuritystrategy
isacrosscuttingconcernforbusinessplanning(Pramodetal.,2013)withmanyintermediatepoints
inbusinessprocessexecution.However,manyorganizationsfailinhavingasecuritystrategyaligned
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