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ABSTRACT

Today, Big Data is being leveraged in many industries from criminal justice to health care to real estate 
with powerful outcomes. Organizations are using Big Data to predict the future in turn making them 
smarter and efficient. All the health care data such as discharge and transfer patient data maintained 
in Computer based Patient Records (CPR), Personal Health Information (PHI), and Electronic Health 
Records (EHR). The use of Big Data analytics is becoming increasingly popular at health care centres, 
in clinical research, and consumer based medical product development. The biggest challenge with 
implementation of big data is that the nature of information of public health sector is of very sensitive 
nature and needs to be protected from unauthorized access and release of contents. Therefore, to provide 
solution to the deidentifying personal health big data in this paper we author make use of only mapper 
job framework for data encryption.

INTRODUCTION

In recent years, there is a proliferation in the amount of data generated. Voluminous complex data is 
generated from various sources that cannot be processed by traditional tools. Big Data is a current and 
hot topic of IT industry. Harnessing such huge amount of data is a tough job and thus it requires business 
intelligence (BI) or analytics. Business Intelligence is required to explore new knowledge, relationships 
and patterns among different data elements for example the banks have to make perpetual customer cen-
tric decisions and make sure they are well informed about all the risks and stakes. One of the best ways 
to reach out to the customers is to constantly communicate with them. This is obviously difficult as the 

Hadoop Map Only Job 
for Enciphering Patient-
Generated Health Data

Arushi Jain
Ambedkar Institute of Advanced Communication Technologies and Research, India

Vishal Bhatnagar
Ambedkar Institute of Advanced Communication Technologies and Research, India



303

Hadoop Map Only Job for Enciphering Patient-Generated Health Data
﻿

banks have thousands of branches and more than a million customers in countries which are populous 
and have a huge number of customers. Therefore, the use of Big Data is really important here. By asking 
the customers for feedback about products and services, banks can come to know about the customer’s 
needs and preferences. In this paper, we focused on analyzing all the complaints from the customers that 
can help banks make well informed decisions in optimizing the services and business process along with 
region or time of the year specific schemes and offers which may attract more customers.

Big Data is a collection of Data sets so large and complex that traditional database management 
systems cannot handle efficiently. Big Data in an umbrella term used for the humongous amount of data 
generated from myriad of sources such the Web, mobile devices, sensors, enterprise applications and 
digital repositories. The data can be structured as well as unstructured. The data ranges from terabytes 
to exabytes of data. The relational database management systems (RDBMS) have proven to inefficient 
to handle such huge volumes of data. Another important factor which renders the conventional database 
systems unsuitable is that the majority of data being generated is unstructured; the RDBMS systems are 
only adept to handle structured data. Hence new tools and schemes for data analysis and management 
were in order. Big Data can be characterized by the 5 V’s:

1. 	 Volume: This refers to the amount of data. The sheer volume of data generated these days by real 
time applications and other data sources such as twitter feeds, photos, videos on social media, click 
streams of web, sensor-enabled equipment is so mammoth it runs to petabytes and exabytes of data. 
Big Data technology enables us to store this amount of data on distributed systems;

2. 	 Velocity: It refers to the speed at which the data is generated. For example, the social media portals 
generate process able data at a very high rate, the amount of credit card transactions that happen 
in a second. All these require data to be analyzed at a very high rate;

3. 	 Variety: Refers to the myriad of sources from which data is accumulated. Data is in different 
formats structured, semi-structured, unstructured. A full 90% world data has been generated over 
the past two years and majority of it is unstructured;

4. 	 Veracity: Refers to the trustworthiness of data. There are uncertainty surroundings the data being 
generated these days with data being incomplete and inconsistent. The Big Data analytics empow-
ers us to work with such kind of data;

5. 	 Value: Refers to techniques of deriving value from data. There is an intrinsic value that the data 
may possess and must discover for analysis. This makes ‘value’ the most important ‘V’ of Big 
Data. Modern technologies have made it possible to find the value from data.

Today, Big Data is being leveraged in many industries from criminal justice to health care to real 
estate with powerful outcomes. Organizations are using Big Data to predict the future in turn making 
them smarter and efficient. Applications from Big Data are innumerable, from retail industry where 
Big Data helps retailers gain insights into the customer to needs and habits, to Banking, HealthCare & 
Hospitality. Government agencies are increasingly incorporating Big Data analytics to curb crime and 
maintain law and order through social media traffic analysis and other means. Therefore, to get actionable 
data and perform analytics requires specialized tools. There are thousands of Big Data tools available 
in the market. There are open source tools like Hadoop, a term which has become synonymous to Big 
Data, Cloudera.
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