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Location Privacy

Matt Duckham
University of Melbourne, Australia

ABSTRACT

In this chapter, the author raises a number of issues surrounding the ever-growing capabilities of geo-
informatics. Location privacy can be defined as the claim of individuals to determine for themselves
when, how, and to what extent information about their geographic location is communicated to others.
Location privacy has become an especially important issue in geoinformatics because of the emergence
of location-aware computing. This implication of the interaction between these technology and personal
rights is explored in this chapter.

INTRODUCTION e Causing personal harm: Information about
a person’s location may be used to cause
A person’s geographic location is personal and that person harm. For example, a variety of
sensitive information that needs to be protected. criminal activities, such as stalking or even
Unprotected information about where a person physical assault, require that individual’s
is located can be misused in a number of ways, location is known to the criminal.
including: »  Inferring other personal information: Geo-

graphic location fundamentally limits many
of the activities a person can be engaged
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in. For this reason, location can be used to
infer other personal information about an
individual. For example, the information
that Anna is regularly located in a hospital
oncology unit might be used to infer that
Annais suffering from cancer. An insurance
company might then unfairly use this infer-
ence to deny health insurance to Anna.

Location privacy can be defined as the claim
of individuals to determine for themselves when,
how, and to what extent information about their
geographic location is communicated to others.
Location privacy is a special type of information
privacy. Information privacy isusually defined as
the “claim of individuals, groups, or institutions to
determine for themselves when, how, and to what
extent information about them is communicated
to others” (Westin, 1967, p. 7). As Figure 1 shows,
information privacy is just one of several types
of privacy. Privacy in general is regarded as a
fundamental human right, recognized in Article
12 of the UN Universal Declaration of Human
Rights (1948).

PRIVACY IN LOCATION-AWARE
ENVIRONMENTS

Location privacy has become an especially im-
portant issue in geoinformatics because of the
emergence of location-aware computing. Loca-
tion-aware computing environments combine
high-power mobile computer platforms, like
personal digital assistants (PDAs) or cellular
phones; location-sensing technology, like global
positioning system (GPS); and wireless commu-
nication, like WiFi or Bluetooth. Using location-
aware computing environments it is possible to
track an individual’s location in real-time, and
communicate thatinformation to interested parties
anywhere in the work (e.g., via the Internet).
Users of location-aware technology can po-
tentially take advantage of many new and highly
beneficial location-based services. Examples of
increasingly common location-based services in-
cludenavigation and emergency response systems.
People using location-based services must reveal
information about their location to a service pro-
vider. One of the first location-based services, the
AT&T “Find Friends” service, enabled friends and
family to share information about their location

Figure 1. Classification of types of privacy, after Rotenberg and Laurant (2004)

Privacy

Bodily privacy

Concerned with freedom Concerned with

from physically invasive collection and handling

procedures, like genetic
testing

of personal data

// v v\\‘\

Information privacy Territorial privacy

Communication privacy

Concerned with Concerned with security

intrusions into physical of communications, like
space, like homes and

mail and email
workplaces.

e N
7 S

Location privacy
Concerned with
collection and handling

of geographic location
data

255



4 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/location-privacy/20411

Related Content

Studies of Accessibility to Healthcare in Canada

Olesya Elikan (2013). Geographic Information Analysis for Sustainable Development and Economic
Planning: New Technologies (pp. 68-86).
www.irma-international.org/chapter/studies-accessibility-healthcare-canada/69049

Spatial and Spatiotemporal Data Types as a Foundation for Representing Space-Time Data in
GIS

Markus Schneider (2017). Handbook of Research on Geographic Information Systems Applications and
Advancements (pp. 1-28).
www.irma-international.org/chapter/spatial-and-spatiotemporal-data-types-as-a-foundation-for-representing-space-time-
data-in-gis/169983

The Use of Social Media for Urban Planning: Virtual Urban Landscapes Created Using Twitter
Data

Fabian Neuhaus (2019). Geospatial Intelligence: Concepts, Methodologies, Tools, and Applications (pp.
1049-1070).

www.irma-international.org/chapter/the-use-of-social-media-for-urban-planning/222935

Sharing Environmental Data through GEOSS

Gregory Giuliani, Nicolas Ray, Stefan Schwarzer, Andrea De Bono, Pascal Peduzzi, Hy Dao, Jaap Van
Woerden, Ron Witt, Martin Benistonand Anthony Lehmann (2011). International Journal of Applied
Geospatial Research (pp. 1-17).
www.irma-international.org/article/sharing-environmental-data-through-geoss/50475

A Study of Cross-Market Branch Banking in lllinois: A Multiple Regression Quadratic Assignment

Procedure Approach
Bin Zhou (2016). International Journal of Applied Geospatial Research (pp. 1-15).
www.irma-international.org/article/a-study-of-cross-market-branch-banking-in-illinois/143073



http://www.igi-global.com/chapter/location-privacy/20411
http://www.irma-international.org/chapter/studies-accessibility-healthcare-canada/69049
http://www.irma-international.org/chapter/spatial-and-spatiotemporal-data-types-as-a-foundation-for-representing-space-time-data-in-gis/169983
http://www.irma-international.org/chapter/spatial-and-spatiotemporal-data-types-as-a-foundation-for-representing-space-time-data-in-gis/169983
http://www.irma-international.org/chapter/the-use-of-social-media-for-urban-planning/222935
http://www.irma-international.org/article/sharing-environmental-data-through-geoss/50475
http://www.irma-international.org/article/a-study-of-cross-market-branch-banking-in-illinois/143073

