1060

Chapter 52

Cyber Space Security
Assessment Case Study

Hanaa. M. Said
University Ain Shams, Cairo, Egypt

Rania El Gohary
University Ain Shams, Cairo, Egypt

Mohamed Hamdy
University Ain Shams, Cairo, Egypt

Abdelbadeeh M. Salem
University Ain Shams, Cairo, Egypt

ABSTRACT

Cyberspace is known as the digital electronic medium for the knowing range of securing in the cyber-
space. Therefore the importance of inferring the reference measure in the form of assessment procedure
to improve the knowledge and making the decision for the e- government services. A series of the stan-
dards build on the application of data mining methods specifically represented as decision tress model,
Logistic regression, association rules model, Bayesian network for making reference measurements, to
measure the extent of securing the data, and the provided services. The authors discuss various types of
cyber-attacks describing how data mining helps in detection and prevention of these attacks. A compara-
tive analysis between a set of selected frameworks is presented. Finally this chapter imparts numbers
of applications for the data mining Methodologies in Cyber Security. Results applied on the site of the
authority for cleaning and beautifying Cairo governorate in Egypt.

INTRODUCTION

It is possible materially setting what is known as cyberspace or what is called also the cyberspace as
being the electronic digital field extended through the different metallic, lighting and airy communica-
tion its channels in the net of the internet network. The extreme speed information with its technologi-
cal expression, this space is related with its different concepts, that is because the non-availability of
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geography for the natural place in the appearance of the geography for the information sailing in the
different directions, at the same time that makes this phenomena of the cyberspace of the major features
for the information age, it embodies practically the village society through its supposed space of open
horizons which puts the human being in a digital world in its foundations and features .The new values
talking about the arising of the supposed world as time and place space. They became like the new land
as most of the capitals, the modern cultural and scientific movement prompted to it, also the means of
amenities beside the crimes (Xiong et al, 2009).

The real cyberspace that is available on the internet. It is difficult, to conduct on them the assessment
of quality which can be accepted for the extent of securing it. It can be expressed for this real cyberspace
as if the series of the minor cyberspaces. Our objective is analysis, study securing one of the minor cyber
space’s which is the cyberspace for the authority of cleaning and beautifying Cairo, in the Arab Repub-
lic of Egypt (www.ccba.gov.eg) to Analysis the extent of the sufficiency for the suggested reasoning
to measure the extent of securing data for the cyberspace. It is one of the important cyberspaces in the
frame of the mechanism for the e-government services, and its effect on both the citizens, the investors
and on the government, this cyberspace is related with several electronic sites (Varun et al, 2008). The
objective is to provide a framework for the system of managing the electronic service that is required to
be secured, and which uses the classical means, and utilizing the tools of research for the data to enforce,
these services, to provide them through a big set of readings, data, information and facts, discussing
them by study, analysis and adapting them to the service of the chapter’s objectives to get new services
from the government, as it is clear from the Figure 1.

Figure 1. Site map of the Cairo Cleaning and Beautification Authority
(www.ccha.gov.eg).
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