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ABSTRACT

This chapter reports the authors’experiences regarding security of the electronic medical record (EMR).
Although the EMR objectives are to support shared care and healthcare professionals’ workflow, there
are some barriers that prevent its successful use. These barriers comprise not only costs, regarding re-
sources and time, but also patient / health professional relations, ICT (information and communication
technologies) education as well as security issues. It is very difficult to evaluate EMR systems, however
some studies already made show problems regarding usability and proper healthcare workflow model-
ing. Legislation to guide the protection of health information systems is also very difficult to implement
in practice. This chapter shows that access control, as a part of an EMR, can be a key to minimize some
of its barriers, if the means to design, develop and evaluate access control are closer to users’ needs
and workflow complexity.
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INTRODUCTION

Healthcare is information and knowledge driven.
Good healthcare depends on taking decisions at
the right time and place, according to the right
patient data and applicable knowledge (Friedman
C and Wyatt J, 2006). Communication is of most
relevance in today’s healthcare settings, as health
related activities, such as delivery of care, research
and management, depend on information sharing
and teamwork (Coiera, 2003).

Providing high-quality health care services is
an information-dependent process. Indeed, the
practice of medicine has been described as being
dominated by how well information is processed or
reprocessed, retrieved, and communicated (Bar-
nett, 1990). An estimated 35 to 39 percent of total
hospital operating costs has been associated with
patientand professional communication activities
(Richart, 1970). Physicians spend over a quarter
(Commission, 1995, Mamlin and Baker, 1973)
and nurses half (Korpman and Lincoln, 1998) of
their time writing up patients’ charts.

Patient records exist to memorize and com-
municate the dataregarding a particularindividual
and to help deliver care to him or her. Records
are not only an information system but also a
communication system, to enable communica-
tion between different health professionals and
between the past and present (Dick and Steen,
1997, Nygren et al., 1998). Patient records, the
patient and published evidence are the three
sources needed for the practice of evidence-based
medicine (Friedman C and Wyatt J, 20006).

After decades of development of information
systems, designed primarily for physicians and
other healthcare managers and professionals,
there is an increasing interest in reaching con-
sumers and patients directly through computers
and telecommunication systems (Chuva Mtetal.,
2006). Consumer health informatics is designed
to empower consumers by putting health infor-
mation into their hands, including information on
their own health, such as diagnoses, lab results,

personalrisk factors and prescribed drugs. All this
information requires strong security means.

Information security is usually defined by
three main characteristics (Cen/Tc251), (Harris
S,2003): confidentiality —the prevention of unau-
thorized disclosure of the information; integrity
— the prevention of unauthorized modification
of the information; availability — the prevention
of unauthorized withholding of the information.
Confidentiality is often used interchangeably
with privacy but they are not exactly the same.
Privacy is the right of an individual to not have
their private information exposed (and this is
usually enforceable by law), whilst confidential-
ity is limiting access to information to authorised
individuals only.

The complexity of building secure information
systems relates mainly to three fundamental and
competing factors: the complexity of the security
technology itself; the difficulty of classifying the
information that is to be protected; and the use
of the technology by humans (usually the most
problematic factor (Schneier B, 2004)). Other
important but secondary competing factors are:
protecting information from unauthorised access
whilst needing to be able to access it for audit or
law enforcement purposes; and making it easy
for an authorised user to gain access to the in-
formation but complex for an unauthorised user
to do the same.

LEGISLATION

The Health Insurance Portability and Accountabil-
ity Act (HIPAA) of 1996 (USA Congress, 1996)
is the American legislation that provides for the
security and privacy as well as health insurance
for American workers and their families. Title I
of HIPA A protects health insurance coverage for
workers and their families when they change or
lose their jobs. Title Il of HIPA A, the Administra-
tive Simplification (AS) provisions, requires the
establishment of national standards for electronic
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