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Abstract

The increased use of the Internet and latest information technologies such as wire-
less computing is revolutionizing the healthcare industry by improving services 
and reducing costs. The advances in technology help to empower individuals to 
understand and take charge of their healthcare needs. Patients can participate in 
healthcare processes, such as diagnosis and treatment, through secure electronic 
communication services. Patients can search healthcare information over the In-
ternet and interact with physicians. The same advances in technology have also 
heightened privacy awareness. Privacy concerns include healthcare Web sites that 
do not practice the privacy policies they preach, computer break-ins, insider and 
hacker attacks, temporary and careless employees, virus attacks, human errors, 
system design faults, and social engineering. This chapter looks at medical privacy 
issues and how they are handled in the U.S. and New Zealand. A sample of 20 New 
Zealand health Web sites was investigated.
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Introduction

Advances in information technology have increased the efficiency of providing 
healthcare services to patients. Using Web-based technology, the healthcare team can 
also include the patient, who must be an informed decision maker and active partici-
pant in his or her care. These same advances also improve the features, functions, 
and capabilities of the electronic medical record systems and potentially increase 
the number of parties, namely hospitals, insurance companies, marketing agencies, 
pharmaceutical companies, and employers that may have unauthorized access to 
private medical information. These systems are justifying themselves in terms of 
cost and life savings. Accessibility to mobile computing devices in the healthcare 
industry is also evolving. Wireless computing devices enable physicians, clinicians, 
and nurses to enter patient data at the point of care (Kimmel & Sensmeier, 2002). 
Disease management systems provide caregivers with information on efficacy of 
drugs and treatments at various stages of a medical condition. Using bar-coding 
technology together with decision support, systems can ensure that patients can 
receive the correct medication or treatment.
Healthcare organizations must manage a tremendous amount of information, from 
clinical test results, to financial data, to patient tracking information. While most 
healthcare organizations have policies and procedures in place to guarantee at least 
minimum levels of privacy protection, they are not core features of most technology 
systems in the healthcare industry. This is true despite the fact that unauthorized 
disclosure of an individual’s private medical information can affect one’s career, 
insurance status, and even reputation in the community. Without adequate privacy 
protection, individuals must take steps to protect themselves from what they consider 
harmful and intrusive uses of their health information, often at significant costs to 
their health.  
Healthcare privacy is an increasingly complex legal and operational issue facing the 
healthcare industry. For example, in the areas of mental health, HIV, pharmaceuticals, 
and genetic information, issues of privacy and the appropriate use of health informa-
tion have already shown themselves to be particularly sensitive. The public has also 
become increasingly conscious of privacy issues, such as protection of electronic 
medical records, commercial uses of health information, and insurer and employer 
access to patient-identifiable information. The increasing use of the Internet also 
brings a corresponding need for privacy awareness. The very nature of electronic 
records makes them more easily transportable and thus accessible.  
Healthcare professionals face many challenges as they seek ways to deliver qual-
ity healthcare while maximizing efficiency and effectiveness and at the same time 
ensuring privacy. A substantial barrier to improving the quality of and access to 
healthcare is the lack of enforceable privacy rules. Individuals share a great deal of 
sensitive, personal information with their doctors. This information is then shared 



 

 

40 more pages are available in the full version of this document,

which may be purchased using the "Add to Cart" button on the

publisher's webpage: www.igi-global.com/chapter/impact-

information-technology-healthcare-privacy/18616

Related Content

Development of an Affordable Myoelectric Hand for Transradial Amputees
Alok Prakashand Shiru Sharma (2020). International Journal of Biomedical and Clinical

Engineering (pp. 1-15).

www.irma-international.org/article/development-of-an-affordable-myoelectric-hand-for-transradial-

amputees/240742

A Multi-Functional Interactive Image Processing Tool for Lung CT Images
V. Vijaya Kishoreand R. V. S. Satyanarayana (2013). International Journal of Biomedical

and Clinical Engineering (pp. 1-11).

www.irma-international.org/article/a-multi-functional-interactive-image-processing-tool-for-lung-ct-

images/96824

Intelligent Models to Predict the Prognosis of Premature Neonates According to

Their EEG Signals
Yasser Al Hajjar, Abd El Salam Ahmad Al Hajjar, Bassam Dayaand Pierre Chauvet

(2017). International Journal of Biomedical and Clinical Engineering (pp. 57-66).

www.irma-international.org/article/intelligent-models-to-predict-the-prognosis-of-premature-

neonates-according-to-their-eeg-signals/185624

Factors Motivating the Acceptance of New Information and Communication

Technologies in UK Healthcare: A Test of Three Models
Janice A. Osbourne (2009). Medical Informatics: Concepts, Methodologies, Tools, and

Applications  (pp. 1594-1604).

www.irma-international.org/chapter/factors-motivating-acceptance-new-information/26322

Iterative User Involvement in Ambient Assisted Living Research and

Development Processes: Does It Really Make a Difference?
Sonja Müller, Ingo Meyer, Ilse Bierhoff, Sarah Delaney, Andrew Sixsmithand Sandra

Sproll (2011). E-Health, Assistive Technologies and Applications for Assisted Living:

Challenges and Solutions  (pp. 217-243).

www.irma-international.org/chapter/iterative-user-involvement-ambient-assisted/51390

http://www.igi-global.com/chapter/impact-information-technology-healthcare-privacy/18616
http://www.igi-global.com/chapter/impact-information-technology-healthcare-privacy/18616
http://www.irma-international.org/article/development-of-an-affordable-myoelectric-hand-for-transradial-amputees/240742
http://www.irma-international.org/article/development-of-an-affordable-myoelectric-hand-for-transradial-amputees/240742
http://www.irma-international.org/article/a-multi-functional-interactive-image-processing-tool-for-lung-ct-images/96824
http://www.irma-international.org/article/a-multi-functional-interactive-image-processing-tool-for-lung-ct-images/96824
http://www.irma-international.org/article/intelligent-models-to-predict-the-prognosis-of-premature-neonates-according-to-their-eeg-signals/185624
http://www.irma-international.org/article/intelligent-models-to-predict-the-prognosis-of-premature-neonates-according-to-their-eeg-signals/185624
http://www.irma-international.org/chapter/factors-motivating-acceptance-new-information/26322
http://www.irma-international.org/chapter/iterative-user-involvement-ambient-assisted/51390

