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ABSTRACT

Electronic Health Records (EHRs) are becoming the ubiquitous technology for managing patients’ records 
in many countries. They allow for easier transfer and analysis of patient data on a large scale. However, 
privacy concerns linked to this technology are emerging. Namely, patients rarely fully understand how 
EHRs are managed. Additionally, the records are not necessarily stored within the organization where 
the patient is receiving her healthcare. This service may be delegated to a remote provider, and it is not 
always clear which health-provisioning entities have access to this data. Therefore, in this chapter the 
authors propose an alternative where users can keep and manage their records in their existing eHealth 
systems. The approach is user-centric and enables the patients to have better control over their data 
while still allowing for special measures to be taken in case of emergency situations with the goal of 
providing the required care to the patient.

INTRODUCTION

Electronic health records (EHRs) are becoming the core part of the official healthcare reforms in many 
western countries. They represent collections of health-related information of patients that are stored in an 
electronic form. The driving force for their implementation is cost savings. They alleviate the problem of 
redundancy and the related increase in expenses, as tests and procedures do not need to be repeated, since 
the information can be accessible to multiple healthcare providers. Compared to the traditional approach 
of storing the patients’ data, the benefits of EHRs are also easier transfer and analysis of health data on 
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a large scale. Additionally, they allow for merging the data across different healthcare domains. This 
reform in health-related information management is therefore expected to ensure better care provisioning 
and reductions in healthcare costs. However, the EHR are also raising certain concerns of the patients. 
Due to the electronic nature and non-transparent handling of EHR records, the patients are increasingly 
worried about the privacy of their data. Consequentially, one of the main obstacles to EHR adoption are 
the privacy and security concerns of the users (Hiller, McMullen, Chumney, & Baumer, 2011).

In the current system design, the users are not in control over their medical records. In most systems, 
the retrieval of the electronic records from a central database does not need to be authorised by the user 
at the time of retrieval and for each medical person accessing it. Moreover, the access can also be carried 
out without the user’s knowledge. While the facilitation of the exchange of health information about a 
patient between various sources is considered to be a major benefit of the EHR systems, this inter-domain 
exchange of data is yet another reason why patients are distrustful about the offered privacy protection.

In order to address the aforementioned issues, this work provides a novel system model that grants 
the users augmented control over their data. To the best of our knowledge, this is the first approach that 
considers integration of EHRs into the eHealth assistance systems. The resulting system implements 
the preferences of users with regards to their data management, while ensuring appropriate care in 
emergency situations.

Background

With the technological advances in the areas of sensor monitoring and communication technologies, the 
eHealth systems have become an important area of research. They are seen as a cost-effective solution 
for provisioning continuous care to a person’s home, especially in remote areas. Initial approaches were 
focusing on the integration of sensor technologies for health parameters measurement, while the later 
research broadens the services that these systems are able to offer.

A large body of research focuses on extending the monitoring of the patient. The monitoring equipment 
is deployed as a body area network (Jovanov, Milenkovic, Otto, & de Groen, 2005; Otto, Milenkovic, Sand-
ers, & Jovanov, 2006; Kim, Jarochowski, & Ryu, 2006) or is integrated in a single device (Sum, Zheng, 
& Mak, 2005). There are initiatives to capture detected falls using accelerometers(Tabar,Keshavarz, & 
Aghajan, 2006), automatically analyse patient posture via video (Lo, Wang, & Yang, 2005), or to utilise 
a GPS system for keeping track of the patient’s location(Boulos et al., 2007).

The importance of the eHealth systems is also illustrated in a number of European initiatives, such 
as the ongoing GiraffPlus project, epSOS (2008-2013), MobiHealth (2002-2004) and AMON (2001-
2002) projects. Currently, this type of systems is developed to manage only the data that is collected by 
the home equipment, i.e. the body and environmental sensors. The caregivers are accessing this data for 
assessment and determining whether the patient requires assistance. In a similar manner, the home base 
station can also hold the electronic health records (EHRs) of the patient. This would not only allow for 
a more complete overview of the patient’s status, but would also enable patients to have a better control 
over their data.

The EHRs are a part of the healthcare reforms in many countries. In 1998 the UK started a makeover 
of its healthcare system. The key component of the change is the NHS Care Records Service, which 
is supposed to provide EHR technology to all patients in the UK. However, their initiative to create a 
database of merged records is raising privacy concerns (Terry& Francis, 2007).Other surveys have also 
shown that it is necessary to balance privacy with the EHR deployment (Luchenski et al., 2012).Work 
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