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ABSTRACT

Security and trust are two inevitable concepts for secure Manet. There are various systems used for
ensuring security and trust in case of Manet. These systems have several advantages as well as several
disadvantages in terms high communication and computation overhead. In this proposed trust based
system, trust of node is evaluated on the basis of ratio of signal sent and acknowledgement received.
After that, priority of each node is calculated and at last Leader Election algorithm is applied to select
node leader.

INTRODUCTION

Wireless sensor network (WSN) is consisting with spatially dispersed and dedicated sensors for monitor-
ing and recording the physical conditions of the universe and organizing the collected data at a central or
main location. WSN is basically a system that incorporates a gateway that provides wireless connectivity
back to the wired environment and distributed sensor nodes. WSN allows us to observe the event previ-
ously which is unobserved at an excellent resolution over large spatiotemporal scales.

Wireless communication (Shantanu, 2011) is not mealy a buzz word, rather, it is an innovative para-
digm that is successfully providing services to human being from wireless LANs (McGuffin, 1995) to
mobile telephone communication, wireless PANs (Fegan, 2007), and sensor networks. Especially, last
decade has witnessed tremendous growth in wireless communication that has helped to trigger and
fueled the area of distributed computing. Now days, due to active research, the horizon of distributed
computing has been further pushed to the field of Mobile Computing (Goodchild, 2003) with an objec-
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tive to implement efficient solutions in wireless domain with minimal cost and reduced or less power
consumption by handheld devices.

“Wireless networking (Amit Shrivastava, Overview of Routing Protocols in MANET’s and Enhance-
ments in Reactive Protocols) is a technology that enables two or more computers to communicate using
standard network protocols, but without network cabling” (Gawali, 2012). And now there exist network
protocols that are developed just for the implementation of Wireless networks. We can classify wireless
network in primarily following two categories:

1. Network with existing infrastructure: is a network where exists a wireless access point or earlier
wireless hardware support for every node to connect to networks. Here nodes do not require to
participate in any kind of transit services. They communicate to access points to send & receive
packets from other nodes. In this kind of network different access point can be able to follow dif-
ferent wireless protocol like 802.11 b or 802.11g and still can communicate with each other. There
exist several wireless products based on this kind of technology.

2. Ad hoc network is a network where there is no existence of wireless infrastructure for networking,
instead each node communicates with each other using their sole transmitter-receiver only. In this
kind of network each and every node does participate voluntarily in transit packet that flow to and
from different nodes. Each node does follow same routing algorithm to route different packets.
Thus, this kind of network have limited homogenous feature. There are not many wireless products
that follow this proposed technology.

Manet is defined as self-configuring network of mobile host which is connected by wireless network.
Its specialty is to provide peer-to-peer communication without accessing any point or any wired network.
The movement of mobile nodes is random and during this movement no predetermined topology is
formed by mobile stations. That is why, there is no assurance to form long term guaranteed path from
any node to another node. So, it is applied in that type of applications where emergency service is needed
like military battlefield. Now the question is arisen that why we choose MANET for communication
purpose. There are several reasons behind that. There is no requirement to install specific infrastructure
and as well as low set up time and cost in case of MANET. Another thing is that Trust of node to provide
appropriate security in the network. In this matter, we should discuss about Trust.

Trust is one of the prime factor for decision-making processes of any network for which absolutely
plays very crucial role. If it is possible to predict regarding any faulty behavior in advance for any net-
work, any network becomes flawless.

Some of the main features of MANET are listed below:

1.  MANET can be formed or constructed without any preexisting infrastructure.

2. Itfollows dynamic topology where nodes may join and leave the network at any time and the multi-
hop routing may keep changing as nodes join and depart from the network.

3. It does have very limited physical security, and thus increasing security is an important concern.

4.  Every node in the MANET can be helpful to assist in routing of packets in the network.

5.  Limited Bandwidth & Limited Power.
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