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INTRODUCTION

Cloud Computing is an internet-based computing, where resources can be accessed as pay-as-you-go 
basis over the internet. It enables computing as a utility like electricity, gas, etc. Cloud Computing offers 
its users a new dimension of viewing the resources i.e. resources as services via internet. Virtualization 
is the base of Cloud Computing, which creates logical (virtual) machine consisting of all the resources 
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(Operating System, server, storage, and network) similar to a physical machine. We can consider cloud 
as a network of large groups of servers where resources can be shared and accessed as virtual resources 
in a scalable and secure manner. The virtualization technique also eliminates the need for maintenance 
of computing hardware, dedicated space and software. The paradigm shifts from on premise comput-
ing to Cloud Computing allows resource sharing and isolation from the underlying hardware. Various 
advantages of Cloud Computing include on-demand scalability, low cost storage services, paralleliza-
tion, high computing power, security, etc. On-demand scalability feature allows to scale-in/out resources 
depending on workload which reduces unnecessary resource usage. On-premise computing users spend a 
major part of their budget on hardware, software, recovery management, networking, power supply. But, 
Cloud Computing reduces it as accessing a Virtual Machine (VM) is cheaper than buying and installing 
a physical resource. Cloud Computing allows parallelization i.e. several VMs can work simultaneously 
without affecting each other and thus increasing the resource utilization and efficiency of the cloud 
system. Cloud Computing is an off-premise form of computing, which is changing the expectation of 
what, how and when computing, allocation and management of storage and networking resources. It is 
also referred to as ubiquitous (anywhere, anytime) computing which requires only a subscription to use 
the virtual resources through the internet. In cloud, VM instances are deployed in cloud service provider 
data centres from where users can use the computational resources. An agreement is signed between cli-
ent and service provider known as Service Level Agreement (SLA) in terms of price, Quality of Service 
(QoS) level, penalties associated with SLA violation, etc.

The cloud service model can be categorized as Infrastructure-as-a-Service (IaaS), Platform-as-a-Service 
(PaaS), and Software-as-a-Service (SaaS). SaaS model provides an interface that can be used to access 
applications managed by a third party through the internet. Users can use applications directly from a web 
browser without any downloads or installations, in some cases through plugins. Here everything (data, 
OS, servers, applications, storage and networking) is managed by third party. Popular SaaS examples are 
Google Apps, Salesforce, Citrix GoToMeeting, Concur, Gmail, Microsoft Office 365, DropBox, etc. A 
development environment is provided in PaaS model to build, host, and deploy an application. To run an 
application hardware and software maintenance is not required at company’s workspace. PaaS examples 
include Google App Engine and SalesForce.com, etc. IaaS model gives infrastructure (computing, storing, 
networking resources, etc.) like an actual physical infrastructure as a service. It is a self-service model 
where users can purchase IaaS based on requirement like other utility (electricity, gas, etc.). This model 
gives users the ability to manage applications, data, OS, middleware, etc. IaaS examples are Microsoft 
Azure, Amazon Web Services (AWS), Joyent, Google Compute Engine (GCE). The Cloud Computing 
implementation models are public cloud, private cloud, hybrid cloud and community cloud. In private 
cloud the services and computing infrastructure are maintained by a particular organization. Here the 
required software and infrastructure are purchased and maintained in the organization, which offers 
high security and control. In public cloud services and infrastructure can be accessed over the internet. 
Here the user has no visibility and control over the computing infrastructure. It can be shared between 
any organizations, which makes it less secure than private cloud. Hybrid cloud uses the functionality of 
both private and public cloud features. An organization with the hybrid cloud model can use a private 
cloud for normal usage and public cloud for high load requirements to handle the sudden increase in 
computing requirements (Puthal, Sahoo, Mishra & Swain, 2015).

One of the research domains in the cloud is applications that must complete within the deadline (e.g. 
weather prediction, video streaming). Real-time applications need fast processing of tasks to maintain 
logical and timing correctness. The development in Internet of Things (IoT) applications, availability of 
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