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ABSTRACT

Cloud computing is one of most fast developing technology and many organizations
are now offering a wide range of cloud services. Although the services provided
are the same there is no common programming language, technology and protocol
to access the entirety of the cloud services. Client who use a service provided by
a certain organization are often limited and confined to that specific organization
its structure and technologies. A Cloud federation is one solution to that interoper-
ability through which computing resources of one Cloud Service Provider is rented
or sold to another service provider or the services provided by one Cloud Service
Provider is replicated into another Cloud Service Provider without having to lose
any functionality and performance. This process is a tedious task and is prone to
multiple limitations. In this paper we proposed the architectural framework and
algorithm for the possible interoperability between the cloud service providers
based on SLA in prospective of health sector as the application of cloud in health
sector is highly needed in future.
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Cloud Based Secure Data Sharing Algorithm for Health Care
INTRODUCTION

The Cloud computing generally is a type of computing that relies upon sharing of
computing resources rather than having the local servers or personal devices to handle
application or services. Cloud computing may be defined as services accessed by
means of Internet. The buzzword cloud transforms the way of storing and accessing
the data. Unlike traditional applications the cloud applications are web specific in
nature. To access cloud applications one needs to have the web supported device.
Thus the cloud applications are platform independent and it can be accessed any
time anywhere and any place. The ultimate aim of the cloud computing is to give
everything as a service to the customers. In cloud computing generally there are
three man services, SaaS (Software as a service), PaaS (Platform as a service) and
IaaS the Infrastructure as service respectively. And it consists of three main deploy-
ment models public cloud, private and Hybrid cloud. In software as service, the
software is being stored in cloud servers and it will be being accessed by the client
and charges are being paid by the customer as per usage. The customer need not to
install the software at the client end. There are several benefits both for client and
the vendors. The client need not to have any knowledge of installation, processor
speed, and memory in the host system as the service is being retrieved from the cloud
servers. Most importantly the client is being charged as per use. In case of vendors,
the usage of pirated software is reduced significantly. The Microsoft is planned to
offer its software’s everything through cloud. Thus software as a service require
minimal amount knowledge to access various services. Whereas the Platform as a
service is meant for the developers. It supports the various software development
kit and automated testing environment. The infrastructure as a service generally
meant for providing the services like hardware and memory support. There are many
other services are available including storage as a service e.g. Drop box, security as
service, monitoring as service, communication as a service etc. As discussed earlier,
the cloud provides every needs of the customers as a service. Coming to deployment
models, the public clouds is accessible anyone provided the access credentials and
data center nearby the location. The public cloud is considered to be insecure and
easily hacked. The private cloud is considered to be highly secure and data can be
accessed within the organization environment and maintained by the either the cloud
service provider or the local member of organization. The hybrid cloud generally
the combination of any two cloud services.

The cloud services are considered to be hit. According to Gartner the revenue of
the cloud has been increased gradually. The revenue of cloud computing in 2009 is
about 58 billion US dollars where as in 2010 it is nearly 70 billion US dollars. There
is 16-17 percent increase in revenue for academic year 2011. The cloud revenue
in 2012 is about 111 billion US dollars and in 2013 it’s about 130 US dollars. The

48



17 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/cloud-based-secure-data-sharing-
algorithm-for-health-care/164576

Related Content

Designing a Framework for Cloud Service Agreement for Cloud
Environments

Akashdeep Bhardwajand Sam Goundar (2016). International Journal of Cloud
Applications and Computing (pp. 83-96).
www.irma-international.org/article/designing-a-framework-for-cloud-service-agreement-for-cloud-

environments/173773

Economic Policy Optimization Powered by Advanced Al-Driven Business
Intelligence Tools

T. Umapathy, Ganesh Sai Kopparthi, G. V. Radhakrishnan, Rupam Mukherjee, Nidal
Al Saidand Rishi Reddy Kothinti (2025). Embracing the Cloud as a Business
Essential (pp. 145-162).
www.irma-international.org/chapter/economic-policy-optimization-powered-by-advanced-ai-

driven-business-intelligence-tools/374708

Economy Based Resource Allocation in laaS Cloud

Hemant Kumar Mehtaand Eshan Gupta (2013). International Journal of Cloud
Applications and Computing (pp. 1-11).
www.irma-international.org/article/economy-based-resource-allocation-in-iaas-cloud/81237

The Challenge of Service Level Scalability for the Cloud

Luis M. Vaquero, Juan Caceresand Daniel Moran (2011). International Journal of
Cloud Applications and Computing (pp. 34-44).
www.irma-international.org/article/challenge-service-level-scalability-cloud/53141

Impact of Cultural Differences on the Cloud Computing Ecosystems in the
USA and China

Yushi Shen, Jie Yangand Tayfun Keskin (2014). Enabling the New Era of Cloud
Computing: Data Security, Transfer, and Management (pp. 269-283).
www.irma-international.org/chapter/impact-of-cultural-differences-on-the-cloud-computing-

ecosystems-in-the-usa-and-china/88016



http://www.igi-global.com/chapter/cloud-based-secure-data-sharing-algorithm-for-health-care/164576
http://www.igi-global.com/chapter/cloud-based-secure-data-sharing-algorithm-for-health-care/164576
http://www.igi-global.com/chapter/cloud-based-secure-data-sharing-algorithm-for-health-care/164576
http://www.irma-international.org/article/designing-a-framework-for-cloud-service-agreement-for-cloud-environments/173773
http://www.irma-international.org/article/designing-a-framework-for-cloud-service-agreement-for-cloud-environments/173773
http://www.irma-international.org/chapter/economic-policy-optimization-powered-by-advanced-ai-driven-business-intelligence-tools/374708
http://www.irma-international.org/chapter/economic-policy-optimization-powered-by-advanced-ai-driven-business-intelligence-tools/374708
http://www.irma-international.org/article/economy-based-resource-allocation-in-iaas-cloud/81237
http://www.irma-international.org/article/challenge-service-level-scalability-cloud/53141
http://www.irma-international.org/chapter/impact-of-cultural-differences-on-the-cloud-computing-ecosystems-in-the-usa-and-china/88016
http://www.irma-international.org/chapter/impact-of-cultural-differences-on-the-cloud-computing-ecosystems-in-the-usa-and-china/88016

