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A Theoretic Representation
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Failures in HPC Systems

A. Don Clark
West Virginia University, USA

ABSTRACT

High performance computing (HPC) systems are becoming the norm for daily use and care must be made
to ensure that these systems are resilient. Recent contributions on resiliency have been from quantitative
and qualitative perspectives where general system failures are considered. However, there are limited
contributions dealing with the specific classes of failures that are directly related to cyber-attacks. In
this chapter, the author uses the concepts of transition processes and limiting distributions to perform
a generic theoretical investigation of the effects of targeted failures by relating the actions of the cyber-
enemy (CE) to different risk levels in an HPC system. Special cases of constant attack strategies are
considered where exact solutions are obtained. Additionally, a stopped process is introduced to model
the effects of system termination. The results of this representation can be directly applied throughout
the HPC community for monitoring and mitigating cyber-attacks.

INTRODUCTION

High performance computing (HPC) systems use supercomputers and computer clusters to perform
complex processing and computational applications. In the scientific domain, HPC systems have been
used to solve sophisticated computational problems in technical areas such as meteorology, fluid dynam-
ics, and big data analytics. For military operations, these systems are currently being used for command,
control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR). Because
data parallelism has enhanced the performance of HPC systems by several orders of magnitude (Nyland,
Prins, Goldberg, & Mills, 2000; Ravichandran, Pantel, & Hovy, 2004), HPC systems will interest business
of all sizes due to the increasing demands of processing power and speed. Although HPC systems have
demonstrated computational prowess, in terms of solving complex problems efficiently, the reliability
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of these systems is expected to decrease as more and more systems are moving towards the design of
petascale and exascale class systems (Shroeder & Gibson, 2007; Chen & Dongarra, 2009). Furthermore,
researchers have noted that when undesirable failure rates occur, troubleshooting HPC systems is difficult
because they are massive in both component count and complexity (Robinson & Stearly, 2011). These
factors also make HPC systems vulnerable to cyber-attacks. Therefore, care must be made to ensure that
these systems are resilient.

In terms of HPC systems, resilience is defined as the ability of a system to continue operation despite
the presence of faults associated with it (DeBardeleben et al., 2009). With this in mind, researchers have
focused their attention on developing quantitative and qualitative methods for reliability and resilience
detection and analysis. Work in these areas include system failures, application failures, and fault toler-
ance (Daly, Pritchett, & Michalak, 2008; Jones, Daly, & DeBarteleben, 2008; Raicu, Foster, & Zhao,
2008), where the primary goal is to continue running within some performance threshold when one or
more system failures occur. Although research in this area help to provide various classes of processes
to handle certain general families of failures, these failures do not directly consider targeted failures —
when deliberate attacks affect overall system performance. In these cases, continuing to run the system
when failures occur could be detrimental because the cyber-enemy (CE) could learn about the system
and submit subsequent attacks that manipulate and cause serious damage resulting in system shut-down.
Furthermore, these attacks are not necessarily related to the system failure rate, which has an inverse
relationship to the mean time between failures. In other words, attacks can happen when either the failure
rate is both low, representing a more reliable system, or when the failure rate has increased. Addition-
ally, flexibility, in stopping the system, needs to be accounted for to consider times when technicians
and engineers stop the system when anomalies occur. Therefore, care must be made to account for the
effects of targeted failures by considering when actions of the cyber-enemy (CE) while considering the
failure rate of the system.

The author addresses these concerns by conducting a theoretical investigation of the effects of targeted
failures in HPC systems by modeling the relationship between the failure risk levels and the actions of
the cyber-enemy (CE). From the general abstract formulation, cases of continuous and constant-level
cyber-attacks are considered, where closed-form dynamical solutions are obtained. Next, for the case
of two-level constant attacks, extreme conditions related to the system failure rate are considered that
include the most reliable and least reliable systems. Then, a theoretic formulation is proposed that models
the effects of system termination in terms of a stopped process. The investigations posed in this chapter
provide scientists, engineers, and technicians a universal understanding of the overall dynamics to design
effective strategies for mitigation. Furthermore, the mathematical model posed provides technicians of
HPC systems, such as systems administrators (SAs), the macro understanding prior to troubleshooting
these systems on a micro, or component, level.

This chapter is organized in the following manner. The next section provides a summary of the back-
ground and literature review. This is followed by a section that describes the theoretical description of
the model, which is based on the work of Faissol and Gallagher (Faissol & Gallagher, 2014). It is here
where dynamical representations are posed for one and two-level constant attack strategies. Next, the
description of system termination is also proposed in the third section. And, lastly, the conclusions along
with the future directions of this work are presented in the final two sections.

254



22 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/a-theoretic-representation-of-the-effects-of-

targeted-failures-in-hpc-systems/159048

Related Content

State-Carrying Code for Computation Mobility

Hai Jiangand Yanging Ji (2010). Handbook of Research on Scalable Computing Technologies (pp. 874-
894).

www.irma-international.org/chapter/state-carrying-code-computation-mobility/36438

Persistence and Communication State Transfer in an Asynchronous Pipe Mechanism

Philip Chanand David Abramson (2009). International Journal of Grid and High Performance Computing
(pp. 18-36).

www.irma-international.org/article/persistence-communication-state-transfer-asynchronous/3968

Wearable Device-Based Data Collection and Feature Analysis Method for Outdoor Sports
Jun An (2022). International Journal of Distributed Systems and Technologies (pp. 1-8).
www.irma-international.org/article/wearable-device-based-data-collection-and-feature-analysis-method-for-outdoor-
sports/307992

The Financial Clouds Review

Victor Chang, Chung-Sheng Li, David De Roure, Gary Wills, Robert John Waltersand Clinton Chee (2012).
Grid and Cloud Computing: Concepts, Methodologies, Tools and Applications (pp. 1062-1083).
www.irma-international.org/chapter/financial-clouds-review/64529

Automatic Partitioning of Large Scale Simulation in Grid Computing for Run Time Reduction
Nurcin Celik, Esfandyar Mazhari, John Canby, Omid Kazemi, Parag Sarfare, Majed S. Al-Otaibiand Young-
Jun Son (2012). Grid and Cloud Computing: Concepts, Methodologies, Tools and Applications (pp. 380-
406).

www.irma-international.org/chapter/automatic-partitioning-large-scale-simulation/64493



http://www.igi-global.com/chapter/a-theoretic-representation-of-the-effects-of-targeted-failures-in-hpc-systems/159048
http://www.igi-global.com/chapter/a-theoretic-representation-of-the-effects-of-targeted-failures-in-hpc-systems/159048
http://www.irma-international.org/chapter/state-carrying-code-computation-mobility/36438
http://www.irma-international.org/article/persistence-communication-state-transfer-asynchronous/3968
http://www.irma-international.org/article/wearable-device-based-data-collection-and-feature-analysis-method-for-outdoor-sports/307992
http://www.irma-international.org/article/wearable-device-based-data-collection-and-feature-analysis-method-for-outdoor-sports/307992
http://www.irma-international.org/chapter/financial-clouds-review/64529
http://www.irma-international.org/chapter/automatic-partitioning-large-scale-simulation/64493

